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unzip sdk python2. X. zip
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pip install —r requirements. txt
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unzip sdk python3. X. zip
cd sdk _python3. X/sdk/

pip3 install -r requirements. txt
sh install extension. sh
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pip install —r requirements. txt
python install extension window. py
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#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="" #access_key

secret_key="" #secret_key

url="" #z0S R M

session=Session(access key,secret key)
s3_client=session.client("s3",endpoint_url=url)

R IR E X

TR TR IR BIAE SCAR R, BARERID S 5 LG RIS H TR R4
RAD AT REXS AN R R R AR, B % TR IRE .

SE S P
100 Continue
200 Success
201 Created
202 Accepted
204 NoContent
206 Partial content
304 NotModified
400 InvalidArgument
400 InvalidDigest
400 BadDigest
400 InvalidBucketName
400 InvalidObjectName
400 UnresolvableGrantByEmailAddress
400 InvalidPart
400 InvalidPartOrder
400 RequestTimeout




400 EntityTooLarge

403 AccessDenied

403 UserSuspended

403 RequestTimeTooSkewed
404 NoSuchKey

404 NoSuchBucket

404 NoSuchUpload

405 MethodNotAllowed
408 RequestTimeout

409 BucketAlreadyExists
409 BucketNotEmpty

411 MissingContentLength
412 PreconditionFailed
416 InvalidRange

422 UnprocessableEntity
500 InternalError

1. Bucket ¥4/E

1. 1. Create Bucket
Thee i e
Create Bucket 153R7]LATEFR @K 5 T EIZE—1N#11 Bucket.

AR

create_bucket(

ACL="private"|"public-read"|"public-read-write"|"authenticated-
read",

Bucket="bucket-name",

ObjectLockEnabledForBucket=True|False
)
SH U
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ACL Bucket 'y ACL il E, FLEZ* 1.9 String i
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ObjectLockEnabledForBu I JA 2 AI#T 1 2 Bucket 1) Object g ThfE, FLARE M
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cket MZ% 1.25 Boolean @

. TR TU A RN, WIEMEDN Csingle-az” A1 multi-az’, _ N
AZPolicy String =

DAFIRE AZ APERZ AZ Tifik. BRI AZ 1Pt

RIAF AT, FTIE{E ) "STANDARD',
StorageClass "STANDARD_IA" fil "GLACIER', 43 5lZmbrife. fiLH. String
VAR . BRI R HEAE A

i
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{

'ResponseMetadata’: {
"HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': '"',
'RequestId': 'tx000000000000000000016-0060adca®3-47ce2-default’,
'"HTTPHeaders': {
"date’': 'Wed, 19 May 2021 ©8:19:15 GMT',
'content-length': '@’,
'X-amz-request-id': 'tx000000000000000000016-0060a4cad3-
47ce2-default’,

'connection': 'Keep-Alive'
}
¥
¥
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#-*-coding:utf-8 -*-

from boto3.session import Session

from botocore.exceptions import ClientError
import sys

def is client _error(code, e=None):
if e is None:
exc = sys.exc_info()[1]

else:
exc = e
if isinstance(exc, ClientError) and exc.response["Error"]["Code"]
== code:

return ClientError
return type("NeverEverRaisedException", (Exception,), {}) if e is
None else False

def test cb(bname, acl):
access_key="your access key"
secret_key="your secretkey"



url="zos endpoint"
session=Session(access_key,secret_key)
s3 _client=session.client("s3",endpoint url=url)
try:
response = s3 client.create_bucket(Bucket=bname,ACL=acl)

except is_client_error("BucketAlreadyExists"):
print('catch exception BucketAlreadyExists')

except is_client_error("BucketAlreadyOwnedByYou"):
print('catch exception BucketAlreadyOwnedByYou')

except is_client_error("InvalidBucketName"):
print("catch exception InvalidBucketName")

else:
print(response)
if __name__ == '_main__':

bucket = 'testing-bucket'
ACL = "public-read-write"
test_cb(bucket,ACL)

1. 2. Delete Bucket
Theeii e

Delete Bucket i#3RA]PATESE E MK FMIEE Bucket, MIERZ HTZER Bucket

N
jj/‘?
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AR

delete_bucket(Bucket="string")

SHURH
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{

"ResponseMetadata": {
"HTTPStatusCode": 204,
"RetryAttempts": 0,
"HostId": "",
"RequestId": "tx0000000000000000VVV6d-0060afde86-386a-default”,
"HTTPHeaders": {
"date": "Thu, 27 May 2021 18:01:43 GMT",



"X-amz-request-id": "tx00000000000000000006d-0060afde86-
386a-default"

¥
}
}
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#-*-coding:utf-8 -*-

from boto3.session import Session

from botocore.exceptions import ClientError
import sys

def is client error(code, e=None):
if e is None:
exc = sys.exc_info()[1]

else:
exc = e
if isinstance(exc, ClientError) and exc.response["Error"]["Code"]
== code:

return ClientError
return type("NeverEverRaisedException", (Exception,), {}) if e is
None else False

def test rb(bname):
# #void
access_key="your access key"
secret_key="your secretkey"
url="zos endpoint"
session=Session(access_key,secret_key)
s3 _client=session.client("s3",endpoint url=url)
try:
response = s3 client.delete bucket(Bucket=bucket)

except is_client error("NoSuchBucket") as e:
print('catch exception NoSuchBucket')

except is_client_error("InvalidBucketName") as e:
print("catch exception InvalidBucketName")

except is_client_error("BucketNotEmpty") as e:
print("catch exception BucketNotEmpty")

else:
print(response)
if __name__ == '__main__':

bucket = 'test-bucket2'
test rb(bucket)



1. 3. Head Bucket
ThEe Ui

Head Bucket 13K A] ELAIBI A Bucket J& T A7 FE B & 2 A AR U 7] %
Bucket (HAth H /44 K Bucket) o

head_bucket (Bucket="bucket-name")

SH RN
R SHR Byt R B
Bucket Bucket 1% Fx String &
RGP STL]
{

'ResponseMetadata’: {
'"HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': "',
'RequestId’': 'tx000000000000000000017-0060adcd72-47ce2-default’,
'"HTTPHeaders': {
"content-length': '@’',
‘connection': 'Keep-Alive',
'x-amz-request-id’': 'tx000000000000000000017-0060a4cd72-
47ce2-default’,
'X-rgw-object-count': '3°',
‘date’': 'Wed, 19 May 2021 ©08:33:54 GMT',
'X-rgw-bytes-used': '20971986"

}
}
¥
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#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"
session=Session(access_key,secret_key)

s3 client=session.client("s3",endpoint_url=url)
print s3 client.head bucket(Bucket="bucket-name")

1.4. List Bucket

Thee Ui
List Bucket T]LPAZ|HiE R H A FIATA ) bucket F13R .
kR A

list buckets()

SH B
¥
ALY ST

{"Owner": {"DisplayName": "liubingrun", "ID": "void"},
"Buckets": [
{"CreationDate": datetime.datetime(2021, 5, 28, 8, 21, 52, 776000,
tzinfo=tzutc()),
"Name": "test-bucket"
s
{"CreationDate": datetime.datetime(2021, 5, 28, 8, 21, 56,
389000, tzinfo=tzutc()),
"Name": "test-bucketl"
s
{"CreationDate": datetime.datetime(2021, 5, 28, 8, 21, 57,
765000, tzinfo=tzutc()),
"Name": "test-bucket2"

}
1B



"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts"”: 0,
"HostId": "",
"RequestId": "tx0000000000000VVOVROT-0060b0a885-20bdd-
default”,
"HTTPHeaders": {
"transfer-encoding": "chunked",
"date": "Fri, 28 May 2021 ©8:23:33 GMT",
"X-amz-request-id": "tx00000000000000000000f-0060b0Oa885-
20bdd-default",

"content-type": "application/xml"

}
}

}
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#-*-coding:utf-8 -*-

from boto3.session import Session
access_key="your access key"
secret_key="your secretkey"
url="zos endpoint"
session = Session(access_key, secret_key)
s3_client = session.client("s3", endpoint_url=url)
response = s3 client.list buckets()
print("%s's bucket:" % response["Owner"]["DisplayName"])
for bucket in response["Buckets"]:
print('bucket: %s create on %s' %

(bucket["Name"], bucket["CreationDate"]))

1.5, List Bucket Object
ThEEVLEH

List Bucket Object iFRnA]LAFIH 1% Bucekt Pl EE i Object, &
EIZIE R T EHA Read UK.

THERE

client.list_objects(
Bucket="string',



Delimiter="string',
Marker='string"',
MaxKeys=123,
Prefix="string',

)
ZH U
R ZHHR Byt R IBI
Bucket Bucket 1) 4 i String =
Delimiter o AT AR FRBEAT 73 L) A String i
Marker AU list FRAERTER LG A String o
— R [ keys HIIRRELH  CERIME A EBR
MaxKeys Integer T
1000)
Prefix B IR E] 1) key HITTERE String o
IR 5] 45 5 Ui B
{
"Name": "demo-bucket",

"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": 0,
"HostId": "",
"RequestId": "tx0000000000000000008C2-0060b455b8-20bdd-
default”,
"HTTPHeaders": {
"transfer-encoding": "chunked",
"date": "Mon, 31 May 2021 ©3:19:20 GMT",
"X-amz-request-id": "tx0000000000000000008C2-0060b455b8-
20bdd-default",
"content-type": "application/xml"

}
s
"MaxKeys": 100,
"Prefix": "",
"Marker": "",

"EncodingType": "url",
"IsTruncated": False,
"Contents": [

{
"LastModified": datetime.datetime(2021, 5, 31, 1, 36, 11,
396000, tzinfo=tzutc()),
"ETag": ""5e692532922c¢938080e691a01895993d"",
"StorageClass": "STANDARD",
"Key": "test/f3/f3 3",

"Owner": {
"DisplayName": "void",
IIIDII: Ilvoidll

}s



"Size": 1377
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from boto3.session import Session

def test 1b(bname):

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client("s3", endpoint_url=url)

response = s3 client.list objects(Bucket=bname, MaxKeys=100)
# print(response)
for obj in response["Contents"]:
print('object: %s Size: %s Owner: %s' %
(obj["Key"], obj["Size"], obj['Owner'][ 'DisplayName']))

def test 1b Delimiter(bname):

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret_key)

s3 _client = session.client("s3", endpoint url=url)

response = s3 client.list objects(Bucket=bname, Prefix='test/',

Delimiter="'/"', MaxKeys=100)

if _ _name__ ==

# print(response)
for prefix in response["CommonPrefixes"]:
p = prefix['Prefix']
print(p)
response = s3 client.list_objects(Bucket=bname, Prefix=p)
for obj in response["Contents"]:
print('object: %s Size: %s Owner: %s' %
(obj["Key"], obj["Size"], obj['Owner']['DisplayName']))

__main__"':
bucket = "'demo-bucket'



test 1b(bucket)
print('--------------""---oeo o ")
test_1b Delimiter(bucket)

1. 6. Put Bucket Policy
ThRE UL

Put Bucket Policy iR TN Z0S S3 bucket 15 B Al S .

TR E

put_bucket policy(
Bucket="bucket-name",
Policy="{

"Version": "2012-10-17",
"Statement": [

{
"Sid": llid_lll-’
"Effect": "Allow",
"Principal”: {"*"},
"Action": [ "s3:PutObject","s3:PutObjectAcl"],
"Resource": ["arn:aws:s3:::bucketName/*"]
}
I
} 1
)
SR
SREFR SRR 3] R WA
Bucket Bucket [ #4 7 String iz
Policy WE A bucket |- [ 5 String &

Bucket Policy & 7B U

FB ik KA RE U
) fR#55 Amazon S3 5, 73 #§"2012-10-17"#1"2006-03- i -
Version o1 string &)
Id RN 1D, A SR A — bR iR string 7

FRRISREIA, & L TERERB R IH] . B2 5RI% 1Y) Statement
A2 IR AR, BRARRA R — A dict, BARIRTRE LT
TR )
Statement ) list
Sid
Effect
Principal

o



Action

ReSource
Condition
Sid AR ARG AR 1 1D string &
RS B RCR BV T8 AR S50 SRS A8 A BB 2 42 52 17 SR I /2
Effect . JRERIE R string 7
R BB N Allow”,
fRZuiEsR: & “Deny”
RN, BRI B A KA RAR e A -, SCRmd@ iy
Principal . FoRFTE . A4%EEAS user HEATEEAUN,  Principal %% dict i
A"AWS": "arn:aws:s3:::user/userld"
AR, RIIEE AR CAM SRR T E 0 ZOS #:1E. LIAIRIER
For, WEZRERE, DUZSEE. KRR, R
Action FURREIAT I T #e4E . F Y Action A "s3:GetObject", list o
"s3:GetObjectAcl", "s3:PutObject",
"s3:PutObjectAcl"%
SRARER], $RE A SN PR 1 2% F . T LLidEsd Condition
X ZOS HIF R E B B, TR
Condition “Conition’ dict i
{"StringEquals":{"aws:Referer":["www.ctyun.com"]}, I} i
Effect A“Allow”, I f8F3k H "www.ctyun.com" i 5K, 1Ay
“Deny”, MIFHx,
Ak,
Resource
Resource %i%%ﬁm%igﬁﬁ,i%m@m string 5
RN TR BHIR NotResou
rce EH
Ak,
Resource
NotResource %i%%ﬁﬁmﬁéﬁﬁﬁ,%%ﬁﬁm? string 5
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Y EIEEE ST

'ResponseMetadata’: {
'RequestId': 'tx0000000000000VPPOORe2-0060adb2d8-105a-default’,
'HostId': "',
'HTTPStatusCode': 200,
'"HTTPHeaders': {
'X-amz-request-id': 'tx0000000000000000000e2-0060adb2d8-105a-

default’,
'content-length': '@’,
'date': 'Wed, 26 May 2021 02:30:48 GMT',
'connection': 'Keep-Alive'
¥

'RetryAttempts': @
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#-*-coding:utf-8 -*-

from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secretkey"
url="zos endpoint"
session=Session(access_key,secret_key)
s3 client=session.client("s3",endpoint_url=url)
print
s3_client.put_bucket_policy(
Bucket="bucket-name",
Policy="{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "id-1",
"Effect": "Allow",
"Principal™: {"*"},
"Action": [ "s3:PutObject","s3:PutObjectAcl"],
"Resource": ["arn:aws:s3:::acl3/*"]
}

1.7 Get Bucket Policy
ThRE VLB

Get Bucket Policy 13K NIRELE B 7E—1 bucket ) ZREHE

get bucket policy(Bucket="bucket-name")



SH U

SREFK SRR 3] RS WA
Bucket Bucket 1] 4 Fix String &
1 B 5 SR B
{
'ResponseMetadata’: {
‘RequestId’: 'tx0000000000000000000e3-0060adb4f8-105a-default’,
'HostId': '"',
'"HTTPStatusCode': 200,
'"HTTPHeaders': {
"X-amz-request-id’': 'tx0000000000000000000e3-0060adb4f8-105a-
default’,
'content-type': 'application/json',
'content-length': '182',
‘date’': 'Wed, 26 May 2021 ©2:39:52 GMT',
'connection': 'Keep-Alive'
s
'RetryAttempts’': ©
¥
"Policy': '{
"Version": "2012-10-17",
"Id": "S3PolicyId1",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::bucketl/*"
}
]
} 1
}
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#-*-coding:utf-8 -*-

from boto3.session import Session



import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"
session=Session(access_key,secret_key)

s3 client=session.client("s3",endpoint_url=url)
print
s3_client.get_bucket_policy(Bucket="bucket-name")

1. 8. Delete Bucket Policy

ThRE v EA

Delete Bucket Policy iF>ROVMIER B B AKRA bucket F 5N
TERE

delete bucket policy(Bucket="bucket-name")

¥
S YR i) RBBH
Bucket Bucket 17 £ Fx String 2
IR 5] 45 R i B
{

'ResponseMetadata’: {
‘RequestId': 'tx0000000000000000000e4-0060adb8ac-105a-default’,
'HostId': "',
"HTTPStatusCode': 200,
'"HTTPHeaders': {
'X-amz-request-id': 'tx0000000000000000000e4-0060adb8ac-105a-

default’,
‘content-length': '@',
'date': 'Wed, 26 May 2021 ©2:55:40 GMT',
'connection': 'Keep-Alive'
}s

'RetryAttempts': @

BREZER b RA
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#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session=Session(access key,secret_key)

s3 client=session.client("s3",endpoint url=url)
print

s3 client.delete bucket policy(Bucket="bucket-name")

1.9, Put Bucket ACL
ThRe vt

% & Bucket [ ACL, #5#i%f Bucket [I17 IR . iZAEFEEHHA P B
WRITE ACP AR .

B =R E ACL, =Fh AR EN A, fRR A RES —FSHUR
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AL, T Grant* )7 Aol ig R, =My XEBSE & EA ACL JB 1,
BIERIATA = B S AR, WFRREIEA ACL @M, N7 E LR M E ACL
NI BIARRIRAE AR AL (ACL 207 XK BT A B RN
FULL _CONTROL, i 534t #h 77 WA OR B AR AT R ACL J& 1)

AR

put_bucket acl(

Bucket="string',

ACL="'private'|'public-read'|'public-read-write'|'authenticated-
read',

AccessControlPolicy={

"Grants': [
{
'Grantee': {
'Type':

'CanonicalUser'|'AmazonCustomerByEmail'|'Group',



'ID': 'string’',
'EmailAddress': ‘'string',
'"URI': 'string'
s
'Permission’:
"FULL_CONTROL' | "WRITE'|'WRITE_ACP'|'READ'|'READ_ACP'
s
1,
"Owner': {
'ID': 'string'
¥
s

GrantFullControl="string"',
GrantRead="'string',
GrantReadACP="string"',
GrantWrite="'string',
GrantWriteACP="string"',

S

R ZHHR Byt R B
Bucket Bucket 1471 String iz

i X lE & ACL, ACL 2

1 1 ﬁfﬂz
. , EaWIEA
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B
1ZJ7 K
WA, H
AccessControlPolicy WG ZANBRINEF— MG E S8 dict At BT
R IA
Aefd
= 1ZJ7 T
Grants BRI st “%%
. ZJi T
Grantee AL dict Mq;j; "
PEFZBUFH P28,
HUEYEH -
%7

Type 'CanonicalUser' String A‘Jz‘f; "

'AmazonCustomerByEmail' -
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Permission 'WRITE' String Wi
"WRITE_ACP' -
'READ’
'READ_ACP'
. ZITRR
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WP Fa] LLGHE E4T read, write, read ACP, and write
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GrantFullControl PLF Grant* 24, g UHS 2 id=xxxx" String o
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'ResponseMetadata’: {
"HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': "',
'RequestId’': 'tx00000000000000000001-0060b61275-2cf25-default’,
'"HTTPHeaders': {
‘date’': 'Wed, 02 Jun 2021 02:52:37 GMT',
‘content-length': '@’,
'X-amz-request-id': 'tx000000000000000000001-0060b6T275-
2cf25-default’,

"content-type': 'application/xml’,
'connection': 'Keep-Alive'
}
}
¥
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from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret_key)

s3 client = session.client('s3', endpoint url=url)

bucket_name = "bucket-1"

res = s3 client.put bucket acl(Bucket=bucket name,
ACL="public-read-write")
print(res)

res = s3 client.put bucket acl(
Bucket=bucket name,
AccessControlPolicy={
‘Grants': [
{
‘Grantee’': {
‘Type': 'CanonicalUser',
'ID': 'test-1',
s
‘Permission': 'FULL_ CONTROL'

‘Grantee': {
'Type': 'CanonicalUser',



'ID': 'test-2',

}s
'Permission': 'READ'
}s
{
'Grantee': {
"Type': 'AmazonCustomerByEmail',
'EmailAddress': 'abc@abc.com',
}s
'Permission': 'WRITE'
}s
1,
"Owner"': {
'ID': 'test-1'
}
}
)
print(res)

res = s3 _client.put bucket _acl(
Bucket=bucket_name,
GrantReadACP="'id=test-4",
GrantWriteACP="emailAddress=def@def.com")

print(res)

1. 10, Get Bucket ACL
Thee i

Get Bucket ACL #:HH>K3KHL Bucket M) ACL, BEIf£fi#fH (Bucket) )
Vi AL PR ¥ H 53R o 123 F 75 2 READ ACP AR . ZIhREIR Bl 145 R 5 Put
Bucket ACL Z#—3, (HEFEVEENZ, WIRCIHBA R, R&[H45
HeRE 2 DI AR A 2 ID T 0B, B Type ANex 2

AmazonCustomerByEmail, T & CanonicalUsers

AR

get bucket acl(Bucket='string')
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"Owner': {
'DisplayName’': 'test-1',
'ID': 'test-1'

'"URI': 'http://acs.amazonaws.com/groups/global/AllUsers’

s
"Grants': [
{
'Grantee': {
'Type': 'Group',
¥
'Permission': 'READ'
s
{
‘Grantee': {
'"EmailAddress': "',
'Type': 'CanonicalUser',
'DisplayName': 'test-1',
'"ID': 'test-1'
¥
'Permission’: 'FULL_CONTROL
Jap

'ResponseMetadata’: {
"HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': '"',

'RequestId': 'tx000000000000000000005-0060b61276-2cf25-default’,

'"HTTPHeaders': {

‘date’': 'Wed, 02 Jun 2021 ©2:52:38 GMT',

'content-length': '843',
'X-amz-request-id': 'tx000000000000000000005-0060b6T276-

2cf25-default’,

'content-type': ‘'application/xml',
'connection': 'Keep-Alive'
}
}
REIZR iR
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from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret key)
s3_client = session.client('s3', endpoint_url=url)

bucket name = "bucket-1"
res = s3 _client.get bucket_acl(Bucket=bucket name)

print(res)

1. 11, Put Bucket Lifecycle Configuration
ThEE i BA

Put Bucket Lifecycle Configuration #2I0HHKE N Bucket M4y & 1A
iy

Tk

put_bucket_lifecycle_configuration(
Bucket="'string",
LifecycleConfiguration={
'Rules’': [
{
"Expiration’: {
'Date': datetime(2015, 1, 1),

'Days': 123,
}s
'ID': 'string',
'Prefix': 'string',
"Filter': {
'Prefix': 'string',
'Tag': {
'Key': 'string',
'Value': 'string'’
}s
'And': {
'Prefix': 'string',
'Tags': [
{

'Key': 'string',
'Value': 'string'



}s

}
}s
'Status': 'Enabled'|'Disabled’,
'Transitions': [

{
'Date’': datetime(2015, 1, 1),
'Days’': 123,
'StorageClass':
"GLACIER'|'STANDARD_IA'|'STANDARD'
¥
1,
"NoncurrentVersionTransitions': [
{
"NoncurrentDays': 123,
'StorageClass':
"GLACIER' | 'STANDARD_IA'|'STANDARD'
¥
1,

"NoncurrentVersionExpiration': {
'NoncurrentDays': 123

s

"AbortIncompleteMultipartUpload': {
'DaysAfterInitiation’': 123

}
s
]
}
)
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Key BREEI 44 R string

Value PR 1E string &

Status PRUUE AR R , FIEfE: Enabled, Disabled string B

Transtions FRIRR GARTIN e A7 245 7€ 1) Storage Class list i
Unis B A5
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RD_IA/GLACIER

FRbik
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"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": 0,
"HostId": "",
"RequestId": "tx000000000000VVOLOVO71-0060b9e5aa-aca5-default”,
"HTTPHeaders": {
"date": "Fri, 04 Jun 2021 08:34:50 GMT",
"content-length": "@",
"X-amz-request-id": "tx000000000000000000071-0060b9e5aa-
aca5-default”,
"content-type": "application/xml"

}

i

#-*-coding:utf-8 -*-

from boto3.session import Session

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret key)

s3_client = session.client('s3', endpoint_url=url, verify=False)
bucket_name = ‘public'



res = s3_client.put_bucket_lifecycle_configuration(
Bucket=bucket name,
LifecycleConfiguration={
'Rules’': [
{
"Expiration': {
'Days': 365
¥
'"ID': 'Lifecycle Test',
'Status': 'Enabled',

"Filter': {
"And’: {
'"Prefix': 'test',
'Tags': [
{
'Key': 'tag-1',
'Value': ‘'val-1'
s
]
¥
¥

}s

1.12. Get Bucket Lifecycle Configuration
TheeviBg

Get Bucket Lifecycle Configuration #21FHRFKEL Bucket M4y & HAIK
LIS

Tk

get bucket lifecycle configuration(
Bucket="string',

)
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{
‘Rules’: [
{
"Expiration': {
'Date’': datetime(2015, 1, 1),
'Days': 123,
'ExpiredObjectDeleteMarker': True|False

¥
'ID': 'string',
'Prefix': 'string',
"Filter': {
'Prefix': 'string',
'Tag': {
'Key': 'string',
'Value': 'string’
¥
"And": {
'Prefix': 'string',
‘Tags': [
{
'Key': 'string',
'Value': 'string'
s
]
}
¥

'Status': 'Enabled'|'Disabled',
‘Transitions': [

{
'Date': datetime(2015, 1, 1),
'Days': 123,
'StorageClass': 'GLACIER'|'STANDARD IA'|'STANDARD'
s
1
"NoncurrentVersionTransitions': [
{
‘NoncurrentDays': 123,
'StorageClass': 'GLACIER'|'STANDARD IA'|'STANDARD'
s
1,

"NoncurrentVersionExpiration': {
"NoncurrentDays': 123

¥

"AbortIncompleteMultipartUpload': {
'DaysAfterInitiation’: 123

}

¥
1,

"ResponseMetadata”: {
"HTTPStatusCode": 200,
"RetryAttempts": 0,
"HostId": "",
"RequestId": "tx0000000000000000OVO73-0060b9ec59-aca5-default”,
"HTTPHeaders": {
"date": "Fri, 04 Jun 2021 09:03:21 GMT",



"content-length": "332",
"Xx-amz-request-id": "tx000000000000000000073-0060b9ec59-

aca5-default"”,

"content-type": "application/xml"

}
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#-*-coding:utf-8 -*-

from boto3.session import Session
access_key="your access key"
secret_key="your secretkey"

url="zos endpoint"

session = Session(access key, secret key)
s3_client = session.client('s3', endpoint_url=url, verify=False)
bucket_name = ‘public'
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res = s3 _client.get_bucket_lifecycle_configuration(
Bucket=bucket_name
)

print res

1. 13. Delete Bucket Lifecycle
ThEE LB
Delete Bucket Lifecycle #2I0HRMIF: Bucket BIA: i & HAFEI .

THERE

delete_bucket_lifecycle(Bucket="string")

S
R SHR Byt R B
Bucket TREAHE AR String 2
1R [5] 25 5 i B
{

"ResponseMetadata™: {
"HTTPStatusCode": 204,
"RetryAttempts": 0,
"HostId": "",
"RequestId": "tx000000000000000000091-0060b9f573-aca5-default”,
"HTTPHeaders": {
"date": "Fri, 04 Jun 2021 ©09:42:11 GMT",
"Xx-amz-request-id": "tx000000000000000000091-0060b9f573-
aca5-default”,
"content-type": "application/xml"

}
}
}
BEER e E-~yid
ResponseMetadata http 1 3Kk [5] £ 4E Dict
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#-*-coding:utf-8 -*-
from boto3.session import Session

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret key)

s3_client = session.client('s3', endpoint_url=url, verify=False)
bucket name = 'public'

res = s3 _client.delete bucket lifecycle(
Bucket=bucket_ name
)

print res

1. 14, Put Bucket Website
ThEe Ui B

A H] PutBucketWebsite #2 ¥ A7 250 (Bucket) 15 & iAW uh LB =
F i B (RoutingRule)

pipry Lt

put_bucket website(
Bucket="string',
WebsiteConfiguration={
"ErrorDocument’: {
'Key': 'string'
s
"IndexDocument’: {
'Suffix': 'string'

3

'RedirectAllRequestsTo': {
‘HostName': ‘'string',
'Protocol': 'http'|'https’

3

'RoutingRules': [
{

"Condition': {
'"HttpErrorCodeReturnedEquals': 'string’,
'KeyPrefixEquals': 'string'

3

'Redirect': {

‘HostName': ‘'string',
'HttpRedirectCode': ‘'string',
'"Protocol': 'http'|'https',
'ReplaceKeyPrefixWith': 'string',
‘ReplaceKeyWith': ‘'string'

¥

s
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FE [ AU A, TT DATRC R0 0 2 e A AL
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'ResponseMetadata’: {
1 1 : 1 1 J
3}
REIZR Eii3a
http 3 3KIR B4R, AR KRIR BRSS9 % RequestlD
ResponseMetadata s
ek
~

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session=Session(access_key,secret_key)

s3 client=session.client("s3",endpoint_url=url)

response = s3 client.put bucket website(
Bucket="'examplebucket"',
ContentMD5="",
WebsiteConfiguration={
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"ErrorDocument’: {
'Key': 'error.html',

s

'IndexDocument': {
'Suffix': 'index.html',

}s
}s
)

print(response)

1. 15, Get Bucket Website
ThEe Ui

GET Bucket website V&K H T &) 57 IS i A N uh BC & 15 B o

TR E

client.get bucket website(Bucket='string')

SH
R SHHR Byt
Bucket FEAERR A TR string
RGP STL]
{

'RedirectAllRequestsTo': {
'HostName': 'string',
'"Protocol': 'http'|'https’

}s

'IndexDocument': {

'Suffix': 'string'
}s
"ErrorDocument': {

"Key': 'string'
}s
'RoutingRules': [

{

'Condition': {
'HttpErrorCodeReturnedEquals': ‘'string',



'KeyPrefixEquals': 'string'
}s
'Redirect’: {
'HostName': 'string',
'"HttpRedirectCode': 'string',

}s
1}
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#-*-coding:utf-8 -*-
from boto3.session import Session
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import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session=Session(access_key,secret_key)

s3 client=session.client("s3",endpoint_url=url)

response = s3 client.get bucket website(
Bucket="'examplebucket",

)

print(response)

1. 16\ Delete Bucket Website
Thee UL
DELETE Bucket website 3K F T MHIBR A7 fiti A b (1 25 I b g B
FiEFER

client.delete_bucket_website(Bucket="string")

SH
B ZHHR byt
Bucket L O o e A Rl L B PR AT 44 B string
IR [8] 45 5 5 B
{
'ResponseMetadata’: {
1 1 : 1 . 1 ,
}s}
REER iR
ResponseMetadata http 15 KR R, AHGE SRR FRRASHS & RequestID 545
i

#-*-coding:utf-8 -*-
from boto3.session import Session

Dict



import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session=Session(access_key,secret_key)

s3 client=session.client("s3",endpoint_url=url)

response = s3 client.delete bucket website(
Bucket="'examplebucket",

)

print(response)

1. 17 Put Bucket Tagging
ThRE VLB

TR E M Bucket W E AR —> Bucket S 2 W E 50 Mr%s. ZIR/EHR
s3:PutBucketTagging AR, PG EH BN LR . ZIRIF LB HIEA

PR2% o

TR E

put_bucket_tagging(
Bucket="string',

Tagging={
"TagSet': [
{
'Key': 'string',
'Value': 'string'
¥
]
})
SH B
SR SR
Bucket Bucket 1] %k
PEEERER, WHINRRESR, &% 50 Mg, MARREH
Tagging JEHEEXS, key IR 128 75, value f K 256 =77, value
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"HTTPStatusCode': 200,
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'RetryAttempts': 0,
'"HostId': '',
'RequestId’': 'tx000000000000000000002-006Paeceb68-28109-default’,
'"HTTPHeaders': {
'date': 'Thu, 27 May 2021 00:44:24 GMT',
‘content-length': '@',
'X-amz-request-id': 'tx000000000000000000002-0060aeceb68-28109-
default’,

‘content-type': 'application/xml’',
‘connection': 'Keep-Alive'
}
}
¥
i

#-*-coding:utf-8 -*-

from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret key)
s3_client = session.client('s3', endpoint_url=url)

bucket name = "bucket-1"

response = s3 client.put_bucket_tagging(
Bucket=bucket_name,
Tagging={
"TagSet': [
{
'Key': 'key-1',
'Value': 'val-1'

}

)

print(response)

1. 18, Get Bucket Tagging
ThRE UL e

AREUHE € BUCKET HIARAE . 12#R1F 7% s3:GetBucketTagging FLFR, HHIHM
HHEBNRAZIR

pipry Lt



get bucket tagging(Bucket='string')

SH U

SHER SRR

Bucket Bucket 1142 Fx

3R [ 45 R i B

u'TagSet': [
{
u'Value': ‘'val-1',
u'Key': 'key-1'
¥

1,

'ResponseMetadata’: {
'"HTTPStatusCode': 200,
'RetryAttempts': 0,
'"HostId': '"',

String

'RequestId': 'tx000000000000000000003-0060af0c4b-28109-default’,

'HTTPHeaders': {

'date': 'Thu, 27 May 2021 03:04:43 GMT',

'content-length': '169°',

‘X-amz-request-id': 'tx000000000000000000003-0060af0c4b-28109-

default’,
‘content-type': 'application/xml',
‘connection’': 'Keep-Alive'
}
}
}
BESER R
TagSet bR
Key Pr%E key
Value PR value
i

#-*-coding:utf-8 -*-

from boto3.session import Session
import boto3

access_key="your access key"
secret_key="your secret key"

ez
list
string

string



url="zos endpoint"

session = Session(access_key, secret_key)

s3_client = session.client('s3', endpoint_url=url)
bucket_name = "bucket-1"

response = s3_client.get _bucket tagging(Bucket=bucket_name)

print(response)

1.19. Delete Bucket Tagging
ThRe i B

MIEE Bucket bIFREE . 1Z8AE T % s3:PutBucketTagging tXPK, MifIHA
FHERANEAG ZRUR .

pipry Lt

delete_bucket_tagging(Bucket="'string")

¥
SHAETK SHR KA BB G
Bucket Bucket #) £ F5 String 2

18 [e 5 R 5 B

{

'ResponseMetadata’: {
'"HTTPStatusCode': 200,
'RetryAttempts': 0O,
'"HostId': '"',
'RequestId': 'tx000000000000000000004-0060af10ee-28109-default’,
'"HTTPHeaders': {
‘date': 'Thu, 27 May 2021 ©3:24:30 GMT',
'content-length': '@',
'X-amz-request-id': 'tx000000000000000000004-0060af10ee-28109-
default’,
‘content-type': 'application/xml',
‘connection': 'Keep-Alive'
}
¥

i



#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)

s3 client = session.client('s3', endpoint url=url)

bucket_name = "bucket-1"

response = s3 client.delete bucket tagging(Bucket=bucket name)

print(response)

1. 20 Put Bucket Encrytion
TheE UL
put bucket encryption 1K1 LLJE FAFEAHER AN ZE D) g

pipry Lt

put_bucket_encryption(
Bucket="bucket-name",
ServerSideEncryptionConfiguration={
'Rules’': [
{
"ApplyServerSideEncryptionByDefault': {

'SSEAlgorithm': 'AES256'|'aws:kms',
'KMSMasterKeyID': 'string'

}s
}s
]
}s
)
SR
BHAT SHg #H BB
Bucket Bucket [ % Fx String 2
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SSEAIgorithm i 25 i s 0 string &
M ERIE F A2 aws:kms, T SLIATE, %08
cmkuuid:keyspec:userid #EAALE, A cmkuuid &
KMSMasterKeylD CMKID, keyspec J& 48 & 4= il A 2 H K 2, userid J& string &
FIFids #502 AES256 i, ML AN, #53, )+
FREET N 32
IR 45 R
{
'ResponseMetadata’: {
'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,
'HostId': '',
'HTTPStatusCode': 200,
'"HTTPHeaders': {
'date': 'Thu, 03 Dec 2020 12:17:18 GMT',
‘content-length': '@’',
‘connection': 'Keep-Alive',
'X-amz-request-id': 'tx000000000000000000001-005fc8d74e-5e67-
default'
s
'RetryAttempts': ©
}
}
BEER ik it}
ResponseMetadata http 7 KR BIAHE, AT RKIR BELRA D K& RequestID %555 Dict
i

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3 client=session.client("s3",endpoint_url=url)
print s3 client.put_bucket encryption(
Bucket="bucketl',
ServerSideEncryptionConfiguration={
‘Rules': [
{
‘ApplyServerSideEncryptionByDefault': {
'SSEAlgorithm': 'aws:kms',
"KMSMasterKeyID': '6blf657c-816b-4534-a4la-
903e7a60e703:AES_256:e3d16fbabae84e33a1d386dd880696c0"
¥
}s



1.21. Get Bucket Encrytion

Thee i B

get bucket encryption 1K LLR RIFF GBI INEICE . A2 iAo
yea FEERAINZEACE , W3R [F] NoSuchEncryptionSetError £i% .

pipry Lt

get_bucket_encryption(Bucket="bucket-name")
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#-*-coding:utf-8 -*-
from boto3.session import Session

import boto3

access_key="your access key"
secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)
s3 client=session.client("s3",endpoint_url=url)
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print s3 client.get bucket_encryption(Bucket="bucketl")

1. 22 Delete Bucket Encrytion
ThEE i
delete bucket encryption iR FRAFfi# A ER AN 25 BL B

ke Lt

delete bucket encryption(Bucket="bucket-name")

ZH U

SHAR SH R -y BB
Bucket Bucket 114 % String 2
1R [B] 45 5 Ui B

{

'ResponseMetadata’: {

'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,
'HostId': '',
'HTTPStatusCode': 200,
"HTTPHeaders': {
‘date': 'Thu, 03 Dec 2020 12:17:18 GMT',
'content-length': '@’',
‘connection': 'Keep-Alive',
'X-amz-request-id': 'tx000000000000000000001-005fc8d74e-5e67-
default'

¥
'RetryAttempts': ©

R EIZR #iR C 3]

ResponseMetadata http &R [FIHHE, AFEERKIR FPRE & RequestlD 5545 Dict
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#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access key,secret key)

s3 client=session.client("s3",endpoint url=url)

print s3 client.delete_bucket_encryption(Bucket="bucketl")

1. 23, Put Bucket Object Lock Configuration
Theg i fd

put bucket object lock 1&KRTESE E MA-AEAT _LIG I REUERCE . B
TPHE 2 N2 FH 2B — A BT N A B 52

pipry Lt

put_object lock configuration(
Bucket="bucket-name",
ObjectLockConfiguration={
'ObjectLockEnabled': 'Enabled’,
'Rule’: {
'DefaultRetention': {
'"Mode': 'GOVERNANCE'|'COMPLIANCE',

'Days’': 123,
'Years': 123
}
}
}
)
SH Ui
SHELWK SHHER it} BB UM
Bucket Bucket )£ Fx String &
ObjectLockConfiguration N FH B4 5 A7 AR 0 S8 e e B dict i
ObiectLockEnabled RNTREMIN RBUE RE R TR X120 i -
yeci-ockEnabie WRE T RS, BN sHing "
Rule o X R RBUE RN, i E T A

dict

o

WM. s H A RedRE 1, AREAERCE PRk



SEAE XA E
X G E U 52 B BRI 6] A7 it

DefaultRetention Hic B[R] 75 AR AN (0], AR A0 H AN B[R] 45 dict &
E, HEefEE—

Mode AT A ER DA B %ot S s 7 i PRS2 string &

TREWIIR A, fAfiR. SEHLE Rk _ -

Days . integer &

REGIIMREIN, Sefe. H5RHE Hae kit

Years integer

o

3R [ 45 R i B

{

'ResponseMetadata’: {

"RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,
'HostId': '',
'HTTPStatusCode': 200,
'"HTTPHeaders': {

‘date': 'Thu, 03 Dec 2020 12:17:18 GMT',

‘content-length': '@',

'connection': 'Keep-Alive',
'X-amz-request-id':'tx000000000000000000001-005fc8d74e-5e67 -

default’
s
'RetryAttempts': ©
}
}
PGS iR it
ResponseMetadata http 1% 3KIR [FIEHE, AHEERIE FRRET & RequestlD 4545 Dict
i

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access key,secret key)
s3_client=session.client("s3",endpoint_url=url)
print s3 client.put_bucket_encryption(
Bucket="'bucketl',
ObjectLockConfiguration={
'ObjectLockEnabled': 'Enabled',
'Rule’: {
'DefaultRetention': {
'Mode': 'GOVERNANCE',
'Days': 1,



1.24. Get Bucket Object Lock Configuration

Thee i B

get bucket object lock iE=RIFHAFAERIFIN B UERCE . BN R 8iE
IHRENE 2 I FH B RE— BN BIAF A AR % 5.

ke Lt

get_object_lock_configuration(Bucket="bucket-name")

SH RN
SPEHR SYPEER v RBBHR
Bucket Bucket 1) £ Fx String 2
IR [8] 45 5 5 B
{

'ObjectLockConfiguration': {
‘ObjectLockEnabled': 'Enabled',
'Rule’: {
'DefaultRetention': {
"Mode': 'GOVERNANCE',
‘Days': 1
}
}
}

'ResponseMetadata’: {
"RequestId': 'tx000000000000000000001-005Ffc8d74e-5e67-default’,
'HostId': '',
'"HTTPStatusCode': 200,
'"HTTPHeaders': {
‘date': 'Thu, 03 Dec 2020 12:17:18 GMT',
‘content-length': '0@',
‘connection': 'Keep-Alive',
'X-amz-request-id':'tx000000000000000000001-005fc8d74e-5e67 -
default'
¥



'RetryAttempts': ©

}
¥
BELER Hiid KA
ObjectLockConfiguration N FH 2148 T8 A7 A 0 S8 e e dict
ObiectLockEnabled FKoNTR MBI ROE IR R EER . MM E T X 2480 fi i

jectLockEnable R string

Rul FaEXT RAIRT RABUE RN, B TR e ). FEH R AefE dict

ue fE A, AR R A 4 S °

DefaultRetent ot G4 H v 4 5 R BB RN BN ) A R AT B I B 2 T A A dict

eraufiretention R, 4EATE SRR R, R A — A °
Mode AFAEARER A A S s B8 BT BRAR 3 string
Days IREAFABR HBH, K integer
Years PREGIBR HIH, integer

~

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)

s3 client=session.client("s3",endpoint url=url)

print s3 client.get_object_lock_configuration(Bucket="bucketl")

1. 25~ Put Bucket Logging
ThRE UL

put bucket logging IR E HEHAFASH. Fra M HEK SR 2L

it i J& T 15— 0 & 1 B AR A R . AR B & T AR EAN I H RS A
(3R &6 B A 16 H 25245 FULL CONTROL #ZBR, LA T Grantee #3240 H A
F, Hr Permissions g€ 7 X6 H ER VT R

TR E

put_bucket_logging(
Bucket="bucket-name",
BucketLoggingStatus={
"LoggingEnabled': {
'TargetBucket': 'string',
'TargetGrants': [
{



'Grantee': {

'DisplayName’': 'string’,
'"EmailAddress’': 'string',
'"ID': 'string',

'"Type':

'CanonicalUser'|'AmazonCustomerByEmail'|'Group’,
"URI': 'string'

s
'Permission': 'FULL_CONTROL'|'READ'|'WRITE'
s
1
'TargetPrefix': 'string'
¥
}
)
SH N
SHEIK ZHHR it RBUIHR
Bucket Bucket )4 Fx String &
) HERSEE. HWSHE RN, RS HEHEAT . o
BucketlLoggingStatus e dict 7E
hhe
LoggingEnabled ik B A A B A H X RATH dict o
HEFAE. v LLK HEFBEUE = P A A
TarqetBucket W, AERAE AR . R DA 2 AR N H B strin o
9 FUEIR— A BARAE R, R, 7 T BASE 9 =
Fi TargetPrefix [X 73 H &k B WEANE A4/ -
TargetGrants BRER list o
Grantee BRLFA] dict o
DisplayName @A T string i
EmailAddress R - b 1k integer %
ID R 1D string %
Type TR string &
URI BB URI string i
Permission H &7 1 VAl string &
HEXN R . &2 MNEAMMNH SIS 2 —AH
TargetPrefix FrAEfE A, AT LUE I H AR RISk X 4 H Gk B — string 2
AVEAT kAT
IR [8] 45 5 5 B
{

'ResponseMetadata’: {
'RequestId’': 'tx000000000000000000001-005fc8d74e-5e67-default’,



'HostId': '',

'HTTPStatusCode': 200,

"HTTPHeaders': {
‘date': 'Thu, 03 Dec 2020 12:17:18 GMT',
'content-length': '@°',
'connection': 'Keep-Alive',

'X-amz-request-id’':'tx000000000000000000001-005fc8d74e-5e67-

default'

¥
'RetryAttempts': ©

BELER i

ResponseMetadata http 1% KR [FIEHE, AHEERIR FRRZSTS & RequestlD 5545
~

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3 client=session.client("s3",endpoint url=url)
print s3 client.put bucket logging(
Bucket="'bucketl"',
BucketLoggingStatus={
'LoggingEnabled': {
'TargetBucket': 'bucket6',
‘TargetGrants': [

{
‘Grantee': {
'DisplayName’': 'Second User',
'ID': 's3',
'"Type': 'CanonicalUser',
¥
'Permission': 'READ'
¥
1,
'TargetPrefix': 'log/’',
¥
¥

)

1. 26n Get Bucket Logging
ThRE VLB

el

Dict



get bucket logging WERIKMAFEMMN H EHEAILE

get _bucket_logging(Bucket="bucket-name")

SR N
SRR SR vt} BB
Bucket Bucket 1444 String =
R B 25 R B
{

‘LoggingEnabled': {
'TargetPrefix': 'string',
'TargetBucket': 'string',
'TargetGrants': [

{
'Grantee': {
'DisplayName': 'string’,
'EmailAddress': ‘'string',
'ID': 'string',
'"Type': 'CanonicalUser'|'AmazonCustomerByEmail'|'Group',
'URI': 'string'
s
"Permission': 'FULL_CONTROL'|'READ'|'WRITE'
}

I
s
'ResponseMetadata’: {
"RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,
'HostId': '',
'HTTPStatusCode': 200,
'"HTTPHeaders': {
‘date': 'Thu, 03 Dec 2020 12:17:18 GMT',
‘content-length': '@',
‘connection': 'Keep-Alive',
'X-amz-request-id':'tx000000000000000000001-005fc8d74e-5e67 -
default'

}s
'RetryAttempts': ©



R EIZR

LoggingEnabled
TargetBucket

TargetGrants
Grantee
DisplayName
EmailAddress
ID
Type
URI

Permission

TargetPrefix

i

R
iR H EAEE AL B 0 ST 24

HEMAHAE. o Lo A EAARENE A 0a ffh, S8 EEHE. o
A ARG B 2 ARG H S8R R — A BAR AR, BB,
Al LU TargetPrefix [X 43 H 5k B BNEAZ 64 -

BRAUE R
BT
R BT
R bk
AU 1D
P ESI
AR URI
H &5 19 ¥ a)

HEXNRETS . &L MR H S SRR A BArasfis, 0wl
i B FRATSERIX 20 H 35k B W — MR A

#-*-coding:utf-8 -*-
from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)

s3 client=session.client("s3",endpoint_url=url)
print s3 client.get bucket logging(Bucket="bucketl")

1. 27. Put Bucket CORS

ThEevird

Put Bucket CORS #Z 10 HIKIERi1% & Bucket [HEESIRTTIHILZRR

THERE

put_bucket cors(

Bucket="'string",
CORSConfiguration={
"CORSRules': [

{

'ID': 'string',
'AllowedHeaders': [

'string’,

dict

string

list
dict
string
integer
string
string
string

string

string



1,
'AllowedMethods': [

'string’,
1,
'AllowedOrigins': [
'string’,
1,
'ExposeHeaders': [
'string’,
1,
'MaxAgeSeconds': 123
s
]
¥
)
SR
ZEREH ¥R Bt RS
Bucket T E P bucket 447K string =
CORSConfiguration FEIRAF A PO R U ) I dirct 2
CORSRules TR E bucket FLE T A EEHMNMES, RVHCE list 2
100 Z& AL
ID B 1D, i KK 255 string &5
AllowedHeaders VPR KL CORS iR HEHH H E X HTTP i string %
RKF, AXHELKANE, H% CORSRule wf LKL
HZA AllowedHeader.
AllowedMethods RYFZIEHATI HTTP J7iE51%, 4% GET, PUT, string I
HEAD , POST , and DELETE. Hiyk}uInT AR B 24
Jrike
AllowedOrigins FRVFRENS U W) 1% bucket f— N EE AR, SCRE * @R string 2
5, RARTERAE R, AHEE.
—% CORSRule 7] LIfit & £ allowedorigins
ExposeHeaders RPN IZHIRELY) CORS 15 3Rma R H Sk, A X 43 string &
YK/ 4% CORSRule #] LARLE 24
ExposeHeader.
MaxAgeSeconds P R YL O B A AT ), SR, WL CORS integer i
&R F ) Access-Control-Max-Age ki, #.%%
CORSRule H it —1~ MaxAgeSeconds
35 45 R
{
'ResponseMetadata’: {
1 1 : 1 e 1 ,
3o}
REZGR iR KA
ResponseMetadata http 7% K B4, AT KR BRRESS & RequestID %545 Dict

i




#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)

s3 client=session.client("s3",endpoint url=url)

response = s3 client.put bucket cors(
# Bucket='my-new-bucketo',
Bucket="'bucket-zq',
CORSConfiguration={

"CORSRules': [

{

'AllowedHeaders': [
T

1,

‘AllowedMethods': [
'PUT',
"POST"',
'DELETE',
"HEAD',
'GET',

1

'AllowedOrigins': [
'http://127.0.0.1:5500'

1,

"ExposeHeaders': [
'"ETag',

1

'MaxAgeSeconds': 30,

3
1
3
)
print(response)

1. 28, Get Bucket CORS
TheEE e
Get Bucket CORS #% 1 HISR1ERKIKEL Bucket MBS HYRILZARAC & o

AR

get bucket cors(Bucket="'string')

ZH



SREFK SRR et} RB LA
Bucket Bucket 1) £ Fix String =
1R [B] 45 5 i B
{
'"CORSRules': [
{
'"ID': 'string',
'AllowedHeaders': [
'string’,
1
'AllowedMethods’: [
'string’,
1
'AllowedOrigins': [
'string’,
1,
'ExposeHeaders': [
'string’,
1,
'MaxAgeSeconds': 123
}s
1}
BB R R Eait]
CORSRules JFE5E bucket BB R BTE B HNINAES, SRVFECE 100 48 list
U8
ID PERFN [ 1D, I kK J¥ 255 string
AllowedHeaders SRR CORS RN K H E X HTTP iRk string
W, AXAPELKNE, $4% CORSRule T LIELE £
AllowedHeader .
AllowedMethods RVFHZIEHATHI HTTP 7734513, 84 GET, PUT, HEAD, string
POST , and DELETE
AllowedOrigins FCVFRENS 1T I 3% bucket I — AN E AU string
ExposeHeaders FOVFRI ST AR CORS i SRl 82 (4 3k, AN [X 433 30K/ string
5, %% CORSRule fJLAELE £ 1> ExposeHeader.
MaxAgeSeconds RIS B A RN ], SAAARD, YR CORS iR integer
M) Access-Control-Max-Age =k#5, #.% CORSRule R
Al ® —41 MaxAgeSeconds
i

#-*-coding:utf-8 -*-

from boto3.session import Session
import boto3

access_key="your access key"
secret_key="your secret key"
url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3 client.get _bucket_cors(Bucket="bucketl")




1. 29, Delete Bucket CORS
ThEe i B

Delete Bucket CORS #2211 HKMIF: Bucket HFEIE &L ZAIRACE -

Tk

delete_bucket_cors(Bucket="'string")

ZH

ZHAETK SR

Bucket Bucket {14 %

3R [ 45 SR i B

'ResponseMetadata’: {

),

LA |

BEZR

Eiip)

ResponseMetadata http % KR BIEAE, AHETE RKIR BLRE D & RequestID %555

i

#-*-coding:utf-8 -*-

from boto3.session import Session
import boto3

access_key="your access key"
secret_key="your secret key"
url="zos endpoint"

session=Session(access_key,secret_key)

s3 client=session.client("s3",endpoint_url=url)
print s3 client.delete bucket cors(Bucket="bucketl")

1. 30+ Put Bucket Versioning

ThEe v R

Dict



Put Bucket Versioning 2 [152HL S FH 8% {2 Bucket FASTE HI ThHE

put_bucket_versioning(Bucket="'bucket-name',
VersioningConfiguration={"'Status':'Enabled'|'Suspended'})

SH LA
SHAR SYPEER v R WA
Bucket Bucket 1471 String &
VersioningConfigurati & 7% Bucket [IRA & DhfE, #%Mi: Suspended, ) .
Dict FE
on Enabled.
1% [5 25 5 i B

{

'ResponseMetadata’: {
'"HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': "',
'RequestId': 'tx00000000000000PPV0O18-0060a4d268-47ce2-default’,
'HTTPHeaders': {
'date': 'Wed, 19 May 2021 ©8:55:04 GMT',
'content-length': '@’,
'x-amz-request-id’': 'tx000000000000000000018-0060a4d268-
47ce2-default’,

"content-type': 'application/xml',
'connection': 'Keep-Alive'
}
}
¥
EHESR Eiiipu) bS5l

ResponseMetadata http 115 K3 =1 4 Dict
HTTPStatusCode http 115 KRR A Int
7~

#-*-coding:utf-8 -*-

from boto3.session import Session
import boto3



access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret key)

s3 client=session.client('s3',endpoint url=url)

#XE bucket FR A1 il A &

print s3 client.put_bucket_versioning(Bucket="'bucket-name",
VersioningConfiguration={"'Status':'Enabled'})

1.31. Get Bucket Versioning
TheeviBe
Get Bucket Versioning 523Kk Bucket FiRASTE HIHLHE .

THERE

get bucket versioning(Bucket='bucket-name")

SR
SHEIK ZHHR Byt R
Bucket Bucket 14 FR String 2

1R [8] 45 5 15 B

{

u 'Status': 'Enabled', u 'MFADelete': 'Disabled', 'ResponseMetadata’:
{
'"HTTPStatusCode': 200,
'RetryAttempts': 0,
‘HostId': "',
'RequestId': 'tx000000000000000000019-0060a4d332-47ce2-default’,
'HTTPHeaders': {
'date': 'Wed, 19 May 2021 ©8:58:26 GMT',
'content-length': '192',
'X-amz-request-id': 'tx000000000000000000019-0060a4d332-
47ce2-default’,
'content-type': 'application/xml’,
'connection': 'Keep-Alive'



BESER R EZR R KA

Status Bucket [fIilAEHIACE, RUNEA R ETIZICE, ZTFBRASRFR String
ResponseMetadata http 1 3Kk [5l £ E Dict
HTTPStatusCode http & RS Int

i

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)

s3 client=session.client('s3',endpoint url=url)
#3RIN Bucket FIRRAT I Th e fic &

print s3 client.get_bucket_versioning(Bucket="'bucket-name")

2. Object #4E

2.1, Get Object
ThEE Ui BA

Get Object WERAILLE— 0 (Object) TEREAM., ZEAFFHEST H bR
Object HAEMPRELHFR Object XA NEH I T SR (AFHBL)

Tk

get object(
Bucket="string',
IfMatch="string',
IfModifiedSince=datetime(2015, 1, 1),
IfNoneMatch="string',
IfUnmodifiedSince=datetime(2015, 1, 1),
Key="'string',
Range="string',
VersionId="'string'

SHUH



SRR SR C ] B WA

Bucket Bucket 1) 4 Fx String &
A% G Etag A1 IfMatch A7 I(E — 0y 2 I 5, 73R ] _ -
IfMatch oo String =)
412 iz
e WERER A Z A B BOL R AR R A 2R xR, SR ) .
IfModifiedSince o String &)
1] 304 iR
iNoneMatch RAE X R Etag AN LT E FAT R I A iR X 5, 505 St -
oneMatc il 304 415 ring @
e SUBHRE I A 2 JG BB B EOE S HI G4 iR al, - 75 03 [a] _ -
IfUnmodifiedSince o String &)
412 B
Key Object 1% K String =
i FH R FIEE, Bl bytes=0-9 Fon FHEIJTk 10 , -
Range "N String &
I byte
Versionld X R FEARFE A IIRAS S, AT R AR R[] 404 15 String i
IR [E] 45 Ry B

"Body": <botocore.response.StreamingBody object at 0x7fba661401de>,
"AcceptRanges": "bytes",
"ContentType": "application/octet-stream",
"ResponseMetadata": {
"HTTPStatusCode": 206,
"RetryAttempts": 0,
"HostId": "",
"RequestId": "tx0000000000000000008d6-0060b49d76-20bdd-
default”,
"HTTPHeaders": {

"content-length": "21",

"X-rgw-object-type": "Normal",

"accept-ranges": "bytes",

"x-amz-meta-s3cmd-attrs":
"atime:1621340201/ctime:1621340201/gid:1001/gname:test_user/md5:aa516f
€673e70c11ad659cb708094fc2/mode:33204/mtime:1621340201/uid:1001/uname:
test_user",

"last-modified": "Tue, 18 May 2021 12:17:14 GMT",

"content-range": "bytes 20-40/20971520",

"etag": ""7fa986abc®3d636cl4deab9df48a7090-2"",

"Xx-amz-request-id": "tx0000000000000000008d6-0060b49d76-
20bdd-default”,

"date": "Mon, 31 May 2021 08:25:26 GMT",

"content-type": "application/octet-stream"

}

¥

"LastModified": datetime.datetime(2021, 5, 18, 12, 17, 14,
tzinfo=tzutc()),

"ContentRange": "bytes 20-40/20971520",

"ETag": ""7fa986abc@3d636cl4deab9df48a7090-2"",

"ContentLength": 21,

"Metadata": {



"s3cmd-attrs":
"atime:1621340201/ctime:1621340201/gid:1001/gname:test_user/md5:aa516f
e673e70c11ad659cb708094fc2/mode:33204/mtime:1621340201/uid:1001/uname:
test_user"

}
}
SREFK SHR KA
Body RN B 2 Streaming
Body
ResponseMetadata http #5531 238 Dict
LastModified RO =ifeFeaingli Datetime
ContentRange B SR G IR [ g e 1 L S 4 String
ETag YR ETag String
ContentLength M) S 1)K Integer
Metadata LIPS Sy ¥ e AP AE RSN Dict
i

#-*-coding:utf-8 -*-
from boto3.session import Session
import datetime
bucket = 'demo-bucket'
key = 'object5'
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session = Session(access_key, secret_key)
s3_client = session.client("s3", endpoint_url=url)
date=datetime.datetime(2021, 5, 1, 12, 17, 14)
response = s3 client.get object(

Bucket=bucket, Key=key, IfModifiedSince=date
)

print(response)

2.2+ Head Object
TheeviBg

Head Object 13KRA] PASREUKTN. Object M) cE#l, Head MR Y Get [
R — 3

Tk

head_object(



Bucket="string",
IfMatch="string',
IfModifiedSince="'2015-01-01",
IfNoneMatch="string",
IfUnmodifiedSince="'2015-01-01",
Key="string',
VersionId="'string'

)
SH U
SRR SHHER %A R WA
Bucket Bucket 1] £ Fx String 2
A Etag A IfMatch S (4 —Bor ik il Sc o, & . -
[fMatch - oo String &)
R ] 412 4%
. WAREN A 2 A B SOk M4 2z bl o, 4503 i -
IfModifiedSince 4o String 8
[ 304 iR
NoneMatch RH AR Etag AN L 158 A7 HRIN A 20 ol e #7500 st -
oneMatc ] 304 B ring @
s WBHRE WA 2 J BB B HOE S SO A iR I e Hdls, 50 ) -
IfUnmodifiedSince - o String &)
IR A 412 iR
Key Object 1%k String 2
Versionld SR AR SE SRR BIRRAS 5, A IZ AR IR 1] 404 £ String o

18 [ 45 R 5

{
u 'AcceptRanges': 'bytes', u 'ContentType': 'text/plain’,
'ResponseMetadata’: {
'"HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': "',
'RequestId': 'tx000000000000000P00O1d-0060a4d598-47ce2-default’,
'HTTPHeaders': {

‘content-length': '10°,

"X-rgw-object-type': 'Normal’,

'Xx-amz-storage-class': 'STANDARD',

'accept-ranges': 'bytes',

'X-amz-meta-s3cmd-attrs':
'atime:1621393265/ctime:1621393370/gid:0/gname:root/md5:2d950f68bda376
b90126224bcbd@3d5e/mode:33188/mtime:1621393370/uid:0/uname:root’,

'last-modified': 'Wed, 19 May 2021 ©3:02:52 GMT',

‘connection': 'Keep-Alive',

"etag': '"2d950f68bda376b90126224bcbde3d5e" ",

'X-amz-request-id’': 'tx00000000000000000001d-0060a4d598-
47ce2-default’,

‘date’': 'Wed, 19 May 2021 ©09:08:40 GMT',



'X-amz-version-id': 'u.zsHpkl1QMT1lgMvqOjQQbjWgmvqgjjom",
'content-type': 'text/plain’
}

}, u '"LastModified': datetime.datetime(2021, 5, 19, 3, 2, 52, tzinfo
= tzutc()), u 'ContentLength': 10, u 'VersionId':
'u.zsHpk1QMT1gMvq0jQQbjWgmvgjjom', u 'ETag’:
'"2d950f68bda376b90126224bcbd@3d5e" ', u 'StorageClass': 'STANDARD', u
'Metadata': {

's3cmd-attrs':
'atime:1621393265/ctime:1621393370/gid:0/gname:root/md5:2d950f68bda376
b90126224bcbd@3d5e/mode:33188/mtime:1621393370/uid:0/uname:root"

}
}
pAEESFS B il
ResponseMetadata http 11 =K [31 4 Dict
HTTPStatusCode http & KRS Int
content-length SR/, BT Int
etag S RCHTRAR ) etag String
StorageClass SCAF BT RE D String
B

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)

s3 client=session.client('s3',endpoint url=url)
print (s3 client.head object(Bucket="bucket-name", Key="Object-name",
IfUnmodifiedSince="2022-01-01", VersionId
="aABzBeMX0oSdIZCQ.igDhMKO@rnteqml"))

2.3+ Put Object
ThEE i BA

Put Object HRATLLK—/N 3 (Object) FAEZEIEE Bucket. M RAE
ONSL R A

Tk



put_object(
ACL="private'|'public-read'|'public-read-write'|"'authenticated-read’,
Body=b'bytes'|file,
Bucket="string",
ContentMD5="string",
Key="'string',
Metadata={
'string': 'string'
}s
Append=True|False,
AppendPosition=integer)

SH U
SHAEAHK SHR KA BB
ACL Object 17 I 4 il 14 7= BRIA AT BLIR String &
Body X G Haf Bytes o
Bucket £\ bucket 1 Hx String &
ContentMD5 G HdE Y MD5 String i
Key X411 Key String 2
Metadata Object HTCHH Dict &
Append AT LB Ff% Object bool i
AppendPosition BN, s s B Integer i
IR 5] 45 R i B
b AR
{
"ETag": ""21fd59a7339f2e5f73¢c970392541d784"",

"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": 0,
"HostId": "",
"RequestId": "tx00000000000000000092e-0060b4cd10-20bdd-
default”,
"HTTPHeaders": {
"date": "Mon, 31 May 2021 11:48:32 GMT",
"content-length": "@",
"etag": ""21fd59a7339f2e5f73c97039254fd784"",
"accept-ranges": "bytes",
"X-amz-request-id": "tx00000000000000000092¢e-0060b4cdl0-
20bdd-default"

}
}

BREZER iR il



ETag Object ] ETag String

ResponseMetadata http 7 3K [ 5% Dict
B AR
{
"ETag": ""a3b89c7dff296d1940664896e5ed@9f6"",

"ResponseMetadata”: {
"HTTPStatusCode": 200,
"RetryAttempts": 0,
"HostId": "",
"RequestId": "tx000000000000000VVO10b-0060cc6cab-47cd6-default”,
"HTTPHeaders": {
"content-length": "@",
"accept-ranges": "bytes",
"etag": ""a3b89c7dff296d1940664896e5ed09f6"",
"X-amz-request-id": "tx00000000000000000010b-0060cc6Hcab-
47cd6-default”,
"date": "Fri, 18 Jun 2021 ©9:51:39 GMT",

"x-rgw-next-append-position": "110"
}
¥
"AppendPosition": 110
}
4
Hi AR AR

#-*-coding:utf-8 -*-

from boto3.session import Session
import hashlib

import base64

import datetime

def test po(bname, key, file, md5):
# #void
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session = Session(access_key, secret_key)
s3 _client = session.client("s3", endpoint url=url)

response = s3 client.put object(ACL='private', Bucket=bname,
Metadata=dict(mi="ml'), Body=file, Key=key, ContentMD5=md5,
ServerSideEncryption="AES256',Tagging="tag=tag-value")
print(response)

if __name__ == '__main__':
bucket = 'test-bucket'
with open('/root/SDK/test/test file', 'r') as file:
byte = file.read()
md5 = hashlib.md5(byte).digest()
md5 = base64.b64encode(md5)
test_po(bucket, 'test put', byte, md5)



BN EAER
#-*-coding:utf-8 -*-
from boto3.session import Session
import hashlib
import base64

def test po(bname, key, file, md5):
# #void
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session = Session(access _key, secret key)
s3 _client = session.client("s3", endpoint url=url)

response = s3_client.put_object(ACL="'private', Bucket=bname,
Metadata=dict(ml="ml'), Body=file, Key=key, ContentMD5=md5,
Append=True, AppendPosition=0)

pos = response[ 'AppendPosition’]

print(‘'next pos:' + str(pos))

response = s3 client.put object(ACL='private', Bucket=bname,
Metadata=dict(ml="ml'), Body=file, Key=key, ContentMD5=md5,
Append=True, AppendPosition=pos)

print(response)

if __name__ == '__main__':
bucket = 'test _append'
with open('/root/SDK/test/1k', 'r') as file:
byte = file.read()
md5 = hashlib.md5(byte).digest()
md5 = base64.b64encode(md5)
test_po(bucket, '1k', byte, md5)

2.4, Delete Object
Thee i
Delete Object iHRFLLK—3Cf: (Object) Bk,
FiERA
delete_object(
Bucket="string",

Key="string',
VersionId="'string'

ZH



SRR SR C ] R U

Bucket 1552 Object fIT/EH) Bucket String &
Key 5T EMBR T Key String &
Versionld i 2 M ER 1 Object 1) Versionld String o

I8 5 25 5 i B

"ResponseMetadata": {
"HTTPStatusCode": 204,
"RetryAttempts": O,
"HostId": "",
"RequestId": "tx00000000000000000Ob60-0060b4e390-20bdd-default”,
"HTTPHeaders": {
"date": "Mon, 31 May 2021 13:24:32 GMT",

"X-amz-request-id": "tx000000000000000000b60-0060b4e390-20bdd-
default"

}
}
}
EESR g ES]]

ResponseMetadata http 1K I [l Dict
~

#-*-coding:utf-8 -*-

from boto3.session import Sessio

bucket = 'test-bucket'

key = 'test put'

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret key)

s3_client = session.client("s3", endpoint_url=url)
s3 clientl = session.client("s3", endpoint url=url)

response = s3 client.delete object(Bucket=bucket, Key=key)

print(response)

2.5, Delete Multiple Object
ThREVLEH

Delete Multiple Object 1HRSCHIILEMIBRCAE, AR MIEE 1000
A, FHFIREIEE R, COS 24t Verbose Al Quiet W4l EA .



Verbose UK IR [EI4E Object FIMMIBREE B Quiet FECIH IR IR A
Object 158

AR

delete objects(
Bucket="string',

Delete={
"Objects': [
{
'Key': 'string',
'VersionId': 'string'
}s
1
'Quiet': True|False
}s
)
SR
SR SHER Syt RN
Bucket fii /€ Object JIT{E¥) Bucket String 2
Del Hr Delete['Objects’] 1 ZMIBRAIN 5404, Delete['Quiet] oi .
slete %y bool 2, 15 Verbose Bz AT . =
G P ST
Verbose T
{
"Deleted": [
{
"Key": "test putl"
s
{
"Key": "test put2"
}
1,

"ResponseMetadata”: {
"HTTPStatusCode": 200,
"RetryAttempts": O,
"HostId": "",
"RequestId": "tx000000000000000000b65-0060b4e603-20bdd-default”,
"HTTPHeaders": {
"transfer-encoding": "chunked",
"date": "Mon, 31 May 2021 13:34:59 GMT",
"X-amz-request-id": "tx000000000000000000b65-0060b4e603-20bdd -
default”,



"content-type": "application/xml"

}

}
Verbose FE
{

"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": 0,
"HostId": "",
"RequestId": "tx000000000000000000b66-0060bde60cC-20bdd-
default”,
"HTTPHeaders": {
"transfer-encoding": "chunked",
"date": "Mon, 31 May 2021 13:35:08 GMT",
"Xx-amz-request-id": "tx000000000000000000b66-0060ble60C -
20bdd-default",
"content-type": "application/xml"

}
}
¥
IR [E R iR eyt
ResponseMetadata http 17 =K [31 4 Dict
Deleted MR R I %5 3 List
il

#-*-coding:utf-8 -*-

from boto3.session import Sessio
bucket = 'test-bucket'
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client("s3", endpoint_url=url)

delete = {'Objects': [{'Key': 'test putl'},

{'Key': "test _put2'}], 'Quiet': False}
response = s3 client.delete objects(Bucket=bucket, Delete=delete)

print(response)

2.6+ Put Object ACL
ThRe i B



PEE Object [ ACL, ¥#I%t Object MU MIAIR . ZBAEEEH P BA
WRITE ACP #LFE .

A =R & E ACL, =My XA FIEH, Bk A RS —Fh S50
H. Hd, it ACL %0y Nk THE, RWE T LI E R ACL, AREEN
WFREE P AT IRAL, Bz B mn s, won] CUAE B 55 4 Fh s sk
W, 1ZSEF G R L3 T4, AccessControlPolicy Z#77 20 Grant*
S0 BT DL R P AT AL,  AccessControlPolicy J7 3 it 13K
WALid, T Grant 5 Ro@ it g Rkt . =My {EiaE &5 A ACL Bk,
BFEXT RITE FH EH SRR, WTFRREEA ACL B, R FRERFE R ACL
IINBIARRBAE I AU (ACL S507 N BRI ST #H AR %N
FULL_CONTROL, T 55 4B Fh 7 A 2 LR B AR I ACL J& 1) -

Tk

put_object acl(
Bucket="string',
Key="string',
VersionId="'string',
ACL="'private'|'public-read'|'public-read-write'|'authenticated-
read’,
AccessControlPolicy={
"Grants': [
{
'Grantee': {
"Type':
'CanonicalUser'|'AmazonCustomerByEmail'|'Group',
'ID': 'string',
'EmailAddress’': 'string',
"URI': 'string'

s
'Permission’:
'FULL_CONTROL'|'WRITE'|'WRITE_ACP'|'READ'|'READ_ACP'
s
1s
"Owner': {

'ID': 'string'
}

}s
GrantFullControl="string"',

GrantRead="string',
GrantReadACP="string',
GrantWrite="'string',
GrantWriteACP="string"',

ZH RN



R
Bucket
Key

Versionld

ACL

AccessControlPol
icy

Grants

Grantee

Type

ID(Grantee)

EmailAddress

URI

Permission

Owner

SHHR
Bucket [174 &
X R4
ZRARGT, $8E 0 RIBRRE AR

TilsE I € ACL,
A TE
'private’
'public-read’
'public-read-write'
‘authenticated-read'

ALE ZA TN LRI AT # S 4

BRIIL

ez a7

AR 22,

I A 9
'CanonicalUser'
'AmazonCustomerByEmail'
'Group’

AU 1D

WAL A

AL URI
HUE T A
PrE I

http://acs.amazonaws.com/groups/global/AllUsers

P AAER

http://acs.amazonaws.com/groups/global/AuthenticatedU

sers

WAL ) 35T AR,
AR 9
'FULL_CONTROL'
'WRITE'
'WRITE_ACP'
'READ'
'READ_ACP'

X RIE #

String
String

String

String

dict

list

dict

String

String

String

String

String

dict

RT B

An AD

oA

ACL Z#J5

W AZ5,  FoAl

PTG
ABESEH]

CVEN T

G, S

VENIES
fi

N

1%L

P EN

Type N
'CanonicalUs
er', NHizFB%

DAt
Wi Type Jy
'AmazonCust
omerByEmail'

s Wz B
g

Wi Type Jy
'Group', NJi%
FBUL i

B

P EN



ID(Owner) XS FTAH 1D String 27 R A

2RO Fe] LA E3EAT read, write, read ACP, and write

ACP #fE
GrantFullControl DL Grant* 24, 4% 2052 id=xxxx" String o
s"emailAddress=xxxx"B & uri=xxxx” LL XA AT T4 &
(HIESER
GrantRead PR Fa] LAY %o S kA7 e 1 String o
GrantWrite BB ] AR RbAT S3AE,  BIRR BE 5 51204 R String &
GrantReadACP MU FoaT DLSEIO 411 ACL String i
GrantWriteACP PR T DMEEON 401 ACL String =

R E S5 RV

'ResponseMetadata’: {
'HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': "',
'RequestId': 'tx000000000000000VOVOOb-0060b870b1-2163c-default’,
'HTTPHeaders': {
'date’': 'Thu, 03 Jun 2021 06:03:29 GMT',
"content-length': '@’',
'Xx-amz-request-id': 'tx0000000000000000000Ob-0060b870b1 -
2f63c-default’,

'content-type': ‘'application/xml',
'connection': 'Keep-Alive'
}
}
}
BESER R vl
ResponseMetadata http 1% >R [A1 £ Dict
HTTPStatusCode http 1/ SRR Int
i

from boto3.session import Session

import boto3

access_key="your access key"
secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret key)



s3 client = session.client('s3', endpoint url=url)

bucket_name "bucket-1"
object name = "test"

res = s3 _client.put_object_acl(Bucket=bucket_name, Key=object_name,
ACL="public-read-write")
print(res)
res = s3_client.put_object_acl(
Bucket=bucket name,
Key=object_name,
AccessControlPolicy={
‘Grants': [
{
‘Grantee’: {
'Type': 'CanonicalUser',
'ID': 'test-1',

}s
‘Permission': 'FULL_ CONTROL'
}s
{
‘Grantee’': {
‘Type': 'CanonicalUser',
'ID': 'test-2',
}s
'Permission': 'READ'
}s
{
‘Grantee': {
"Type': 'AmazonCustomerByEmail',
'EmailAddress': 'abc@abc.com',
}s
'"Permission': 'WRITE'
}s
1,
"Owner': {
'ID': 'test-1'
}
}
)
print(res)

res = s3 client.put_object _acl(
Bucket=bucket name,
Key=object_name,
GrantReadACP="'id=test-4",
GrantWriteACP="'emailAddress=def@def.com")

print(res)

2.7 Get Object ACL
TheeviBg



SREUFE 7E Object 1 ACL. 1Z¥EAETR % READ_ACP AU . 1ZIhREIR Al )2k 3
5 Put Object ACL Z#(—%, HEAFEEENZ, WRCIBFEEIRAL, &
[A] 2t B Aol 2 DG R AU 1D TR B, B Type A& 2

AmazonCustomerByEmail, Tfjs& CanonicalUsers

AR

get object acl(Bucket='string', Key='string', VersionId='string')

SR
SPEHR SH R -y R WA
Bucket Bucket HJ £ F5 String =
Key 54 String &
Versionld ZIAG ST, $REXT GURREE A String 4
IR 51 45 5 Ui B
{
"Owner': {

'DisplayName’': 'test-1',
'ID': 'test-1'

bs
‘Grants': [
{
'Grantee': {
'Type': 'Group',
'"URI': 'http://acs.amazonaws.com/groups/global/AllUsers'
¥
'Permission': 'READ'
bs
{
‘Grantee’: {
'"EmailAddress': "',
'Type': 'CanonicalUser',
'DisplayName’': 'test-1°',
'"ID': 'test-1'
}s
'Permission': 'FULL CONTROL'
e

'ResponseMetadata’: {
"HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': '"',
'RequestId': 'tx000000000000000000010-0060b870b1-2f63c-default’,
'"HTTPHeaders': {



‘date': 'Thu, 03 Jun 2021 06:03:29 GMT',

'content-length': '843',

'X-amz-request-id': 'tx000000000000000000010-0060b870b1 -
2f63c-default’,

"content-type': 'application/xml',
'connection': 'Keep-Alive'
}
}
}
REIZR i ESic
Owner X RPH Dict
DisplayName(Owner) W RITEE R4 String
ID(Owner) X R E A 1D String
Grants BRI list
Grantee UEr Gl dict
Type e GiRE string
URI 2B URI string
ID(Grantee) WU 1D string
DisplayName(Grantee) WeFBUH P s 44 string
EmailAddress B FAUH ;- Hs A8 string
Permission WEAAUBLIR string
=~

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket _name = "bucket-1"

object_name = "test"
res = s3_client.get_object_acl(Bucket=bucket_name, Key=object_name)

print(res)

2.8+ Put Object Tagging
TheRe Ui

R LM br 25 B BONAE A o CAEAEIIXT B s ie—MEXS . 18TE
B, SRR RBERGIAEAN TR 10 Mg, BEEHERE, BU5EE



$AT s3:PutObjectTagging FEAEMIBIR. BRINIEHL T, Bucket A &AL
BUBR, 35 H o] PR A PR 352 T AR N o« B EAT AT HAB IR A b2, 15138
versionld BHIZH. BIEFE s3:PutObjectVersionTagging HEAEHIALFR o

pipry Lt

put_object_tagging(
Bucket="string',
Key="'string',
VersionId="'string',

Tagging={
"TagSet': [
{
'Key': 'string',
'Value': 'string'
¥
]
}
)
SH B
B2
SULH S¥E xm  FR
7l
Bucket Bucket )4 Fx String &
Key Object [ 44 F5x String &
LA ER, RENRIFHERA . ANEEN, BRI RFIRA
Versionld Id, WHAFLE null A5, FEFRXTHLRIE, M7 Versionld="null'. String &
Versionld="452 145 € S Wi A Id.
PRAEEA AT, WECAPRZESNE, % 50 M, MAPRZEHEEE
Tagging xf, key fx K 128 711, value K 256 =75, value il LA, key dict s

Fl value ¥y utf-8 4kl

3R [ 45 R i B

'ResponseMetadata’: {
'RequestId': 'tx000000000000RRO3dfc24-0060b9d6a3-8d768-cn_east2’,
'HostId': "',
'HTTPStatusCode': 200,
'HTTPHeaders': {
'server': 'ct-zos',
'date': 'Fri, 04 Jun 2021 07:30:43 GMT',
'content-type': 'application/xml',
"content-length': '@’',
‘connection': 'keep-alive',



'X-amz-request-id': 'tx0000000000000003dfc24-0060b9d6a3-
8d768-cn_east2'

}s
'RetryAttempts’': @

i

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket _name = "bucket-002"
object_key = "object-002"
version_Id "yGuRzcUi-2RxqngoTLzdt1jLyKR-plw"

response = s3_client.put_object_tagging(
Bucket=bucket name,
Key=object_key,
VersionId=version_Id,
Tagging={
"TagSet': [
{
'Key': 'key-1',
'Value': 'val-1'
}
]
})

print(response)

2.9, Get Object Tagging
ThRE UL

IR [E RGPS . EAE A A, AR A TAT s3:GetObjectTagging
BRAERIBUR . BROANTEOL T, ﬁ%kﬁﬁ%ﬁ%émm$Mhuoﬁ$%m$m
AR, AR ERR AT LA — DX R Z A RA . B, B AT HoAt i
AWbr%s, 1HEH versionld IS, [FN, BibFHE
s3:GetObjectVersionTagging #EAE AR o

BONTEOL T, AF ARG & B WBR, JF Hoal PURFIEBUR #2 5 HA A



pipry Lt

get _object tagging(

Bucket="string",
Key="string',
VersionId="'string'

)
ZH U
e e YR it R
Bucket Bucket [ #4 7R String 7
Key Object 44T String 7
ZIRRYRCY, FE W GIREE R . ARER, BRUCHEHT
Versionld JRASE 1D, WAFEAE null FRAS S, a0 HgdE, R fEE String o
Versionld="null'. Versionld="%% 4§ 72 i BT ARA [ 1d.
RGP STL]
{

'ResponseMetadata’: {
‘RequestId’': 'tx0000000000000003e02a2-0060b9d762-8d768-cn_east2',
'HostId': '"',
'"HTTPStatusCode': 200,
'"HTTPHeaders': {
'server': 'ct-zos',
'date': 'Fri, 04 Jun 2021 ©07:33:54 GMT',
'content-type': 'application/xml’,
'content-length': '169',
‘connection': 'keep-alive',

'X-amz-request-id': 'tx0000000000000003e02a2-0060b9d762-
8d768-cn_east2'

}s
'RetryAttempts’': @

}s
'TagSet': [{
'Key': 'key-1',
'Value': 'val-1'
}]
}
i

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3



access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access key, secret key)
s3_client = session.client('s3', endpoint_url=url)

bucket_name = "bucket-002"
object key "object-002"
version_Id "yGuRzcUi-2RxgngoTLzdt1ljLyKR-plw"

response = s3 _client.get_object_tagging(
Bucket=bucket_name,
Key=object_ key,
VersionId=version_Id

)

print(response)

2.10. Delete Object Tagging
ThRE UL e

MAE B I G P I bR AN bR ic 5E . B P e, 2 B $AT
s3:DeleteObjectTagging #AFEHIALFR o ZMH B4 8 X AR A FIFRES, HIETER
N versionld IS E. BB FE2 s3:DeleteObjectVersionTagging #1E
AR o

pipry Lt

delete object tagging(
Bucket="string',
Key="string',
VersionId="'string'

)
SH RN
AR YR By BN
Bucket Bucket 14474 String =
Key Object 14 F5x String 7
ZA T, fEN RERERA . NRER, BRIA R
Versionld WA Id, AnAEAE null fiOAS, IR AR, WIFRHeE String 5

Versionld="null'. Versionld="4&%{ 145 i& S A 1d.
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'ResponseMetadata’: {
‘RequestId': 'tx000000000000000410f7f-0060b9db25-843b5-cn_east2',
'"HostId': '"',
'"HTTPStatusCode': 204,
'"HTTPHeaders': {
'server': 'ct-zos',
'date': 'Fri, 04 Jun 2021 07:49:57 GMT',
‘connection': 'keep-alive',
'Xx-amz-request-id': 'tx000000000000000410f7f-0060b9db25-
843b5-cn_east2'

}s
'RetryAttempts’': @

P

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access key, secret key)
s3_client = session.client('s3', endpoint_url=url)

bucket _name = "bucket-002"
object key "object-002"
version_Id "yGuRzcUi-2RxqngoTLzdt1ljLyKR-plw"

response = s3_client.delete_object_tagging(
Bucket=bucket_name,
Key=object_key,
VersionId=version_Id

)

print(response)

2.11. Put Object Legal Hold
Thee UL
put object legal hold & RAEFE &N G AT KR B AL B
FiEFER



put_object_legal hold(
Bucket="bucket-name",
Key="'string',
LegalHold={
'Status': 'ON'|'OFF'

¥
VersionId="'string'
)
ZH U
SHAEI SHR Byt R
Bucket Bucket 174k String 2
Key HEATRRIE AR BB B R R A4 R string 2
LegalHold o X RAE IR BB B dict i
Status FORYRE X GR B R BRI E string =
Versionld e ARV DR B A0 RV AR AR 1D string e
1R 5] 45 5 Ui B
{
'ResponseMetadata’: {
'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,
'HostId': '',
'HTTPStatusCode': 200,
'"HTTPHeaders': {
‘date': 'Thu, 03 Dec 2020 12:17:18 GMT',
'content-length': '@’',
‘connection': 'Keep-Alive',
'X-amz-request-id': 'tx000000000000000000001-005fc8d74e-5e67 -
default'
s
'RetryAttempts': ©
¥
¥
BE%ER R -z
ResponseMetadata http % 3K e, FEE R EPRZES & RequestlD %545 Dict
i

#-*-coding:utf-8 -*-



from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3 client.put object legal hold(

Bucket="'bucketl',

Key="'obj"',

LegalHold={

'Status’': 'ON'

¥

VersionId="'5KGFjmi87mTwpTEIHQITIKHcUlWOY8z",
)

2.12. Get Object Legal Hold
Thee vt B
get object legal hold If=RIFHUFE X G AT KIE LR FRAS
PaRry il
get_object legal hold(
Bucket="bucket-name",

Key="string',
VersionId="'string'

)
SH RN
SEERR SH R e~y
Bucket Bucket 174 String
Key HATHRIEOR B BB X R AR String
Versionld e B ARV DR B A0 RIFIRR AR 1D String
IR [8] 45 5 5 B
{

'LegalHold"': {
'Status': 'ON'
}

'ResponseMetadata’: {

BBR

D

iy i



'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,
'HostId': '',
'HTTPStatusCode': 200,
"HTTPHeaders': {
'date': 'Thu, 03 Dec 2020 12:17:18 GMT',
'content-length': '@',
‘connection': 'Keep-Alive',
"X-amz-request-id’': 'tx000000000000000000001-005fc8d74e-5e67 -

default’
s
'RetryAttempts': ©
¥
}
REZER i B 3]
ResponseMetadata http 1E5KIRE R, BIFERIREIRASE K RequestlD F% Dict
Status RTIBENEREREREREBRE string
Versionld BB ERBRITRAARAE ID string
i

#-*-coding:utf-8 -*-

from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret key)
s3 client=session.client("s3",endpoint_url=url)
print s3 client.get _object_legal hold(
Bucket="bucketl',
Key="'obj"',
VersionId="'5KGFjmi87mTwpTEIHQITIKHcUlWOYy8z",

)

2.13. Put Object Retention
Thee UL
put object retention V%3R5 E X ROk FEHHIRACE .
FiEFER

put_object retention(



Bucket="bucket-name",
Key="string',
Retention={
'Mode ' : 'GOVERNANCE'|'COMPLIANCE',
'RetainUntilDate': datetime(2015, 1, 1)
s
VersionId='string',
BypassGovernanceRetention=True|False

)
SH RN
e e SHR it BB
Bucket Bucket )4 Fx String 2
Key HATHRIEOR B BB X R string 2
Retention YRR R B e R dict o
Mode Bt X G R B IR AR 2 string o
RetainUntilDate o S8 E DR BR A PR 9 H 4 datetime o
Versionld i ARV DR B A0 RV RR AR 1D string i
BypassGovernanceR — o At 2 et IV Akt =
) KRB EANERER1Z 56T I Boolean @
etention
1R [8] 45 5 15 B
{

'ResponseMetadata’: {
'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,
'HostId': '',
'HTTPStatusCode': 200,
'"HTTPHeaders': {
‘date': 'Thu, 03 Dec 2020 12:17:18 GMT',
‘content-length': '@',
‘connection': 'Keep-Alive',
'X-amz-request-id':'tx000000000000000000001-005fc8d74e-5e67 -

default'
s
'RetryAttempts': ©
}
}
REIZR iR &%)

ResponseMetadata http 1% 3K B8, AR KR BRRES S & RequestID %555 Dict



i

#-*-coding:utf-8 -*-

from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3 client=session.client("s3",endpoint_url=url)
print s3 client.put _object retention(
Bucket="bucketl',
Key="'obj"',
Retention={
"Mode': 'GOVERNANCE',
'RetainUntilDate': datetime(2020, 11, 25)
}s
VersionId="'5KGFjmi87mTwpTEIHQITIKHcUlWOY8z",
BypassGovernanceRetention=True

)

2.14. Get Object Retention
ThRE v
get object retention SREUK GIFILR B PR % &
TERE
get_object_retention(
Bucket="bucket-name",

Key="'string',
VersionId="'string'

)

SR
SEARR SHR ekl
Bucket Bucket )4 Fx String

Key AT HIE R B BB o R 2K string



Versionld T B VA LR B 0 R AR 1D string

AL ST

{

'Retention': {
'Mode': 'GOVERNANCE',
'RetainUntilDate’': datetime.datetime(2020, 12, 11, o, O,
tzinfo=tzutc())
}
'ResponseMetadata’: {
"RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,
'HostId': '',
'HTTPStatusCode': 200,
"HTTPHeaders': {
‘date': 'Thu, 03 Dec 2020 12:17:18 GMT',
'content-length': '@°',
'connection': 'Keep-Alive',
'X-amz-request-id': 'tx000000000000000000001-005fc8d74e-5e67-

default’
3
'RetryAttempts': ©
}
}
REZR iR B3k
ResponseMetadata http 1 3KIE 44, GG RIZFEIRE & RequestID 4545 Dict
Retention SRR Bt R dict
Mode Pt X G R B SRR AR 2 string
RetainUntilDate o A E OR B PRI 19 H datetime
A~

#-*-coding:utf-8 -*-

from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3 client=session.client("s3",endpoint url=url)
print s3 client.get object retention(
Bucket="'bucketl"',
Key="'obj"',
VersionId="'5KGFjmi87mTwpTEIHQITIKHcUlWOY8z",
)



2. 15, Generate Presigned Url
TheRe Ui

Generate Presigned Url iRAE M — MIGAS BT 44 1) Url, %A BUER U5 ]
SEREMH P T DL Url ViR ERE, B45 BAE . TFEUH24.

pipry Lt

generate_presigned_url(

ClientMethod="'put_object',
Params={
'Bucket': 'bucket-s6',
'Key': 'testl.py',
s
ExpiresIn=3600,
HttpMethod="'PUT',

)
SH RN
., RB
AR SYPEER -y KA
ClientMethod & A A S3 JriE String =~ &
Params & AR S String =~ &
Expiresin AL Url B 20T, R I [ 2% Ul SRR O, Seir i Dict i
HttpMethod Http i =R A8 1 752 Strint o
RGP STL]

http://192. 168. 218. 130:7480/bucket—s6/testl. py?AWSAccessKeyId=/*
your access
key&Expires=1622796987&Signature=EW8brpCcL5E36UfqDXCbF%2FBuHTk%3D

BEZR #HiR *M

Url SR I A Url Dict

P

#-*-coding:utf-8 -*-

from boto3.session import Session


http://192.168.218.130:7480/bucket-s6/test1.py?AWSAccessKeyId=/*

import boto3
import requests
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3 client=session.client('s3',endpoint_url=url)
#tprint s3 client.upload part(Bucket="'bucket-
version',Body=open("boto.py", 'rb').read(), Key='file-
name',PartNumber=1, UploadId='2~CmIMX303hyo2PJ9Kbegklv2pu7R93MA")
url= s3 client.generate_presigned_url(

ClientMethod="'put_object"',

Params={

'Bucket': 'bucket-s6',
'Key': 'testl.py',

¥

ExpiresIn=3600,

HttpMethod="'PUT"',

)
print url
with open('/root/testl.py', 'rb') as file:
response = requests.put(url, data=file)

response.raise_for_status()

2.16. Generate Presigned Post
Theg i fd
Generate Presigned Post 1E3RAE R — MG I TRZE44 1 Url, A ARV
AR 0 A P ] L% Url B AE SO RI4ERE Gl http 19 post 7D o TiZE
4 EAERIT S, BURBRNHRAE -

ke Lt

generate_presigned_url(
Bucket="'bucket-name',
key = 'key-name',
ExpiresIn=3600,

SHUH

SHALH YR %A R



Bucket SO AR (Y Bucket 45K String &
Key MAFFEERE T IR B T String &
) AR Url B 280 T, R T R (A 1% Ul B SR TO R, B0 ) .
Expiresin N Dict =)
R b
18 [ 45 SR 5 B
{
'url': u 'http://192.168.218.130:7480/bucket-s6',
"fields': {
'policy': u

"eyJjb25kaXRpb25zIjogW3siYnVja2VOIjogImJ1Y2t1ldC1zNiJ9LCB7ImtleSI6ICIib
3RvLNB5IN1dLCAiZXhwaXJhdGlvbiI6ICIyMDIXLTA2LTAOVDAS50jIz0jI2Wil9",
"AWSAccessKeyId': u 'your access key',
'key': 'boto.py',
'signature': u '2TnylQLVyPxugWJfviH/mWQCvxg="

}
}
BREZGR iR v
Url A TG T 7 U String
. g5 iR s, &% 4. policy Z8dE, 5 EAE post SCAF AR IS5 1% .
fields . o Dict
B IR SS vy
~

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
import requests
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3 client=session.client('s3',endpoint url=url)
#tprint s3 client.upload part(Bucket='bucket-
version',Body=open("boto.py", 'rb').read(), Key='file-
name',PartNumber=1, UploadId='2~CmIMX303hyo2PJ9Kbegklv2pu7R93MA")
response = s3 client.generate presigned _post(
Bucket="'bucket-s6",
Key = 'boto.py"',
ExpiresIn=3600
)
print response
with open('/root/boto.py', 'rb') as f:
file = {'file': ('/root/boto.py', f)}
http response = requests.post(response['url'],
data=response['fields'],files=file)
print http_response



2.17. Put Object Copy

Thee it BH

Put Object Copy V& RSEINME—ANSCAF IR AT S 21 H AR ER AT o
HiEET

copy_object( ACL='private'|'public-read'|'public-read-

write'|'authenticated-read’',
Bucket="string',

CopySource="string' or {'Bucket': 'string', 'Key': ‘'string',
'VersionId': 'string'},
Key="'string',
Metadata={
'string': 'string'
}s
MetadataDirective="'COPY'|'REPLACE',
TaggingDirective="COPY"'|'REPLACE',
Tagging="string'
)
SHH
K‘\\
SHEH Sy gm0
7
ACL object f] ACL String &
Bucket K2 H #) Bucket String 7
SR String #3:  {bucket}/{key} or st
CopySource {bucket}/{key}?versionld={versionld}, Dict # 3 {Bucket" 'bucket’, : 'J'ctrlg]i?:t =
'Key': 'key', 'Versionld": 'id"} -
Key SHIEH 8 Key Strint &
Metadata S H /) Metadata Dict 5
MetadataDire = Metadata & #1171, 'COPY' & #l|Ji ] Metadata 5% 'REPLACE'{# i #i {5 ) -
: Client o
ctive JE 1] Metadata 7 7%
TaggingDirec Tagging E LI 'COPY" EHIViH) Tag Bi 'REPLACE" ik & i Transfer -
tive Tag % Config "
Tagging &2 H i) Object 1) Tag String i
IR [E1 45 R Ui B

{
"CopyObjectResult": {



"LastModified": datetime.datetime(2021, 5, 31, 12, 56, 59, 770000,

tzinfo=tzutc()),
"ETag": "21fd59a7339f2e5f73c97039254fd784"
¥
"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": 0,
"HostId": "",

"RequestId": "tx000000000000000000b2c-0060b4dddlb-20bdd-default”,

"HTTPHeaders": {
"transfer-encoding": "chunked",
"date": "Mon, 31 May 2021 12:56:59 GMT",

"X-amz-request-id": "tx000000000000000000b2c-0060b4ddlb-20bdd-

default”,
"content-type": "application/xml"
¥
¥
¥
BESER e
CopyObjectResult SHIMEER, G5 EHI Object i) ETAG A6 &N 1]
ResponseMetadata http %5 R B HE, 45 R ERRA D & RequestID %555
i

#-*-coding:utf-8 -*-

from boto3.session import Sessio

bucket = 'test-bucket'

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret key)

s3_client = session.client("s3", endpoint_url=url)
response = s3_client.copy_object(ACL="public-read’,

CopySource={'Bucket': 'test-bucket', 'Key': " 'test_put'}, Bucket='test-

bucketl', Key='test_put2')

print(response)

2. 18, Copy
ThREVLEH

il
Dict

Dict

Copy 18R SEHURE — NS F MR AR R 16 21 H brig A2, SCRFe% IUKT 56GB 193

G
AR



copy (CopySource, Bucket, Key, ExtraArgs=None, Callback=None,
SourceClient=None, Config=None)

S

SHAEAWK SHHER it
CopvS 11995 bucket. object FITT I Versionld #%z: {Bucket" Dict
Opysource bucket’, 'Key': 'key', 'Versionld': 'id’} '
Bucket S 1) H 7 Bucket String
Key IR H K Key String
ExtraArgs L3845 client FIEISNSHL Dict
Callback [EUR R, FIAMER A, B2 ORI L Function
SourceClient Ui client, #AFEAE, BRIAE A 4AT client Client
Config 1AL S, V£ boto3.s3.transfer. TransferConfig Transf.ferC
onfig
IR [H] 45 SR i A
7~

#-*-coding:utf-8 -*-
from boto3.session import Session

total_bytes = ©
def show_progress(nbytes):
global total bytes
total_bytes += nbytes
print('copyed bytes: %s' % total_bytes)

bucket = 'test-bucket’

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access key, secret key)

s3_client = session.client("s3", endpoint_url=url)
response = s3_client.copy(CopySource={"'Bucket': " 'test-

bucket', 'Key':"'1G'}, Bucket = 'test-bucketl', Key = 'test_copy’,

Callback=show_progress)

2.19. Restore Object
TheeviBg

i



P R AR X B
TR

restore_object(
Bucket="string',
Key="'string',
VersionId="'string',
RestoreRequest={

'Days': 123,
'GlacierJobParameters': {
'Tier': 'Standard’
}
}
)
SH LA
SHEIK ZHHR it} BB UM
Bucket Bucket 1] 4 Fx string &
Key BEPAT AR R IR G 44 85 string 2
Versionld I E A S string &
%“Zf”“ IR IE RIS 28 Dict i
Days BRI BRI ERBE I 1], H ATSCFE R 1-31 K integer =
Tier fitia,  H T SR Standard String &
IR 5] 45 S i B

{

'ResponseMetadata’: {
'"HTTPStatusCode': 202,
'RetryAttempts': 0,
'"HostId': '"',
'RequestId': 'tx000000000000000000004-00621c88d4-12211-default"’,
'"HTTPHeaders': {
'date’': 'Mon, 28 Feb 2022 ©8:33:24 GMT',
'content-length': '@’,
'X-amz-request-id': 'tx000000000000000000004-00621c88d4-
12211-default"’,
'connection': 'Keep-Alive'

}



BEZR #iR xR

ResponseMetadata http 17 3Kk A1 £ Dict

Bl

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
import sys
bucket=sys.argv[1]
obj=sys.argv[2]
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access key,secret key)
s3_client=session.client("s3",endpoint_url=url)
print s3 _client.restore_object(
Bucket=bucket,
Key=obj,
RestoreRequest={
'Days': 4,
'GlacierJobParameters': {
'Tier': 'Standard’
}

3. arit BAEEE

3.1. Create Multipart Upload
TheeviBg

Create Multipart Upload 15=RSEHAIGI D A bAR, BIhBAT G R LS
253k [A] Upload 1D FF )54 Upload Part i&EsK. ¥ GAURER I NFAH R
MR

THERR

create_multipart upload(
ACL="private'|'public-read’'|'public-read-write'|"'authenticated-read’,
Bucket="string',
Key="'string',
StorageClass="'string',



Tagging="string',

)
S
SHAR SHHR v R R
ACL B AR SCRE ACL F) String 7
Bucket SCAFEE ALY Bucket & H5% String 2
Key AR RS AR String =
StorageClass SCAF AR ) String %
Tacdin SCPRIRRZS, TS LT XAl Key1=Valuet, i H I Bef — =77 strin
a09ing 3, =2Hi A key. ZJEA value, A EIER £A=th ARl A value "o
1R [5 25 5 i B
{

u 'Bucket': 'bucket-s8', u 'UploadId':
'2~YG11hM4GVEFF9dIsy41HdUu3TSWPGH4', u ‘Key': 'filel’,
'ResponseMetadata’: {

"HTTPStatusCode': 200,
'RetryAttempts': 0,

'HostId': "',
'RequestId': 'tx000000000OO0VVORVVV2a-0060a505ca-47ce2-default’,

'HTTPHeaders': {
"date’': 'Wed, 19 May 2021 12:34:18 GMT',
'content-length': '245',
'X-amz-request-id': 'tx00000000000000000002a-0060a505ca-
47ce2-default’,

'content-type': 'application/xml’,
‘connection': 'Keep-Alive'
}
}
}
REZER iR RE
Bucket SCIFRAT ) Bucket 4 Fk String
Uploadld Iy B bAE 1D String
Key SCHEAE Bucket HHRAE I 4 R String
ResponseMetadata http 17 3Kk [5l £ E Dict
HTTPStatusCode http 17 KRG Int
il

#-*-coding:utf-8 -*-



from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)

print s3 client.create multipart upload(Bucket="bucket-
name',Key='file-name', Tagging='tag-key=tag-value"')

3.2+ Upload Part
ThEE i BA

Upload Part 1RSEHEWIGR LU 3 H B, SCRFEREE N 1 2
10000, B T ffa—3, HAWRHR NIRRT 805 T 5M. FERRIE R
Upload Part B, FHEHEH: partNumber 1 uploadID, partNumber AR
s, XRELF FAL . partNumber HUHUE TR ZEM 1 UG,

THERE

upload_part(
Body=b'bytes'|file,
Bucket="string',
Key="'string',
PartNumber=1,
UploadId='string’,

)
SRR
SR SR i) RBUH
Body BRI SR String &
Bucket SCAFEE 1A% 1Y) Bucket &K String &
Key AR 4R String &
PartNumber T B E AR S String =
Uploadld B EAERY D, 7E 3.1 A1iR[EI ) Uploadid String &
R B 45 R B
{
u 'ETag': '"59d0d19fc45ca69230d858f60a5557f8" "', 'ResponseMetadata’:

{



'"HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': "',
'RequestId’': 'tx000000000000000000003-0060a5c6d6-5dc75-default’,
'HTTPHeaders': {
'content-length': '@’',
'accept-ranges': ‘'bytes’,
‘connection': 'Keep-Alive',
'etag': '"59d0d19fc45ca69230d858f60a5557F8" ",
'X-amz-request-id': 'tx000000000000000000003-0060a5c6d6-
5dc75-default’,
'date': 'Thu, 20 May 2021 ©2:17:58 GMT'

}
}
¥
REZER ik RKE
Etag YT BUSAR ) Etag String
ResponseMetadata http 75 >Rk [0 % Dict
HTTPStatusCode http & KRS Int
N

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)

s3 client=session.client('s3',endpoint url=url)
print s3 client.upload part(Bucket="bucket-name',Body=open("file-name",
'rb').read(), Key='key-name',PartNumber=2,
UploadId="2~ziyYVSXVMaM 5IVXMJ4safWl11lOU5yA")

3.3+ Complete Multipart Upload
Thi it B
Complete Multipart Upload HISRSZINSERGEEN sk AL, HIEELfEH
Upload Parts bAERTAIRLLE, RATLAHZ APT e bAL. 7R APT
B, e Body Hgs i — N3 PartNumber A1 ETag, FRRIGHLM
TR

THERE

complete multipart upload(



Bucket="string',
Key="string',
MultipartUpload={
"Parts': [
{
'"ETag': 'string',
"PartNumber': 1

¥
]
s
UploadId='string’,
)
SR
SREFK SRR Byt R
Bucket SCATEE FAE () Bucket 4R String 7
Key 2 AR ST AR String P
MultipartUpload FITA 1 EAE I Bt 3 BUE B, A5 BOW . Etag Aoy B's Dict P
Etag I3 BOM B Etag String &
PartNumber 53 BER L) 7 B String 7
Uploadlid B EALR)ID, 1E 3.1 HiR[ENf) Uploadld String Z
AR ST
{

u 'ETag': 'a7d414b9133d6483d9alc4e04e856e3b-2"', u 'Bucket': 'bucket-
s8', u 'Location': 'http://192.168.218.130:7480/bucket-s8/5M",
'ResponseMetadata’: {

'"HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': '"',
'RequestId’': 'tx00000000000000OOORO64-0060a62bc5-5dc75-default’,
'"HTTPHeaders': {
'date': 'Thu, 20 May 2021 ©9:28:37 GMT',
'content-length': '296',
'X-amz-request-id': 'tx000000000000000000064-0060a62bc5-
5dc75-default’,

"content-type': 'application/xml’,
'connection': 'Keep-Alive'
}
}, u 'Key': '5M'

}

R EIZR #wid xR



Etag TR AT Etag String

Bucket {R-A7 1Y) Bucket 4 Fx String

Location A EARNLE String
ResponseMetadata http 17 =K [3] 4 Dict
HTTPStatusCode http % RARZHG Int

il

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)

s3_client=session.client('s3',endpoint_url=url)

print s3 client.complete multipart upload(
Bucket="'bucket-s8",

Key="'5M",
MultipartUpload={
"Parts’': [
{
"ETag': '5f363e0@e58a95f06cbe9bbc662c5dfb6 ",
"PartNumber': 1
¥
{
"ETag': '34ae@8b4a695b10f23d94913cb881c6c’,
"PartNumber': 2
}
]
¥

UploadId='2~3BRpGICgM 5Lym31H53HhY1-XD6vjeH",

3.4. List Parts

Thee i BA

List Parts HREWFEE /B EAET I BAR R BHIE B .
TERA

list parts(
Bucket="string',
Key="string',
MaxParts=123,
PartNumberMarker=123,
UploadId='string’,



S

SHEWK SHHER B3k
Bucket SCEE EAE Y Bucket 447K String
Key A S AE SR A ORAE I ST 4 R String
MaxParts S €SO3t e ¢E| Int
list 1150 Bedm 5 ket =, RA 0B s K FEA 10 BEE
PartNumberMarker . Int
A =R vl
Uploadld B EALR)ID, fE 3.1 HFik[Al ) Uploadld String
IR [5] 45 5 Ui B
{

'ResponseMetadata’: {

"HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': '"',

BE L

Pl

o | o

o

'RequestId’': 'tx00000000000000000000b-0060a5cd69-5dc75-default’,

'"HTTPHeaders': {
"transfer-encoding': 'chunked’,
'date': 'Thu, 20 May 2021 02:46:01 GMT',
'connection': 'Keep-Alive',

'X-amz-request-id': 'tx00000000000000000000b-0060a5cd69-

5dc75-default’,

}s

u
u
u

"content-type': 'application/xml’

}

'Bucket': 'bucket-s8',
'NextPartNumberMarker': 3,
"Parts': [{

u 'LastModified': datetime.datetime(2021, 5, 20, 2, 12, 22,

643000, tzinfo = tzutc()),

u 'PartNumber': 1,
u 'ETag': '"eb260e9ae827821beceeed4104f0ad89" "',
u 'Size': 6

b A

u 'LastModified': datetime.datetime(2021, 5, 20, 2, 29, 2,

299000, tzinfo = tzutc()),

u 'PartNumber': 2,
u "ETag': '"59d0d19fc45ca69230d858f60a5557f8" ",
u 'Size': 7

s

=

= = <=

"UploadId': '2~ziyYVSXVMaM_5IVXMJ4safWl11OUS5yA"',
'StorageClass': 'STANDARD',

'Key': 'filel',

"Owner': {



u 'DisplayName’: ,

u '"ID':

}s

u 'MaxParts': 3,
u 'IsTruncated': False,
u 'PartNumberMarker': @

}

BEZR

ResponseMetadata

HTTPStatusCode

Bucket

NextPartNumberMar
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Parts

LastModified

PartNumber
Etag
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Uploadld
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PartNumberMarker
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#-*-coding:utf-8 -*-
from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)
print s3 client.list_parts(Bucket="bucket-s8', Key='filel',MaxParts=2,

PartNumberMarker=0, UploadId='2~ziyYVSXVMaM_5IVXMJ4safW1110U5yA")

3.5, Abort Multipart Upload
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Thie i B

Abort Multipart Upload AHRSZHLSErFF— ok bAAFMBRC EAR., 24
EIFHAH Abort Multipart Upload B, A IEFEfEHIXA Upload Parts
AR SR, W] Upload Parts <xik [ 5%,

AR

abort multipart upload(
Bucket="string',
Key="string',
UploadId='string’,

)
SR
SHAR SH R By BN
Bucket SCREE ALY Bucket 4474 String 2
Key P AL SCAFTE SR P LR AR IR SR 44 String &
Uploadld B EARRY 1D, TE 3.1 HiR[EIf Uploadld String 2
AR ST
{

'ResponseMetadata’: {
'"HTTPStatusCode': 204,
'RetryAttempts': 0,
'HostId': "',
'RequestId’': 'tx000000000000000000V14-0060a5d778-5dc75-default’,
'HTTPHeaders': {
'date': 'Thu, 20 May 2021 ©3:28:56 GMT',
‘connection': 'Keep-Alive',
'X-amz-request-id': 'tx000000000000000000014-0060a5d778-
5dc75-default’

}
¥
¥
REZGR iR it
ResponseMetadata http 7 K& [81 4E Dict
i

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3



access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret key)
s3_client=session.client('s3',endpoint_url=url)

print s3 client.abort_multipart_upload(Bucket='bucket-name', Key='key-
name',UploadId="'2~ziyYVSXVMaM_5IVXMJ4safWl11OU5yA")

3.6+ List Multipart Uploads
TheeviBH

List Multiparts Uploads HIRE W IEEIFATHRI 0B bAE, W24
Created {HAZIL A Aaborted 5 Completed BB FALEE, HX&ERZH|H
1000 M IEFEREAT H 40 B BA% .

Tk

list multipart uploads(
Bucket="string',
KeyMarker="'string',
MaxUploads=123,
Prefix="string',

)
SR
x‘\\
SHAT YR *m %;M
4
Bucket SCAFE AL Bucket 44 F% String 7
KeyMarker HA45 Key KT KeyMarker [#193B_FA&3E 4 2 iR [A] String F
MaxUpload  S.UKEZIR[FII 7 B EARSAE, K/ 1-1000, it 1000 H%dE 4 A nt -
s 1000 : a
Prefix Key FIRTZ%, WA LA Prefix ATk Key A 23R 0] String @
R B 45 R i B
{

u 'Uploads': [{
u 'Initiator': {
u 'DisplayName': 'testuser',
u 'ID': 'testuser'
s
u 'Initiated': datetime.datetime(2021, 6, 23, 8, 20, 45, 149000,
tzinfo = tzutc()),



'UploadId': '2~AB_w22rcwgDnKcpGeVvae8WPJwqyw3 ',
'StorageClass': 'STANDARD',
‘Key': '36M',
"Owner': {
u 'DisplayName': 'testuser',
u '"ID': 'testuser'

CcC C Cc C

¥
b Ao
u 'Initiator': {
u 'DisplayName': 'testuser',
u '"ID': 'testuser'
¥
u 'Initiated': datetime.datetime(2021, 6, 23, 8, 21, 1, 499000,
tzinfo = tzutc()),
u 'UploadId': '2~BR1rFShYE_5m_MU3@nxAEmUpnlhPjba’,
u 'StorageClass': 'STANDARD',
u 'Key': '4eM',
u 'Owner': {
u 'DisplayName': 'testuser',
u 'ID': 'testuser'
¥
}], 'ResponseMetadata': {
'"HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': "',
'RequestId': 'tx000000000000V0PPOVO38-0060d2ef92-193d76-default’,
'HTTPHeaders': {

"transfer-encoding': 'chunked',
‘date': 'Wed, 23 Jun 2021 ©08:23:46 GMT',
‘connection': 'Keep-Alive',

'X-amz-request-id': 'tx000000000000000000038-0060d2ef92-
193d76-default’,

'content-type': 'application/xml’
}

}, u 'MaxUploads': 1000, u 'NextKeyMarker': '40M', u 'Bucket':
"bucketl', u 'IsTruncated': False, u 'NextUploadIdMarker':
'2~BR1rFShYE_5m_MU3@nxAEmUpnlhPjba"

}
A ESE S iR R
ResponseMetadata http 7 3K [ 5% Dict
Uploads o3 B AR Dict
Initiator B b AR A Dict
Inittited %y B AR QIR 1) datetime
Uploadld 1% B _EA% 1) Uploadid String
StorageClass TEAit g String
Key Iy B EAR ) Key String
Owner BRI TR Dict

il



#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access key,secret key)

s3_client=session.client('s3',endpoint_url=url)

print s3 client.list multipart_uploads(
Bucket="bucket-name',

)

4. B AbE
4.1. Post iFRAEE F

Thee i B

ZINRERE GBI B HEATACFR, IR AL TR IS I 1 B RBE AL 2 46 52 AT
R, SCRERAbER B k%2 JPG. PNG. WEBP. BMP. TIFF.

pipry Lt

process_object(
ProcessSource="string',
Bucket="'string",
Key="'string',
ZosProces="'string'

)
S
=) ‘\\
BUEH Yk w0
7R
Procisssou b B 12, Hs 2t {Bucket){Objecti[?Versionid=] string 2
rce
Bucket fi 8 MBS 1 B AR A A string 2
Key S 1 R A 10 44 sting A
ZosProces BBy 2, Qi 3T, Fers, KED, rgaliEde, SRIUE Bohhe string P
ZosProcess HJE X 715 N:
® K4 (e. g. image/resize,w 300,h 200, m fixed)
SHEWR SHH®& BUE BT UR
w a2 B AR4E s 5 [1,4096] 16 4% 4y bl

FII AR E

e By
U 17]
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h e HRATs Il m
m TR A T

color 4o pad I, 4B EIATEHI
fh
p Y51 43 LL AT 4 L
limit 78 B AR B R T IR 2 A

AL
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SELHK SR
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h eI
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g S AL E T DA, K
A UE RS b5
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SR S ik
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T 100 Fi/h, KT 100 Ok
1(BRIN): bR E T R
IR 7] Ji ]
0: %482 54

image/crop,w 100,h 100,x 10,y 10, g se)

BE
[0, A 98 ]
LN, ON
(0,187 =i/E]
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BE
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BRAME: 0, FRoRANErs.
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AR AR E

=k
nﬂf
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> WFIKEA(e.g. image/watermark, text Q2hpbmFOZWx1Y29t, type heiti, co
lor FF0000, size 40, g se, t 80)

SRR
t

text

color

size

type

rotate

image

® %041k (e. g. image/format, png)
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[value]
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{
'ETag':

'RequestId':

WE
[0, 100]

[0, 4096]
ZRE: 10
[0, 4096]
ZRNE: 10
Base64 #ifid 5 747, Hifidah i
TR RSO
RGB FittfH
2Rik: FFFFFF ()
ZRAE: 40
1 Airal, Helvetica, SCRFH STt
i yahei(FHEER), heiti(FE k),
kaishu (F%45) ,youyuan(%[&)
[0, 360]
JKERE il LAEAT AL 2 Ce.g. 7KED
Pl 4 80O 30% I Jief% 180 £, hudi
e.jpg?x-zos-process=image/resize,p_
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center: H1f
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'"4cc020485083cleePPabl44d6ebe34cob" ',

'ResponseMetadata’: {
'HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': "',

'"HTTPHeaders': {

'date':
'content-length':
'etag’':

'@',

'Sun, 06 Jun 2021 10:37:02 GMT',

'"4cc020485083cleePPabl44de6ebe34cob" ',

o o

i

oy |

i

i

i

'tx000000000000000000024 -0060bca54e-d355-default’,


http://192.168.16.130:7480/public/hudie.jpg?x-zos-process=image/watermark,text_Q2hpbmF0ZWxlY29t,type_heiti,color_FF0000,size_40,g_se
http://192.168.16.130:7480/public/hudie.jpg?x-zos-process=image/watermark,text_Q2hpbmF0ZWxlY29t,type_heiti,color_FF0000,size_40,g_se

'accept-ranges': 'bytes',
'X-amz-request-id': 'tx000000000000000000024-0060bca54e-d355-

default’
}
}
¥
LR SHHR il
ResponseMetadata http 175 =Kk [A1 £ Dict
ETag X401 ETag String
il

#-*-coding:utf-8 -*-

from boto3.session import Session
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url, verify=False)

dst_bucket_name = ‘'dst’

dst_key name = 'hudie_mini.jpg’
source_name = 'src/hudie.jpg’
process_method = 'image/resize,w_200'

print s3 client.process_object(
Bucket=dst_bucket_name,
ProcessSource=source_name,
Key=dst_key name,
ZosProcess=process_method

)

print res

4.2, Get iHRIFEWE FH
ThRE UL e

K AL B AE get object FEREIEATIIY RE, T XA i B B SO 28
Ao, RN TRE AR JPG. PNG. WEBP. BMP. TIFF.

pipry Lt

get _object(
Bucket="'string",
Key="'string',
ZosProces="string'



SH VLA
X‘\\
U YR #m %;M
n
Bucket TEAE AR R String &
Key Feira e SINEE i String &
Joep ETISITR, SEA T, ek, KA, RRER BREEI §
osrroces i, & ST VEIR] 5.1 2508 ing =
R Bl 45 R Ui B
{

'Body': <botocore.response.StreamingBody object at @x7f85b8466d90>,
"AcceptRanges': 'bytes’,
"ContentType': 'image/jpeg',
'ResponseMetadata’: {
"HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': '',

"RequestId’': 'tx00000000000000000O17-0060bc9edc-d355-default’,
'"HTTPHeaders': {

'content-length': '7997°',

'X-rgw-object-type': 'Normal’,

'X-amz-storage-class': 'STANDARD',

'accept-ranges': 'bytes’,

'X-amz-meta-s3cmd-attrs':
'atime:1621495036/ctime:1621424206/gid:0/gname:root/md5:97a6d0c27011dd
c89b42456da8blbe8a/mode:33188/mtime:1621424206/uid:0/uname:root’,

'last-modified': 'Tue, 25 May 2021 15:55:46 GMT',

'etag': '"37a704f5a75b786730d7280cf727b72b" ",

'X-amz-request-id': 'tx000000000000000000017-0060bc9edc-d355-

default’,
'date': 'Sun, 06 Jun 2021 10:09:32 GMT',
'content-type': 'image/jpeg'’
}
s
‘LastModified': datetime.datetime(2021, 5, 25, 15, 55, 46, tzinfo =
tzutc()),
"ContentLength': 7997,
'"ETag': '"37a704f5a75b786730d7280cf727b72b"",
'StorageClass': 'STANDARD',
'Metadata': {

's3cmd-attrs':
'atime:1621495036/ctime:1621424206/gid:0/gname:root/md5:97a6d0c27011dd
c89b42456da8blbe8a/mode:33188/mtime:1621424206/uid:0/uname:root’

}



SHAR SHHR il
Body SR StreamingBod
y
ContentType IR [ RS string
ResponseMetadata http 75 >Rk [0 % Dict
LastModified o GBI (] Datetime
ContentRange B0 G AR [ g 7 R, PR S String
ETag W4 ETag String
ContentLength Wi )37 A7 P Integer
Metadata HXT R — A I o B 5 5 Dict
i

#-*-coding:utf-8 -*-

from boto3.session import Session

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)

s3_client = session.client('s3', endpoint_url=url, verify=False)
bucket_name = ‘public'

key_name = '1000.jpg'

process_method = 'image/resize,w_300,h 200,m fixed'
res = s3 _client.get_object(

Bucket=bucket_name,

Key=key_ name,

ZosProcess= process_method

)

print res

5. Topic #4E
5.1, Put Bucket Topic Configuration
ThRE VLB

G n] L R AT E R 38 BERAE RSN, IR R E C 24
A MG E AR ER, TR [EHZ 3 ARN, 1A B 38

TR E



create topic(
Name='string',
Attributes={
'string': 'string'

}

SHUH

SHALHK SHIR %A R

Fm

Name Topic 147k String

b Topic HJEtE, MR FMEAEH (Kafka, RabbitMQ.
ributes HTTPIS) . FA Rk

Fm

Dict

3R [ 45 R i B

'"TopicArn': 'arn:aws:sns:zg cn::Kafka_topic',
'ResponseMetadata’: {
'RequestId': '77809110-426b-48d8-9e15-
32fde7bb27e7.157067.1102100" ,
'"HTTPStatusCode': 200,
'HTTPHeaders': {
'server': 'ct-zos',
'date': 'Sun, 06 Jun 2021 ©2:53:37 GMT',
'content-type': 'application/xml‘',
'content-length': '294',
'connection': 'keep-alive',
'X-amz-request-id’': 'tx00000000000000010d114-0060bc38b1l-
2658b-cn_east2'

}s
'RetryAttempts’': ©

BEER iR i
ResponseMetadata http & RIZ [FIHHE, AFEERIR FRRE & RequestlD 4545 Dict

TopicArn L4 ARN String

i

#-*-coding:utf-8 -*-

from boto3.session import Session
from botocore.client import Config
import boto3



access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
sns_client = boto3.client('sns',
endpoint_url=url,
aws_access_key id=access_key,
aws_secret_access_key=secret_key,
use_ssl=True,
verify=False,
region_name='default’,
config=Config(signature_version="'s3"),

)

topic_name = "Kafka_topic"
kafka_endpoint = "11.50.132.160:9092"

attributes = {}
attributes[ 'push-endpoint'] = 'kafka://' + kafka _endpoint
attributes[ 'kafka-ack-level'] = 'broker'’
response = sns_client.create topic(
Name=topic_name,

Attributes=attributes
)

print(response)
5.2+ Get Bucket Topic Configuration
ThRE v EA
IR [8] = A JE
FiEFER

get_topic(TopicArn="'string')

SH RN
AR SH R -y
) Topic 14t —Fri, % ARN Kk, KoH DUF kR .
TopicArn String

arn:aws:sns:<zone-group>:<tenant>:<topic>

3R [ 45 R i B

Fm



{
'GetTopicResult': {

"Topic': {
'User': 'zousheng',
"Name': 'Kafka topic',
"EndPoint': {

"EndpointAddress’': ‘'kafka://11.50.132.160:9092",
'EndpointArgs': 'Attributes.entry.1l.key=push-
endpoint&Attributes.entry.1.value=kafka%3A%2F%2F11.50.132.160%3A90928&A
ttributes.entry.2.key=kafka-ack-
level&Attributes.entry.2.value=broker&Version=2010-03-31&kaftka-ack-
level=broker&push-endpoint=kafka://11.50.132.160:9092",
'EndpointTopic': 'Kafka_ topic'
s
"TopicArn': 'arn:aws:sns:zg cn::Kafka_ topic’
}
s

'ResponseMetadata’: {
'RequestId': '77809110-426b-48d8-9e15-
32fde7bb27e7.157067.1110405" ,
'"HTTPStatusCode': 200,
'HTTPHeaders': {

'server': 'ct-zos',

'date': 'Sun, 06 Jun 2021 ©3:11:00 GMT',
'content-type': 'application/xml',
'content-length': '719',

'connection': 'keep-alive',

'X-amz-request-id': 'tx000000000000000101185-0060bc3ccl-
2658b-cn_east2'

}s
'RetryAttempts': @

¥
}
AL iR it
ResponseMetadata http 1% KR [FIEHE, AHEERIR FRRZSTS & RequestlD 554% Dict
GetTopicResult R RIDEINTETS Dict
Topic Topic 15 & Dict
TopicArn F8 ARN String
i

#-*-coding:utf-8 -*-

from boto3.session import Session
from botocore import exceptions
from botocore.client import Config
import boto3

access_key="your access key"
secret_key="your secret key"



url="zos endpoint"

sns_client = boto3.client('sns’,
endpoint_url=url,
aws_access_key id=access_key,
aws_secret_access_key=secret_key,
use_ssl=True,
verify=False,
region_name='default’,
config=Config(signature_version="'s3"),

)
topic_arn = "arn:aws:sns:zg cn::Kafka_ topic"
try:
response = sns_client.get topic(TopicArn=topic_arn)

except sns_client.exceptions.ClientError:
response = "There is not Topic"

print(response)

5.3, Delete Bucket Topic Configuration
ThRE UL

Wb 8, B E R L (Idempotence) BRAE, KM AR B 3 A
2SS YR

pipry Lt

delete_topic(TopicArn="string')

SR
SEARR SHR 3] R UH
) Topic 14— FriR, 2% ARN KA, HaE LUR ) .
TopicArn ) String =
arn:aws:sns:<zone-group>:<tenant>:<topic>
R B 25 R B
{

'ResponseMetadata’: {
'RequestId’': '77809110-426b-48d8-9e1l5-
32fde7bb27e7.157067.1142347",



'"HTTPStatusCode': 200,
'HTTPHeaders': {

'server': 'ct-zos',

'date': 'Sun, 06 Jun 2021 04:14:38 GMT',
'content-type': 'application/xml’,
'content-length': '204',

‘connection': 'keep-alive',

'X-amz-request-id': 'tx000000000000000116e4b-0060bc4bae-
2658b-cn_east2'

}s
'RetryAttempts’': ©

P

#-*-coding:utf-8 -*-

from boto3.session import Session
from botocore.client import Config
import boto3

access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
sns_client = boto3.client('sns',
endpoint_url=url,
aws_access_key id=access_key,
aws_secret_access_key=secret_key,
use _ssl=True,
verify=False,
region_name='default’,
config=Config(signature_version="'s3"),

)
topic_arn = "arn:aws:sns:zg cn::Kafka_ topic"

response = sns_client.delete topic(TopicArn=topic_arn)
print(response)

5.4, List Bucket Topic Configuration

Thee UL

RE A F R PA R A S EER, R E% Topics B ITER.
FiEFER

list topics()



SH U
®
ALY ST

"Topics': [{
'User': 'zousheng',
‘Name': 'Kafka_ topic',
"EndPoint': {
'"EndpointAddress': 'kafka://11.50.132.160:9092"',
"EndpointArgs': 'Attributes.entry.l.key=push-
endpoint&Attributes.entry.1l.value=kafka%3A%2F%2F11.50.132.160%3A90928&A
ttributes.entry.2.key=kafka-ack-
level&Attributes.entry.2.value=broker&Version=2010-03-318&kafka-ack-
level=broker&push-endpoint=kafka://11.50.132.160:9092",
"EndpointTopic': 'Kafka_topic'
}s
‘TopicArn': 'arn:aws:sns:zg cn::Kafka_topic'
Jap
'ResponseMetadata’: {
'RequestId': '77809110-426b-48d8-9e15-
32fde7bb27e7.157067.1269231",
'"HTTPStatusCode': 200,
'"HTTPHeaders': {
'server': 'ct-zos',
‘date’': 'Sun, 06 Jun 2021 09:04:45 GMT',
'content-type': 'application/xml’,
'content-length': '796',
‘connection': 'keep-alive',
'X-amz-request-id’': 'tx000000000000000135def-0060bc8fad-
2658b-cn_east2'

}s
'RetryAttempts’': @

P

#-*-coding:utf-8 -*-

from boto3.session import Session
from botocore.client import Config
import boto3

access_key="your access key"
secret_key="your secret key"
url="zos endpoint"

sns_client = boto3.client('sns',



endpoint_url=url,

aws_access_key id=access_key,
aws_secret_access_key=secret_key,
use_ssl=True,

verify=False,

region_name="default’,
config=Config(signature_version="'s3"),

)
topic_arn = "arn:aws:sns:zg cn::Kafka_topic"

response = sns_client.list topics()
print(response)

6+ 25 N

HPINE, A L R RN AR A

© B sdk LAERIRET, I PRGIOEY, sdk BRI T NS
E GBI 5. 2550 A7 O S B0 D O .

o fE: sdk FARIRAT, ML PRGOS E 0
X5, JFRAF I AH.

P RIR B AR sk HREEIIBE I FIha AR, 0 FF e — 7 BE R R (1
ZHRAHIUEE, MERTY, WA RIS .

24T python sdk {¥ S #F AES. GOM 25 585y

6. 1. ZEKH

IR B P s N Thag, AR ER R = python sdk (%32 5, %
WO — M. WA N: pycryptodome, FRAAET 3. 20. 0.

PAT L A2

pip install pycryptodome==3. 20. 0

6.2 ERINFEEH

ThRe i



IR EAR M BENL RS — /M E 8, E f B2 B R a8,
FR, R BOE INE AT R

pipry Lt

get_crypte_key()

SH B
H

3R [ 45 R i B

ZAEIIR Al —A 32 byte K/NHIZEEH, #%:H bytes

P

from s3transfer import zoscrypt

my_key = zoscrypt.get crypte_key()

6.3+ TRAFINEE 4
Thee Vi A

N T EERIEAE R key ER, MR DRI A KRR key PRAFBIAM ., PRAF
FIAHY) key EiEIT base64 FHATHwIL .

pipry Lt

save_key(key, file_path)
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SRR SR xR R U

key IELE KT key Byte][] 2



Fo

file_path BN key TRAFIIIEE String

AL ST
¥
i

from s3transfer import zoscrypt

#4 1 key
my_key = zoscrypt.get crypte_key()

#IRTE key
zoscrypt.save_key(my_key, "D:\\data_test\\my_key")

6. 4. MBI
ThAE B
IR PR LR B BB BB Ao
TR

load key(file path)

SH RN
AR SH R Eyitl R U
file_path T EINE key HIER1E String =
IR [8] 45 5 5 B

R AR E #AE N EE R, RN byte 4.

P



from s3transfer import zoscrypt

load key = zoscrypt.load key("D:\\data_ test\\my_ key")

6.5, W& _EAERH
B

Rfthn® bR D, ZEOFESIMEN s3_client, user_key,
file path =4&%. HAhSHH 2.3 75 ) Put Object 11—,

put_object encrypt(s3 client, user key, file path, bucket,
key, **kwargs):

SH
SHEIK YR it} =
boto3.se
) RIURA RN o 1 o FRHRAT EARns S ssion.Se
s3_client . .
ssion.clie
nt
user_key M HSRENEAGER, TEMEN basebs ## 3. String
file_path T LRSI AT String
bucket T B L AR R BT IR AR String
key T3 2 B AR BN R key String
. AR S SEUE B, 1 ACL, Metadata 2. Z¥f# 1] )7 Dirt
wargs A1 Put Object — 1. '
1R[] 25 5 15 B

1 Put Object —F.
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#-*-coding:utf-8 -*-

import base64

from s3transfer import zoscrypt
from boto3.session import Session

ak = "your ak"
sk = "your sk"
host = "your host address”

# W1k session and client
session=Session(ak, sk)
s3 client=session.client("s3",endpoint url=host)

#INBAMPEZHEE, EXZHl, BFELRIUECE R4 B
#F RS TSR AR N . AT 3% 6.3 S
load key = zoscrypt.load key("D:\\data_ test\\my_ key")

#EE FAERT RIS 42, bucket_name, key name
file path = "D:\\data_test\\my_data.txt"
bucket_name = "bucket-crypt"

key name = "test crypt"

#F B BEXTS, ACL, metadata SEHIIME BRI E 255 S+
response = zoscrypt.put_object encrypt(s3 client,
base64.b64encode(load_key),
file path,
bucket_name,
key_name,
ACL = "public-read-write")

print(response)

6.5+ HNEE F B
Thee vt iH
PN BAER . 180 TR EAYME N s3_client, user key,
file path =A%, HAWSEA 2. 1 =5 ¥ Get Object 11—,
FERE

get object decrypt(s3_client, user_key, file path, bucket, key,
**kwargs)

SH U



SRR SR xR

boto3.se
) WA TN 2 i o PSRBT RIS G ssion.Se
s3_client . .
ssion.clie
nt
user_key A ECRENZEHIEL, 7250 base6s k. String
file_path SR SR AT 142 String
bucket T3 EARIAT0 R I AR String
key T BRI AN R key String
- RO R AL 255 2, 10 IfMatch, Versionld 5. 2% {# Dirt
Wargs Fl 773481 Get Object —%4. '
IR 5] 25 SR Ui BH

1 Put Object —F.

P

#-*-coding:utf-8 -*-

import base64
from s3transfer import zoscrypt
from boto3.session import Session

ak = "your ak"
sk = "your sk"
host = "your host address"

# W1k session and client
session=Session(ak, sk)
s3 client=session.client("s3",endpoint_url=host)

#INBAM B RE R, X, BFEERIECE MDA s H
#HFORAFE] T AR AR N . AT 5% 6.3 TS
load key = zoscrypt.load key("D:\\data_ test\\my_ key")

#it7 BARE T RAENT J5 IRAF SO 442, bucket_name, key name
down_path = "D:\\data_test\\my_down.txt"

bucket_name = "bucket-crypt"

key name = "test_crypt"

#HFHEE O T %, IfMatch, VersionId Z%i4Ms B ik E 2 &G S5t
response = zoscrypt.get object_decrypt(s3_client,
base64.b64encode(load key),
down_path,
bucket_name,
key_name)
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