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1. PRI fE A

I —"DNET I H:

e SRR E L, FITUT < eIZ— D NET 3H.

dotnet new console --name DotNetSDK

cd DotNetSDK

23 SDK:

GEREBEZEMTE, THMU: xos-dotnet-sdk.zip

EMINE B csproj X, FE<PropertyGroup>HIZMNIN THA,

<PropertyGroup>
<RestoreSources>$(RestoreSources);filePathToPackage</RestoreSourc
es>

</PropertyGroup>

H b filePathToPackage #5972 XOS_DOTNET_SDK.zip BB EEH1E. ARZEIE csproj

SCHERTTE B R THIT dotnet S RERBE.:

dotnet add package AWSSDK.Core --version 3.7.0.18

dotnet add package AWSSDK.S3 --version 3.7.0.18

## F/H sts lREFBERINIA T

dotnet add package AWSSDK.SecurityToken --version 3.7.1.6

dotnet restore

BRI

AR HEER G LERERSEHFERSHEBEARE, 7R i EHER sts T
ERMREKS, MR LRERERTUR. MEER sts MEMEE AXNREEIE
AR5 (STS)Z= 5 .

&2 DotNetSDK 3k F189 Program.cs X4, AIATRBEBRATIHRTXMH.


https://help.qhoss.xstore.ctyun.cn/sdk/dotnet/2.0/xos-dotnet-sdk.zip
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using System;
using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

namespace DotNetSDK

{

class Program

{

static async Task Main(string[] args)

{

var accessKey = "<your-access-key>";

var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>"; // e.g. http://endpoint
or https://endpoint
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);
var conf = new AmazonS3Config
{
ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);
//BIE— bucket

await s3Client.PutBucketAsync("<your-bucket-name>");

//%H bucket

var result = await s3Client.ListBucketsAsync();
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Console.WriteLine("the buckets of {0} are:", result.Ow
ner.DisplayName);
result.Buckets.ForEach(b => { Console.WriteLine(b.Buck
etName); });
}
catch (Exception e)
{
Console.WriteLine("e.Message");
Console.WriteLine(e.Message);
}
}
}
}
¥ i RA
accessKey K-S access key
secretKey K-S secret key
endpoint iiﬁﬁﬁﬂ%ﬁﬁ@%ﬂ%EMpﬁMms
GIE S

MITUT LB TRE,

dotnet run




D x8#S
2. iR E

{# F XOS .NET SDK BEMIN T AE:

2.1, &IE NET

F 35 NET Core 3.1 B _ERRA, .NET Framework 3.5 X I F AR,

2.2. RBUE)EEH

AccessKey (AK) #1 SecretAccesskKey (SK) A FAREAREFHRSNZSH, BHNE

ENRBMANIBER AEZRAEGFE BHEE .

2.3. 3REX Endpoint

EndPoint WERRERATRIEEH A EZ BN EWERSE.



https://www.ctyun.cn/document/10306929/10027493
https://www.ctyun.cn/document/10306929/10027495
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3. W HEEXEO
3.1. FRERIIZFER
3.1.1. TheeiREA

ListObjects #RIEA T EBFNEMNIR, ZRIEREEL 1000 MHRER,
HRETRFARIEHPTEREFMFHNNRER.

3.1.2. REERH

o &

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.ObjectOperation

{
public class ListObjectsExample
{
public static async Task ListObjects()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
var credentials = new BasicAWSCredentials(accessKey, secre
tKey);
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try
{
var conf = new AmazonS3Config
{
ServiceURL = endpoint
}s

var s3Client = new AmazonS3Client(credentials, conf);
var listObjectsRequest = new ListObjectsRequest()

{

BucketName = bucketName

}s

var result = await s3Client.ListObjectsAsync(listObjec
tsRequest);
if (result.HttpStatusCode != System.Net.HttpStatusCode.

0K)

Console.WriteLine("fail to list objects in bucket
{0}, HttpStatusCode:{1}, ErrorCode:{2}.", bucketName, (int) result.Ht
tpStatusCode, result.HttpStatusCode);

return;

Console.WriteLine("the objects in bucket {@} are: ", b
ucketName);
foreach (var obj in result.S30bjects)

{

Console.WritelLine(obj.Key);
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}
}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

3.1.3. iIEREH

ListObjects T XX B HIZEHINT:

il 7 EH

fi

BucketName string IR FR

5 Prefix ¥ —i BB
F IR key #1757
BFTF. FTA key
BEIETER Prefix B
FE—RE I Delimiter
FRNRIEA—
H, MREBIET
Prefix 24, %
Delimiter 1 AT B 3 %
key #1108, 2%
KN EIFENTR key
FIaBE—1
Delimiter Z [8]48 B AY
EB LA —4H

iy

Delimiter string

BE— MR, &’
Marker string EIRIFS R A key K2
RRFHEIFHEF S
ST ZARIRT 2 A/

iy




S8 il 5B EEVE
JSIEEPOE
& & response HIR (4]
MaxKeys int NERHHE, BANE | &
M AEHH 1000
FREIRE X Z A key
Prefix string WA Prefix fENBT | &
254
1
3.1.4. IREILR
ListObjects IR [E] f9ZE R 40T
BHZ =<bill WiAH
LIERPIRE T Delimiter 1
. . . Prefix B4, TE B EIEERN
CommonPrefixes List<string> , s o
Prefix B 2 —>X I Delimiter
TR key fEA—A
NREE, BINREET
Contents List<S30Object> Etag. Key. LastModifiedTime.
Owner #1 Size £z 8
Delimiter string 515k Hi% &/ Delimiter —£¢
24 false B 3R 7~IR [B] 45 R
B8 7T EMFEAXIEREN
IsTruncated bool SN RER, &NRREG
THE A MaxKeys NI RIF
MaxKeys int ARREALRBEINRHE
LR
Name string Eap=asa
NextMarker string =B [E 45 R H Y IsTruncated
A true B, O £ A

10
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BE i) i RA
NextMarker ¥E 25 T~ X & 18 B9
Marker, #K4:&E IR H T—EB5
FINRER

Prefix string 515 kiR &R Prefix —&

32. EHEXRR

3.2.1. TheEiAA

PutObject RIEAT LEXNR . MRME—IPHRENEXEZ N EEER, RE—KE
BB R BEZ B IBERN LENNR. TNEBETREERLEBHA Content-MD5 F
BRRIEEIRHTE L2, MR EENEERRERE MD5 K83, ZRERRE—HERE
e ARTTRUBE LR F AN RERER ETag SR MD5 EEEHEXRFIA L E#H

ER BRI,

3.2.2. RIGxHI

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.ObjectOperation

{

public class PutObjectExample

{

public static async Task PutObject()

{

var accessKey = "<your-access-key>"

11
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ecretKey);

quest);

oK)

var
var
var
var
var

try

secretKey = "<your-secret-access-key>";
endpoint = "<your-endpoint>";
bucketName = "<your-bucket-name>";

key = "<your-object-key>";

filePath = "<file-path>";

var credentials = new BasicAWSCredentials(accessKey, s

var conf = new AmazonS3Config

{

ServiceURL = endpoint

}s
var s3Client = new AmazonS3Client(credentials, conf);

var putObjectRequest = new PutObjectRequest()

{

BucketName = bucketName,
Key = key,
FilePath = filePath

}s

var result = await s3Client.PutObjectAsync(putObjectRe

if (result.HttpStatusCode != System.Net.HttpStatusCode.

Console.WriteLine("fail to put object {@}, HttpSta

tusCode: {1}, ErrorCode:{2}.", key, (int) result.HttpStatusCode, resul

12
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t.HttpStatusCode);

return;

Console.WriteLine("put obejct {@}, ETag: {1}, versionI

d:{2}", key, result.ETag, result.Versionld);

}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

323 EREH
PutObject Tl IR BERISEAIT

RE FENRNTE |
CannedACL S3CannedACL SR ACL BB £
FENRNEEA
7, 5 FilePath.
ContentBody string InputStream HiEH— | &
1ER HEXNREIER
B
ContentType strin A LSRR &=
P g FRAE MIME €7 i
FilePath string TR =S
2, 5 ContentBody.

13



InputStream {E3% H—

EA LN REBEEN
KR
NENEE 5
nbUtStream Stream ContentBody. FilePath —
¥ (s — e bR |
Bucket string BRI FR =
RN REIEN
, , base64 ZBELAY 128 {7 —
MD5Digest string MDS . TR Ak &)
LEIHER
. o FEH B |
/ g BEENRMkey | T
Tagset List<Tag> NERAREE R B
MRBWEE BT
B s B SHUE
B HTT I .
WebsiteRedirectLocation string i;?i;;ig;;gi o
B HFTHE TRV Efth XY
R EINBEI URL
3.24. IBEILR
PutObject IR[EIAYZE RN T
8% SR UL
. FENRERN N Entity
ETag string
Tag
Versionld string FENREENRIRA d

14
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33. THEH &R

3.3.1. ThREREA
GetObject 15T DIABNT R EdE, FERF AR, 117 GetObject #AELINXS

B RAE READ R

3.3.2. RIBRHG

using System;
using System.
using System.
using System.
using Amazon.
using Amazon

using Amazon

I0;
Threading;
Threading.Tasks;

Runtime;

.S3;

.S3.Model;

namespace DotNetSDK.ObjectOperation

{
public class GetObjectExample
{
public static async Task GetObject()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
var key = "<your-object-key>";

var filePath = "<file-path>";

try

15
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ecretKey);

var credentials = new BasicAWSCredentials(accessKey, s

var conf = new AmazonS3Config

{

ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);

var getObjectRequest = new GetObjectRequest()

{

BucketName = bucketName,
Key = key
}s

using (var result = await s3Client.GetObjectAsync(getO

bjectRequest))

using (Stream stream = result.ResponseStream)

{

var fileStream = File.Create(filePath);
await stream.CopyToAsync(fileStream);

fileStream.Close();

}

catch (Exception e)

{

Console.WriteLine(e.Message);

16
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}

3.3.3. iIERKEH

GetObject IR B ZEINT

BucketName

il

string

L

FHIBAR

EELE

i

EtagToMatch

string

BFiRERBAEN
R A ETag F1iZ%
HELREABERLT
FIRES R EIE,
IR [E] 412 $HIR
5

I

ModifiedSinceDateUtc

DateTime

TRELNRE
e EREEHRER
IR T AR EZ
WER, ENERE
304 £51RAL

i

EtagToNotMatch

string

BFiREREE
R ETag %
HENTERNER
TA BB RE
¥, SR E 304
HIRAD

I

UnmodifiedSinceDateUtc

DateTime

BATFRENR B
ERT B SRR AL
BB A IRE
MNEREE, TNIER
[B] 412 5175

i

Key

string

MR E key

i

PartNumber

int

BRI ER D
o ZSERTS

I

17




F1, NFETF
10000
RN REESCE
ByteRange ByteRange WHIEEE (B4 | &
F1)
LT B AR
MEHE, BTFEE
IREIE TE BR A XS
Versionld string KEIE, BNEE | &
ZSHHIR R, B
INIRE T AR A Y
XN RE I
3.34. IREIFR
GetObject IR[EIAYZERINT:
Y i) iR
BucketName string R TR Z R
NRBIENKE, 2ENAF
ContentlLength long o
T
ETag string SR Entity Tag
LastModified DateTime =K OSE L]
TagCount int NRIRENEE
Versionld string SR A version id

18
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34, EFIHFR

3.4.1. TheeiAA

CopyObject #1EHATIRIE— N EFENTROIEFAIXSR . A CopyOoject TJ A E
BARANSGBHIMNER, MRFTEEFHFERAXNER, IJRUFEH UploadPartCopy #{E. 1T

CopyObject ##1E, IR A XL NI R A READ PRFXS B #748H WRITE AR

AR REARE RN RATEIRFES, LI IUF CopyObject #IEPIEEHAY
TEHE. HENERANRASRBERN ACLER, ZRBIAZKIE CopyObject ##1EHY

RPMHER.

CopyObject #1EBIAE RN R L BIARALUIE, WRFEHENENRHIIEEIRA,
T L CopySource FANN version id 3£ U5 E R Object B, #NSREXT S AY version id
AMBRFRIE, WASHFEN,

3.4.2. RIBRG

{

{

{

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.ObjectOperation

public class CopyObjectExample

public static async Task CopyObject()

var accessKey = "<your-access-key>";

var secretKey = "<your-secret-access-key>";

19
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ecretKey);

Request);

oK)

var
var
var
var
var

try

endpoint = "<your-endpoint>";

sourceBucket = "<source-bucket>";

sourceKey = "<source-key>";
destinationBucket = "<destination-bucket>";

destinationKey = "<destination-key>";

var credentials = new BasicAWSCredentials(accessKey, s

var conf = new AmazonS3Config
{
ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);
var copyObjectRequest = new CopyObjectRequest()
{
SourceBucket = sourceBucket,
SourceKey = sourceKey,
DestinationBucket = destinationBucket,
DestinationKey = destinationKey
}s

var result = await s3Client.CopyObjectAsync(copyObject

if (result.HttpStatusCode != System.Net.HttpStatusCode.

Console.WritelLine("fail to copy object, HttpStatus

Code:{0}, ErrorCode:{1}.", (int) result.HttpStatusCode, result.HttpSt

20
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atusCode);

return;

Console.WriteLine("copy object from {0}/{1} to {2}/{3}.

, sourceBucket, sourceKey, destinationBucket, destinationKey);

}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

343 IFREM

CopyObject TR BEMISEMIT

EZ NG =pop=-dsohil
CannedACL S3CannedACL TEXHITRAE ACL

i

B

B P DA U
KHINBRIR

fi

DestinationBucket string

5 DU R R 1Y
key

fi

DestinationKey string

MEFEIIR
HIBRY B AR

Pl

SourceBucket string

21



SourceKey

EEE DU % Y
key

fi

Metadata

MetadataCollection

PEOLAE R R
TEIERER

i

MetadataDirective

S3MetadataDirective

FEEFE DA R
N RATTEIRE
BRBEFEI
R, ®EXRAE
KPP HHHIES

iy

TagSet

List<Tag>

FENA RN R

HERES

iy

SourceVersionld

string

EEHEEIIR
HRAEE, W
RAEE, BN
PEOL R AT
PR

i

WebsiteRedirectLocation

string

MRIBEICE A
FAR AWM uh oS
SEIE, Z5H
TNBTFRER
o) 3 R AR E E
EEEEEIEERN:S]
Hith xR &5
EBAY URL

iy

344 IREZ%R

CopyObject IR B F9LE R T :

ETag

ES:1

string

7 EH

PEDLA PR B ETag

LastModified

string

PEULA BN R BT S B

22
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3.5. MBRZTSR

3.5.1. TheEiAA

DeleteObject BIEATHEBR— IR . BWARTFBEZHRANSEEMBEXN R . SFEAR
AIZHI IR TBR X IR VERT, MR KIEE versionid , MREBEXNRALBIARA, FEA
MBRHRIC (Delete Marker) , fNSR3ERE version id, M7k A MBRIZIEERAIN R . NREFR

$87E version id BY1EN T #147 DeleteObject #{ERS, BUAMXER TR LUBIARA, BEARS
BEEMBRIZNROEFRA, EEA—TMERAIRC (Delete Marker), FREBERAILET

FRA . {7 GetObject #RIERY, SIQME HETARAAMBRARIC, FFiR[E 404 NotFound.

35.2. RBRG

using System;

using System.Threading.Tasks;

using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.ObjectOperation

{

public class DeleteObjectExample

{

public static async Task DeleteObject()

{

var accessKey = "<your-access-key>";

var secretKey = "<your-secret-access-key>";

23
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var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
var key = "<your-object-key>";
var credentials = new BasicAWSCredentials(accessKey, secre
tKey);
try
{
var conf = new AmazonS3Config
{
ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);
var deleteObjectRequest = new DeleteObjectRequest()
{
BucketName = bucketName,
Key = key
}s
var result = await s3Client.DeleteObjectAsync(deleteOb
jectRequest);
if (result.HttpStatusCode != System.Net.HttpStatusCode.
NoContent)
{
Console.WritelLine("fail to delete object {@}, Http
StatusCode:{1}, ErrorCode:{2}.", key, (int) result.HttpStatusCode, re
sult.HttpStatusCode);
}

24
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Console.WriteLine("deleted object {0}.", key);

}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

35.3. iIERKEH

DeleteObject T[iX BHNSEIT:

BucketName string PRI ZFR =1

Key string ITER A key =2
BATHEEERMBRNTR

Versionld strin &

° BRRA, B versionid |

354, IREZ%R

DeleteObject IR B Y45 R 40T :

it L

BREA true. EREFFBRAK
EHNERT, ®T
DeleteObject #R{ERIINE X
DeleteMarker string HENRHRA, <E/Z2MBR
¥R, LA DeleteMarker 24
trues ﬁﬂ%?bﬁﬁ%ﬂ’]ﬁ)ii%
KA MIBRIE E 3T RARAET
ZA MR, W

25



2H i) A

DeleteMarker 124 true, HAh
155 DeleteMarker FI{E 4 &=

.47 DeleteObject #{ERT 1R
RIEEXNRIEA Id, =82
MIBRARIC, Versionld 4 M BRAR
ICHIRRA, WMRIEERAK
KAMBRXN RIEERARS, &
[E1H Versionld 25X & HIARAS

Versionld string

3.6. HtEMERITR
3.6.1. ThiLAR

(AEA BRI RELER, URER BRAXEZFRHIA.)

DeleteObjects B{E T IXLM BT —MERMEMBRZ MM RHTHE, TURL LRSS
RIEREMBE A BN R A . DeleteObjects BIERE—NEE T RS 1000 N5 A
BER, WREERSSTIEN NS RENHTHER, FHEBMERA IS E KB ERiBIL
response R[El, IMRIERMERATRAFE, SLECHBRLIE.

DeleteObjects #F1R[E] verbose F quiet B F# response 1, verbose response =&k
INGRERR, ZERWBEEEREET B8 key MBREER . quiet response IR EIHET K
BIRNZERNXEE T BEREBE key, HT—PTEHINAMEREE, ZREEXNFEHENE
BAEFIREEEER.

3.6.2. RBRHG

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

26
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namespace DotNetSDK.ObjectOperation

{

public class DeleteObjectsExample

{

public static async Task DeleteObjects()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);
var conf = new AmazonS3Config
{
ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);
DeleteObjectsRequest deleteObjectsRequest = new Delete
ObjectsRequest()
{
BucketName = bucketName,
Quiet = false
}s
deleteObjectsRequest.AddKey("<object-keyl>");

deleteObjectsRequest.AddKey("<object-key2>");

27
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bjectsRequest);

var result = await s3Client.DeleteObjectsAsync(deleteO

Console.WriteLine("HttpStatusCode:{0}, {1}", (int) res
ult.HttpStatusCode, result.HttpStatusCode);

/1FTENMBR LI AT RIZ S

foreach (var deletedObject in result.DeletedObjects)

{

Console.WriteLine("Key:{@}, DeleteMarker:{1}, Vers

ionId:{2}, DeleteMarkerVersionId:{3}.", deletedObject.Key, deletedOb
ject.DeleteMarker, deletedObject.VersionId,

deletedObject.DeleteMarkerVersionId);

/IFTEDIIBR KA RIZ B
foreach (var deleteError in result.DeleteErrors)
{
Console.WritelLine("Code:{0}, Key:{1}, Message:{2},
Versionld:{3}", deleteError.Code, deleteError.Key, deleteError.Messa

ge, deleteError.VersionId);

}
}
catch (Exception e)
{
Console.WritelLine(e.Message);
}

28
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3.6.3. iIEREH

DeleteObjects TR BMNSEMO T :

BucketName string BRI BFR =t
BEA ture Rk H
R[EIZERA quiet
response &=, WE

Quiet bool P o o

A false TR EIZE R
4 verbose response

LN

3.6.4. IREZ%R

DeleteObjects IR [EIAIZE RN :
S e i) tRA

BRI R SHIEA,
HAFE—IMBE T —"
Deleted List<DeletedObject> WAL BRI R S
B, BFEMERIRC. IR
BB AEES

HIBR R M EO X R 5 B A%
B, FATE—IEET
Errors List<DeleteError> —MHBR R M RS
B, BHEERE. YRH
MR A ZE R

3.7. FRETRITHIE
3.7.1. ThREIREA

GetObjectMetadata #{E A TR R TTHIEE S . #1417 HeadObject BIEFERH
IZ X §9 READ PR, GetObjectMetadata #IETT LB F MW R EHFE.

29
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3.7.2. KEE=H

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.ObjectOperation

{
public class GetObjectMetadataExample
{
public static async Task GetObjectMetadata()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
var key = "<your-object-key>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);

var conf = new AmazonS3Config

{

ServiceURL = endpoint
}s

var s3Client = new AmazonS3Client(credentials, conf);

var getObjectMetadataRequest = new GetObjectMetadataRe
30
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quest()

BucketName = bucketName,
Key = key
}s

var result = await s3Client.GetObjectMetadataAsync(get
ObjectMetadataRequest);
if (result.HttpStatusCode != System.Net.HttpStatusCode.

oK)

Console.WriteLine("fail to get metadata of object
{0}, HttpStatusCode:{1}, ErrorCode:{2}.", key, (int) result.HttpStatu
sCode, result.HttpStatusCode);

return;

Console.WriteLine("get object metadata response: {0}",
(int) result.HttpStatusCode);

Console.WriteLine("object ETag:{@}, object versionId:
{1}", result.ETag, result.Versionld);

Console.WriteLine("object storage class:{0}", result.S
torageClass);

Console.WriteLine("object content length:{0}", result.
ContentLength);

Console.WriteLine("object last modified time:{@}", res

ult.LastModified);

}

31
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catch (Exception e)

{

Console.WriteLine(e.Message);

3.7.3. iIEREH

GetObjectMetadata TR BMSEO T :

BucketName string

FHIBAR

i

EtagToMatch string

BFiREREAEN
R ETag fliz%
HETENBELT
TR EX R EIE,
AR [E 412 $51%
5

i

ModifiedSinceDateUtc DateTime

BTFREENRE
15 & B8] /5B
BN T A IR ENZ
X, & NER [E] 304
FEIRAY

I

EtagToNotMatch string

BATFHERERBAEX
R ETag M5
HENTEAER
T IRE5RE
¥, BNIR[E 304
HI=RAD

i

UnmodifiedSinceDateUtc DateTime

BT NENRAKE
RS (8] URAR R AE

I
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KB A R[]
NREBIE, SR
[6] 412 $51R %5
Key string IFTERAY key =
EECS RIS E FI5
Ny -
PartNumber int . IZ/QZK%::\._% &
T 1, hFETF
10000
LT B AR AT
MEHE, BFEE
IREIE TE BR A XS
Versionld string KEYE, HBNEE | &
TSR, B
INFKEUERHT AR AR
MR E IR
3.7.4. IREIGR
GetObjectMetadata IR B F4E R 40T :
S i) WER
ARVEFR IR EEHRRIAR N
ContentLength long AN
(B F)
ETag string SFE A Entity Ttag
LastModified DateTime BIE—XERT R BIAS (8]
Versionld string SR EHRIFRA 1D
StorageClass string WR A FiEEE
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3.8. WEXRIFER

3.8.1. TheEiAA
PutACL #2{ET] BB id access control list (ACL) & B — MW &R EHRINR. BAEEE

&R E ACL 2 BIFER & WRITE_ACP R,

TR B9 (B AR 1 AR
PR R A
READ ] DA HEREST list #1E
T PUEEABR ACL B R, MRIATEESIAR
READ_ACP
- BHBE READ_ACP AR
T EMRT RN R, BXRE TR EIE
WRITE
S E
TMERABM ACLIER, B iZPRHEYT
¥ FULL_CONTROL ¥R, HARH
WRITE_ACP WRITE_ACP A BRAY A of B BRI TR
PR, MRIATE EBIAR B HBAY WRITE_ACP 1Y
PR
FULL CONTROL EA#%F READ. READ _ACP. WRITE #1
WRITE_ACP AR

3.8.2. KGR

using System;

using System.Threading.Tasks;
using Amazon.Runtime;
using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.ObjectOperation
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public class PutObjectACLExample

{

{

ecretKey);

var
var
var
var
var

try

public static async Task PubObjectACL()

accessKey = "<your-access-key>";
secretKey = "<your-secret-access-key>";
endpoint = "<your-endpoint>";
bucketName = "<your-bucket-name>";

key = "<your-object-key>";

var credentials = new BasicAWSCredentials(accessKey, s

var conf = new AmazonS3Config

{

ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);

var putACLRequest = new PutACLRequest()

{

BucketName = bucketName,

Key = key,

/] AR IR

CannedACL = S3CannedACL.PublicRead
}s

var result = await s3Client.PutACLAsync(putACLRequest);
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oK)

if (result.HttpStatusCode != System.Net.HttpStatusCode.

Console.WriteLine("fail to put ACL to object {0}, H
ttpStatusCode:{1}, ErrorCode:{2}.", key, (int) result.HttpStatusCode,
result.HttpStatusCode);

return;

Console.WriteLine("set {0} to object {1}", putACLReque

st.CannedACL.Value, key);

}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

3.83. IEKEH

PUutACL TJi& EMS AT

=<bill A
BL B W RAVTUE X
CannedACL S3CannedACL ] - &
Mt ACLIER |
& B E X ACL
AccessControlList S3AccessControlList s AR &

36



BucketName string N =

Key string IFTERAY key =2
WEX R A version

Versionld string ,j % &
i

S3CannedACL B2 7 —AHWUE X HHEIEFDR, o AT RETAEIRMT

PR 7 EA

IAAERR, NROABEERE
NoACL FULL_CONTROL #XfR, HAb B A% B A0
PR

X PIATE E B FULL_ CONTROL AR,
Hf B PR B IR

Private

W& PIATEE B FULL_ CONTROL AR,

PublicRead
ublicRea E A F 34 READ AUR

W& PIATEE B FULL_ CONTROL AR,

PublicReadWrite /b B 475 READ #1 WRITE AUER

NEREFrEE A FULL_CONTROL AR,
WEATE EHE READ R

BucketOwnerRead

NROFBENBNABERE

BucketOwnerFullControl
FULL_CONTROL #{BR

3.9. FRELXIRiE)HNBR
3.9.1. ThEEULRA

GetACL 2T IIFEEU X & 89 access control list (ACL) {58, X&EY ACL I IU#E L%
WRMEREI BIBIL API EE, BARERSE READ_ACP (B ACLER) RA T

IUEEXT R A ACLEE.
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3.9.2. KEERH

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.ObjectOperation

{
public class GetObjectACLExample
{
public static async Task GetObjectACL()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
var key = "<your-object-key>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);

var conf = new AmazonS3Config

{
ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);

var getAclRequest = new GetACLRequest()
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BucketName = bucketName,
Key = key
}s
var result = await s3Client.GetACLAsync(getAclRequest);

if (result.HttpStatusCode != System.Net.HttpStatusCode.

0K)

Console.WritelLine("fail to get ACL of bucket {0}, H
ttpStatusCode: {1}, ErrorCode:{2}.", bucketName, (int) result.HttpStat
usCode, result.HttpStatusCode);

return;

foreach (var grant in result.AccessControlList.Grants)

{

Console.WriteLine("Type:{0}, CanonicalUser:{1}, Di

splayName:{2}, EmailAddress:{3}, URI:{4}, Permission:{5}",
grant.Grantee.Type, grant.Grantee.CanonicalUse
r, grant.Grantee.DisplayName, grant.Grantee.EmailAddress, grant.Gran

tee.URI, grant.Permission.Value);

}

Console.WriteLine("OwnerId:{@}, OwnerDisplayName:{1}.",
result.AccessControllList.Owner.Id, result.AccessControllList.Owner.D
isplayName);

}

catch (Exception e)
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Console.WriteLine(e.Message);

393 iEKEH
GetACL T[iR BMISEIT:

BucketName string AY B FR =
Key string FFRH key =
Versionld string WEXNRARA =

3.9.4. IREIER

GetACLIREIFZERMT:

Bt KE 15 RA

Grant EEHHE, B&7

Grants List<S3Grant> FmMENNEEF ANE
B
Owner Owner NEHFTBEERER

3.10. KT RIFHE
3.10.1. ZIheEiiRd

GetObjectTagging B ET BB R IREER, STRIRFIU key-value IR IZE .
WA BN EEERTP XN RARETNR, HE T RIS ERIE THAMA .
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3.10.2. KRG

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.ObjectOperation

{

public class GetObjectTaggingExample

{

public static async Task GetObjectTagging()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
var key = "<your-object-key>";
var credentials = new BasicAWSCredentials(accessKey, secre
tKey);

try

var conf = new AmazonS3Config

{

ServiceURL = endpoint

}s

var s3Client = new AmazonS3Client(credentials, conf);

var getObjectTaggingRequest = new GetObjectTaggingRequ
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est()

BucketName = bucketName,
Key = key
}s
var result = await s3Client.GetObjectTaggingAsync(getO
bjectTaggingRequest);
if (result.HttpStatusCode != System.Net.HttpStatusCode.

oK)

Console.WriteLine("fail to get tags of object {0},
HttpStatusCode: {1}, ErrorCode:{2}.", key, (int) result.HttpStatusCode,
result.HttpStatusCode);

return;

Console.WriteLine("the tags of {0} are: ", key);

foreach (var tag in result.Tagging)

{
Console.WriteLine("key={0}, value={1}", tag.Key, t
ag.Value);
}
}
catch (Exception e)
{
Console.WriteLine(e.Message);
}
}
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}

}

3.103. EHEXREE

GetObjectTagging TR BRISEMI T

RITRBERNRE
R

Pl

BucketName string

HMIEFREE RN
ST A key

el

Key string

EIRBURE(E B

POEE:0) %N o|

iy

Versionld string

3.104. BREIZER

GetObjectTagging IREIFZE R T :

RIS EME, AT
Tagging List<Tag> TS TR Key 7l
Value FY{&E

3.11. MR RERE
3.11.1. IheEixkA

DeleteObjectTagging #/E D] MR — X R EEBIrEE LS, MBRASTT IMFSE version
id SEMGIEEMATROIREELR, MRAFEE version id, TIERIAMIBR 2 BT ARAAIXS &
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311.2. RBERHG

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.ObjectOperation

{
public class DeleteObjectTaggingExample
{
public static async Task DeleteObjectTagging()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
var key = "<your-object-key>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);

var conf = new AmazonS3Config

{

ServiceURL = endpoint
}s

var s3Client = new AmazonS3Client(credentials, conf);

var deleteObjectTaggingRequest = new DeleteObjectTaggi
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ngRequest()

BucketName = bucketName,
Key = key
}s
var result = await s3Client.DeleteObjectTaggingAsync(d
eleteObjectTaggingRequest);
if (result.HttpStatusCode != System.Net.HttpStatusCode.

NoContent)

Console.WriteLine("fail to delete tags of object
{0}, HttpStatusCode:{1}, ErrorCode:{2}.", key, (int) result.HttpStatu
sCode, result.HttpStatusCode);

return;

Console.WriteLine("deleted the tags of object {0} ", k

ey);
}
catch (Exception e)
{
Console.WritelLine(e.Message);
}
}
}
}
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3.11.3. EHEREE

DeleteObjectTagging TR BMSEN T

i

BucketName string RITRBRIENEZIR

W BRAREE B AN
LA key

bl

Key string

W ERAR K BRI X
] version id

I

Versionld string

3.12. BN RIFE
3.12.1. IheEixRA

PutObjectTagging #ETT LA IR EIRE, SWRIFE L key-value HERIRE, 0
WREZTE 10 Mr%, BOMEERANAESBPIONREERSTHNR, FETL
BRRIZTHMAA,

3122. RWERHG

using System;

using System.Threading.Tasks;
using Amazon.Runtime;
using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.ObjectOperation

{

public class PutObjectTaggingExample

{

public static async Task PutObjectTagging()
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ecretKey);

est()

var
var
var
var
var

try

accessKey = "<your-access-key>";
secretKey = "<your-secret-access-key>";
endpoint = "<your-endpoint>";
bucketName = "<your-bucket-name>";

key = "<your-object-key>";

var credentials = new BasicAWSCredentials(accessKey, s

var conf = new AmazonS3Config

{
ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);

var putObjectTaggingRequest = new PutObjectTaggingRequ

BucketName = bucketName,
Key = key,
}s5
putObjectTaggingRequest.Tagging.TagSet.Add(new Tag()

{

Key = "<keyl>",

Value = "<valuel>

1)

putObjectTaggingRequest.Tagging.TagSet.Add(new Tag()

{
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Key = "<key2>",
Value = "<value2>"
})s
var result = await s3Client.PutObjectTaggingAsync(putO
bjectTaggingRequest);
if (result.HttpStatusCode != System.Net.HttpStatusCode.

0K)

Console.WriteLine("fail to put tags of object {0},
HttpStatusCode: {1}, ErrorCode:{2}.", key, (int) result.HttpStatusCode,

result.HttpStatusCode);

}
}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

3.123. iBERESH

PutObjectTagging T[i& BERISEN T :

SH i) A SN
BucketName string RERZERINR |
=
FTEEABRI B AR
Key string BB B TR 2
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S8 il 158 rEVE
A key
R EBIRS1E BN

Versionld string * ﬁ, 1'_:' % &
iy version id

3.13. ETZE R URL
3.13.1. ZIheEiiAd

GetPreSignedURL # 0 A—MEEXN REN—PMNFZ R T HEE, HiozEETUE

BTHIZMR.

3.132. RWERHG

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.ObjectOperation

{
public class GetPreSignedUrlExample
{
public static async Task GetPreSignedUrl()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
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try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);
var conf = new AmazonS3Config
{
ServiceURL = endpoint
s
var s3Client = new AmazonS3Client(credentials, conf);
GetPreSignedUrlRequest request = new GetPreSignedUrlRe
quest
{
BucketName = "<your-bucket-name>",
Key = "<your-object-key>",
Expires = DateTime.Now.AddMinutes(5),
Protocol = Protocol.HTTP //Protocol.HTTP or Prot
0COl.HTTPS
}s
string path = s3Client.GetPreSignedURL(request);
Console.Out.WriteLine("generateUrl: {@}", path);
}
catch (Exception e)
{
Console.WritelLine(e.Message);
}
}
}
}
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3.133. EHEREE

BucketName string BRI BFR =

Key string SR key =

Expires DateTime B A B E) =
FEEARAY URL &

Protocol Protocol A http 2 =
https #/1%

3.14. RSFinNE

3.14.1. IheeikAA

FENEETRHEEN RN INBE X, BMEREBOINZEE DT ISR EEH
REIE, BEERFETHMBEEZNNEEEHTINE. BRIXIF AES256 FMEZ SM4
nEEE,

3142. RBERH

using System;

using System.Threading.Tasks;
using Amazon.Runtime;
using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.ObjectOperation

{

public class PutObjectWithEncryptionExample

{
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public static async Task PutObjectWithEncryption()

{

ecretKey);

var
var
var
var
var
var

try

accessKey = "<your-access-key>";
secretKey = "<your-secret-access-key>";
endpoint = "<your-endpoint>";
bucketName = "<your-bucket-name>";

key = "<your-object-key>";

filePath = "<file-path>";

var credentials = new BasicAWSCredentials(accessKey, s

var conf = new AmazonS3Config
{

ServiceURL = endpoint,

UseHttp = false
}s
var s3Client = new AmazonS3Client(credentials, conf);
var putObjectRequest = new PutObjectRequest()
{

BucketName = bucketName,

Key = key,

FilePath = filePath,

ServerSideEncryptionMethod = new ServerSideEncrypt

ionMethod("AES256")

}s

var result = await s3Client.PutObjectAsync(putObjectRe
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quest);
if (result.HttpStatusCode != System.Net.HttpStatusCode.

oK)

Console.WriteLine("fail to put object {0}, HttpSta
tusCode: {1}, ErrorCode:{2}.", key, (int) result.HttpStatusCode, resul
t.HttpStatusCode);

return;

}

Console.WriteLine("object ETag:{@}, object versionld:
{1}", result.ETag, result.VersionId);

Console.WriteLine("encryption method:{@}", result.Serv

erSideEncryptionMethod.Value);

}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

3.143. iBERESH
MBESEHPOT:

=ERLE

=
=

e E RS iHX
ServerSideEncryptionMethod | ServerSideEncryptionMethod | FARINZAE %
91 AES256. SM4
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3.144. BREIER

PutObject IR [EIRZE RN T :

¥ it i AR
. EENRIFHIN
ETag string

9 Entity Tag

Versionld strin FENREHEEH
: R id
1R [ R &R N
ServerSideEncryptionMethod ServerSideEncryptionMethod
" " HEEER

3.15. IKINBIRA TR IR
3.15.1. IhgEixAA

ListVersions #AE T IXFRBUR T RIRA(E BAVTHIE, HITIZRIEFEXNEEA READ
PR

3152. RBERH

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.ObjectOperation

{

public class ListVersionsExample

{

public static async Task ListVersions()
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var
var
var
var
var

try

ecretKey);

ionsRequest);

0K)

StatusCode);

accessKey = "<your-access-key>";
secretKey = "<your-secret-access-key>";
endpoint = "<your-endpoint>";
bucketName = "<your-bucket-name>";

key = "<your-object-key>";

var credentials = new BasicAWSCredentials(accessKey, s

var conf = new AmazonS3Config

{

ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);

var listVersionsRequest = new ListVersionsRequest()

{

BucketName = bucketName,
Prefix = key
}s

var result = await s3Client.ListVersionsAsync(listVers

if (result.HttpStatusCode != System.Net.HttpStatusCode.

Console.WriteLine("fail to list versions, HttpStat

usCode: {0}, ErrorCode:{1}.", (int) result.HttpStatusCode, result.Http
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return;

foreach (var s30bjectVersion in result.Versions)

{

Console.WriteLine("key: {@}, versionId: {1}.", s30

bjectVersion.Key, s30bjectVersion.Versionld);

}
}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

3153. EHEREH

ListVersions o] [AiZ B ISENT:

SH il AR B A
BucketName strin BIEMAGBENNER | |
’ P Dt S

5 Prefix 22— H
TN R key HiT5
EMFH. FTE key
Delimiter string BEIRER Prefix B
F—XHI Delimiter
FRFZERNRIEA
—HH, MRERBEE
Prefix 81, %

iy
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1A EEWE

Delimiter 1 AT B 3 %
key #1792, 2%
RN B MR key
FIaBE—1
Delimiter Z [8]48 B AY
EB A —4A

KeyMarker

string

BE—MRRFE, &
BRI R AT key B2
BB HRINFAEFE
NFZARRFZ ER
TIRSPSES

iy

MaxKeys

int

% & response 1R[]
MR key WEE, K
INMEFBRREHA
1000

i

Prefix

string

FREIR B 3 R A key
WL Prefix YES BT

XX
%

i

3.154. BREIER

ListVersions IR [E] f9Z5 R0 :

Bt&

S

iFA

CommonPrefixes

List<string>

L5 K 1w E 7 Delimiter
1 Prefix BIERS, FTEEE
FEER Prefix B — HI
Delimiter = 7 B 3 & key
ER—4A

Delimiter

string

5155k iR B B9 Delimiter
—

IsTruncated

bool

2 false BRI IR EI45 R
FEETEHTERXIE
KEWEHN RRAE

57




O xBc

Bt

i)

1 EH
B, &N RIRE T MaxKeys
P RIRALE R

KeyMarker

string

5 X P R EN
KeyMarker —%§

MaxKeys

int

RIREER PR EZHN
FEAERHENEKRE

Name

string

RATABRIERRRIR

NextKeyMarker

string

YR B 4% R PP
IsTruncated 24 true B, T
DL BB NextKeyMarker 1k
A TREWIERF W
KeyMarker, #kZ:&8H T
—EBA PN RIRAE R

NextVersionldMarker

string

AAXEWRENERE—
I & version id

Prefix

string

51&K ik &R Prefix —&

Versions

List<S30ObjectVersion>

NRAE SR, £
PTE—MEE T HRH
Entity Tag. =& ARHTR
KK DeleteMarker. X &
key. EFTEXETE. FHE
B, AN FEREFI R
IRARIE R
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4. FEtH<EO
41. BIEHE

4.1.1. TheeixAA

PutBucket #BIEATEIZEM (bucket), BMAFTEEZME. MOBREREGFMHE
SEEAM MRS RE—N, —BERIRZBELEENEMR. MNEREERANEMNAESE, Xt
#8H FULL_ CONTROL AR, SJBERESHMN TR W Ht AR E ZBOTR. 1
s BB T

s FERAFHE. HiFMEtsk (-)

o MWNEFHHERFHLMERE,

o KET3-63F¥ial,

4.1.2. REgRHI

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.BucketOperation

{
public class PutBucketExample
{
public static async Task PutBucket()
{

var accessKey = "<your-access-key>";
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var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";

try

var credentials = new BasicAWSCredentials(accessKey, s

ecretKey);

var conf = new AmazonS3Config

{
ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);

var putBucketRequest = new PutBucketRequest()

{

BucketName = bucketName

}s

var result = await s3Client.PutBucketAsync(putBucketRe
quest);
if (result.HttpStatusCode != System.Net.HttpStatusCode.

0K)

Console.WritelLine("fail to create bucket {0}, Http
StatusCode:{1}, ErrorCode:{2}.", bucketName, (int) result.HttpStatusC
ode, result.HttpStatusCode);

return;
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Console.WriteLine("create bucket {@} success.", bucket
Name);
}
catch (Exception e)
{
Console.WriteLine(e.Message);
}
}
}
}

41.3. iEKEH

PutBucket TJi& BERISEIN T :

Pl

BucketName string BRI ZFR

42. FEESIZE

42.1. TheeiaA

18 (Bucket), RHATHMEXNER (Object) AR, AN RELIARETENE.
ARPIREENERFHEREEMERAREEANNR. £ ERE XEEHEEEEER
FiZF#E=EAREXNSR, ETIBERECEARDNFESERTEMAENEEINE.,
AREBISNRIERERE CCIENN BLTEERRIXIFK.

ListBuckets #{E%1 1 A QI A9HH

422 REERH

using System;

using System.Threading.Tasks;
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using Amazon.Runtime;
using Amazon.S3;
namespace DotNetSDK.BucketOperation
{
public class ListBucketExample
{
public static async Task ListBuckets()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);
var conf = new AmazonS3Config
{
ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);
var result = await s3Client.ListBucketsAsync();
if (result.HttpStatusCode != System.Net.HttpStatusCode.
0K)
{
Console.WriteLine("fail to list buckets, HttpStatu
sCode: {0}, ErrorCode:{1}.", (int) result.HttpStatusCode, result.HttpS
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tatusCode);

return;

Console.WriteLine("the buckets of {0} are:", result.Ow

ner.DisplayName);

result.Buckets.ForEach(b => { Console.WriteLine(b.Buck

etName); });

}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

423 IREIZER

ListBuckets #{EIREI AL RINT:

BHA il AR

Buckets List WEENHAE, 8781
MR ZF MR8

Qwner Owner BOFEERES

43. ¥R EEE

4.3.1. TheEVAA

o] |[M{# Bl AmazonS3Util.DoesS3BucketExistAsync & 0 H M= S FE .
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432 KEERH

using System;

using System.Threading. Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Util;

namespace DotNetSDK.BucketOperation

{
public class DoesBucketExistExample
{
public static async Task DoesBucketExist()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretkey);

var conf = new AmazonS3Config

{
ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);
var exist = AmazonS3Util.DoesS3BucketExistAsync(s3Clie

nt, bucketName);
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if (exist.Result)
{
Console.Out.WritelLine("bucket exist");
} else
{
Console.Out.WriteLine("bucket not exist");
}
}
catch (Exception e)
{
Console.WritelLine(e.Message);
}
}
}
}

433. HREH

bucketName string B IR

Pl

434, REIZR

DoesS3BucketExistAsync #{EIR BRI R0 T :

true R MBTFAE, false R
WA FTE

Result bool
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44, MRS

4.41. TheeikkA
DeleteBucket #{EF T MERHE, MBEE— M8, FTELEMBRIZBTHNEHNE (B1F

object versions F1 delete markers) .

44.2. KREGRH

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.BucketOperation

{
public class DeleteBucketExample
{
public static async Task DeleteBucket()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);

var conf = new AmazonS3Config
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Name);

ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);

var deleteBucketRequest = new DeleteBucketRequest()

{

BucketName = bucketName

}s

var result = await s3Client.DeleteBucketAsync(deleteBu

cketRequest);

if (result.HttpStatusCode != System.Net.HttpStatusCode.

NoContent)

Console.WritelLine("fail to delete bucket {0}, Http

StatusCode: {1}, ErrorCode:{2}.", bucketName, (int) result.HttpStatusC

ode, result.HttpStatusCode);

return;

Console.WriteLine("delete bucket {@} success.", bucket

}
catch (Exception e)
{
Console.WriteLine(e.Message);
}
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}

}

443, iEKEH

DeleteBucket TR BERSENT:

BucketName string R FR

Pl

45, REHHIHICHER
45.1. TheEREA

PutACL #21E ] 381 access control list (ACL) & E—MEHAEINR. AFRERER

B ACL Z I EZ A% WRITE_ACP R,

WY [E) AR 1 AR -
PR R 12 AR
READ ] DA HEREST list #1E
T DUEEABR ACL B R, MRIATEERIAR
READ_ACP
- BHBE READ_ACP AR
TAFERT BN R, EXRB N REIE
WRITE
ilESSES
T PUEKABA ACLE R, BT ZANBRIES T
¥ FULL_CONTROL R, AHEH
WRITE_ACP WRITE_ACP RS A 2 o) DAL B AT RN
FR. HAFTE EEIAR BB WRITE_ACP 1Y
R
FULL CONTROL B READ. READ ACP. WRITE #0
WRITE_ACP AR
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45.2. KEERH

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.BucketOperation

{
public class PutBucketACLExample
{
public static async Task PutBucketACL()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);

var conf = new AmazonS3Config

{
ServiceURL = endpoint
¥
var s3Client = new AmazonS3Client(credentials, conf);

var putACLRequest = new PutACLRequest()

{
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BucketName = bucketName,

/1 A= AFER

CannedACL = S3CannedACL.PublicRead

}s

var result = await s3Client.PutACLAsync(putACLRequest);
if (result.HttpStatusCode != System.Net.HttpStatusCode.

0K)

Console.WriteLine("fail to put bucket ACL to bucket
{0}, HttpStatusCode:{1}, ErrorCode:{2}.", bucketName, (int) result.H
ttpStatusCode, result.HttpStatusCode);

return;

Console.WriteLine("set {©} to bucket {1}", putACLReque

st.CannedACL.Value, bucketName);

}
catch (Exception e)
{
Console.WritelLine(e.Message);
}

453. iFREH

PUutACL [ iR BEMZHIT:
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CannedACL S3CannedACL E‘ I}ﬂi_ bR =
HEACLER
LE B ENXH
AccessControlList S3AccessControlList . %3£E><Eﬁ =
ACLTER
BucketName string PRI ZFR =

S3CannedACL B2& 7 —ATE X A5 = HAR, o U AT A R R T

PR A

BINS R, WHVATEERE

NoACL FULL_CONTROL XBR, HAbH FEB A4
R
. MBI AEHA FULL_ CONTROL R, HAth
Private . NN
B RPEBHER
. MBI AEHA FULL_ CONTROL R, HAth
PublicRead

F P#E READ AUR

PublicReadWrite

WEIFTA EHA FULL_ CONTROL AXFR, EHAb
F8 P37 READ #0 WRITE R

46. FREVEHEER

4.6.1. TheeiRAR

GetACL 3 ETT IFLBUAREY access control list (ACL) 128, #8889 ACL o] U7E B Z HY i
BFEBHFABIT API EE, BAEEHES READ ACP (BUR ACL{EE) WRA T IMEHE

B ACLIER.

4.6.2. RIGxBI

using System;

using System.Threading.Tasks;
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using Amazon.Runtime;
using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.BucketOperation

{
public class GetBucketACLExample
{
public static async Task GetBucketACL()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);

var conf = new AmazonS3Config

{

ServiceURL = endpoint

}s
var s3Client = new AmazonS3Client(credentials, conf);

var getAclRequest = new GetACLRequest()

{

BucketName = bucketName

}s
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var result = await s3Client.GetACLAsync(getAclRequest);

if (result.HttpStatusCode != System.Net.HttpStatusCode.

oK)

Console.WritelLine("fail to get ACL of bucket {©}, H
ttpStatusCode:{1}, ErrorCode:{2}.", bucketName, (int) result.HttpStat

usCode, result.HttpStatusCode);

return;

foreach (var grant in result.AccessControlList.Grants)

{
Console.WriteLine("Type:{0}, CanonicalUser:{1}, Di

splayName: {2}, EmailAddress:{3}, URI:{4}, Permission:{5}",

grant.Grantee.Type, grant.Grantee.CanonicalUse
r, grant.Grantee.DisplayName, grant.Grantee.EmailAddress, grant.Gran
tee.URI, grant.Permission.Value);

}

Console.WriteLine("OwnerId:{@}, OwnerDisplayName:{1}.",

result.AccessControlList.Owner.Id, result.AccessControlList.Owner.D

isplayName);
}
catch (Exception e)
{
Console.WriteLine(e.Message);
}
}
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}

}

46.3. iIBKEH

GetACL TR BEMZHNT:

BucketName string BRI BFR =
46.4. IRELER
GetACLIREIFE R T:

BHE =i A
Grant EEHHE, BT

Grants List<S3Grant> FBOENMEHR T ANE
SN

Owner Owner B EEER

47. B EWEEK
47.1. THREEIREA

HEME (bukcet policy) o IARIEMECE A& FHEERILE FIRRIR . 58425151

F (access control lists, ACL) REEXSE—FRIEENR, MR INETEFMEET—

N
MEAMNEIHEZE AN REENR. HHIFFEZIE PutBucketPolicy #IERTR, AR
WMELZMIRE T policy, NFHH policy SBEEHFH policy,

PutBucketPolicy # {0 DU EMRKES, MR BRIZAIEEIL ISON IR FHFEEE
1T Policy 5N, — policy 9= T:

{

"Id":"PolicyId",

"Version":"2012-10-17",
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"Statement":[
{

"Sid":"ExampleStatementID1",

"Principal”:{
"AWS": [

"arn:aws:iam:: :user/userId",
"arn:aws:iam:::user/userName"

1

+s

"Effect":"Allow",

"Action":[
"s3:ListBucket"”,
"s3:CreateBucket"

15

"Resource":[
"arn:aws:iam: ::exampleBucket"”

1,

"Condition":"some conditions"

+s
1
}

Statement FIN A AN T :

statement Id, TIIEEET . iR

Sid
statement F=FE 1T &

iy
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IERET, WA, BEAREK
statement A FR £T X4 B9 Domain X
X User, XFFBELFF+", &/RnFTE
BR (BZEBF) . 2% Domain

o ¥ , Principal 5

Principal TFrE B AR, Principal 4520 o
. , NotPrincipal 3 H—
A arnawsiam:iuser/* , 4 ¥EAD
User #4784, Principal #8204
arn:awsiam::user/userld B &
arn:aws:iam::user/userName
THREET R |
. TRART T\%BZ ERA o & . NotPrincipal 5
NotPrincipal statement ILECRR UL 2 SN ELAB A, orincinal
rincipal eHE—
BME[E) Principal ncipal iz
Ok EETF, FEEAL statement
ERERIE, Action FEUAEAT
BB REES, UFFFH
. L o _ | @3, Action 5 NotAction
Action ads, ARHKNS, HA |,
Alcw n — N SAw ST Lk N — PV =
BofF+", SRoMZIRIBBERITHIATE
BAE, B0 “Action”:['s3:Listx",
‘$3:Get+"],
TRABEF, B —HBE,
X o]3%, NotAction 5 Acti
NotAction statement IUECERIZ AR 1E 2 SMEY ;;_ otAction 55 Action
HApRiE, BUER Action =
IR KET, 8 E A S statement
Effect IR B AVFE 2B, Effect Y | 4%
B8 Allow 3 Deny
OS5 statement 21E .
R e o % , Resource 5
Resource RAM—ARER, SRR, & NotResource &
_ - H—
NATE TR
TmAET, BE—HRE,
L s A of £ . NotR E
NotResource statement IUECBR1Z ZH IR 2 SMAY I . otResource 5
. Resource EH—
Hib%&JE, BEUE[E Resource
Condition of 1%

TR, A statement A3
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using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.BucketOperation

{
public class PutBucketPolicyExample
{
public static async Task PutBucketPolicy()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
var policyJsonStr = "<policy-json>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);

var conf = new AmazonS3Config

{

ServiceURL = endpoint
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}s
var s3Client = new AmazonS3Client(credentials, conf);

var putBucketPolicyRequest = new PutBucketPolicyReques

t()
{
BucketName = bucketName,
Policy = policyJsonStr
s
var result = await s3Client.PutBucketPolicyAsync(putBu
cketPolicyRequest);
if (result.HttpStatusCode != System.Net.HttpStatusCode.
0K)

Console.WritelLine("fail to put policy to bucket {0},
HttpStatusCode: {1}, ErrorCode:{2}.", bucketName, (int) result.HttpSt

atusCode, result.HttpStatusCode);

}
}
catch (Exception e)
{
Console.WritelLine(e.Message);
}
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473. iEKEH

PutBucketPolicy o] PU& B RIS EAN T

SH =<bill AR ehwE
BucketName string MR ZFR =

. . JSON X HIMRES |
Policy string Jage =

48. FRENHERRER

4.8.1. TheeiAp

GetBucketPolicy #1E BT 3XBUREA policy, policy BRBINEE T INFE A A IRIEE K EBH
HE XA B RIS, WEIFFEE T ILEBEH policy 5.

482 KREGRHI

using System;

using Amazon.S3;

using System.Threading.Tasks;

using Amazon.Runtime;

using Amazon.S3.Model;

namespace DotNetSDK.BucketOperation

{
public class GetBucketPolicyExample
{
public static async Task GetBucketPolicy()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
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var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);
var conf = new AmazonS3Config
{
ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);

var getBucketPolicyRequest = new GetBucketPolicyReques

t()

BucketName = bucketName

}s

var result = await s3Client.GetBucketPolicyAsync(getBu
cketPolicyRequest);
if (result.HttpStatusCode != System.Net.HttpStatusCode.

0K)

Console.WritelLine("fail to get policy of bucket {0},
HttpStatusCode: {1}, ErrorCode:{2}.", bucketName, (int) result.HttpSt
atusCode, result.HttpStatusCode);

return;
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Console.WriteLine("the policy of bucket {0} is: {1}.",

O xBc

bucketName, result.Policy);

}

catch (Exception e)

{
Console.WriteLine(e.Message);

48.3. iEKEH

GetBucketPolicy TR BRI SEINT
BucketName string bucekt B FR =
)
484, IRBILER
GetBucketPolicy IR B f94E RN T :
Policy string JSON #& = B bucekt FRESE B

49. MIBRHEREE

DeleteBucketPolicy #{E0] IXMIBRIEE KLECERIREE, WAYATE B BN E MRS RIS

49.1. TheEwAA

AR
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49.2. KEERH

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.BucketOperation

{

public class DeleteBucketPolicyExample

{

public static async Task DeleteBucketPolicy()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";

try

var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);

var conf = new AmazonS3Config

{

ServiceURL = endpoint

¥

var s3Client = new AmazonS3Client(credentials, conf);

var deleteBucketPolicyRequest = new DeleteBucketPolicy

Request()
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BucketName = bucketName

}s

var result = await s3Client.DeleteBucketPolicyAsync(de
leteBucketPolicyRequest);
if (result.HttpStatusCode != System.Net.HttpStatusCode.

0K)

Console.WritelLine("fail to delete policy of bucket
{0}, HttpStatusCode:{1}, ErrorCode:{2}.", bucketName, (int) result.Ht

tpStatusCode, result.HttpStatusCode);

}
}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

493. IFREM

DeleteBucketPolicy o] IR BERISEN T :

Pl

BucketName string bucekt FIZFR

83



& 50

410 REHEDEHEE
410.1. Ih&ElAA

PutLifecycleConfiguration #E®] iz B4 ap BN, FN BT B LR R key
BISR. % LS NRBE BIARA S B D L IRAN RIS HRS 8], WRSHESEEM
BR . MBAYRRAIEFVRZS L AMAET Enabled Z3E Suspended, [ SERRANIS S I3 Bk [BIACE 7 Ak
43, KT PutBucketLifecycleConfiguration HESBER TP E FEME G EEIM N,

4102. HRERH

using System;

using System.Collections.Generic;
using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.BucketOperation

{
public class PutBucketLifeCycleConfigurationExample
{
public static async Task PutBucketLifecycleConfiguration()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
try
{
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var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);
var conf = new AmazonS3Config
{
ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);
List<LifecycleRule> rules = new List<LifecycleRule>();
// rulel: iR BN SIEENRNNR—KEILH
var rulel = new LifecycleRule()
{
Id = "expireAfterOneDay",
Filter = new LifecycleFilter()
{
LifecycleFilterPredicate = new LifecyclePrefixP
redicate()
{
Prefix = "expireAfterOneDay/"
}
}s
Status = LifecycleRuleStatus.Enabled,
Expiration = new LifecycleRuleExpiration()
{
Days = 1
}
}s
rules.Add(rulel);
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/] rule2: REHAIEE RGBT R A —F S

var rule2 = new LifecycleRule()

}s

currentVersionExpiration()

{

NoncurrentDays = 1

}s
rules.Add(rule2);
// rule3: RENEHEERZEENXNR—KELH
var rule3 = new LifecycleRule()
{
Id = "withTagsExpireAfterOneDay",
Status = LifecycleRuleStatus.Enabled,

Expiration = new LifecycleRuleExpiration()

{

{
Id = "noncurrentVersionExpireAfterOneDay",
Status = LifecycleRuleStatus.Enabled,
Filter = new LifecycleFilter()
{
LifecycleFilterPredicate = new LifecyclePrefixP
redicate()
{
Prefix = "noncurrentVersionExpireAfterOneDa
y/"
}

NoncurrentVersionExpiration = new LifecycleRuleNon

86




O xBc

Days = 1
}s

Filter = new LifecycleFilter()

{

LifecycleFilterPredicate = new LifecycleTagPred

icate()

Tag = new Tag()

{
Key = "<keyl>",

Value = "<valuel>"

}s
}s
rules.Add(rule3);

LifecycleConfiguration configuration = new LifecycleCo

nfiguration()

Rules = rules
}s
var putlLifecycleConfigurationRequest = new PutLifecycl

eConfigurationRequest()

{

BucketName = bucketName,

Configuration = configuration

}s
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sync(putLifecycleConfigurationRequest);

var result = await s3Client.PutLifecycleConfigurationA

if (result.HttpStatusCode != System.Net.HttpStatusCode.

oK)

Console.WriteLine("fail to put lifecycle configura
tion to bucket {@}, HttpStatusCode:{1}, ErrorCode:{2}.", bucketName,

(int) result.HttpStatusCode, result.HttpStatusCode);

}
}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

4103. EXREH

PutLifecycleConfiguration TJi& BERS I T:

S i) AR R E
BucketName string BRI AR =
HETEmEAH

HNNEE, &%
o B & 1000 %
i)

bl

Configuration LifecycleConfiguration
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411, KBRS AR E
411.1. IheeikAA

Ao APEETNBIREANSAEMNFEIHRANR, KUFHE=ME.

GetBucketLifecycleConfiguration {4 0] INZE B 1% 4 5T A9 4y EHAFL N

411.2. REBRH

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.BucketOperation

{
public class GetBucketLifecycleConfigurationExample
{
public static async Task GetBucketLifecycleConfiguration()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);

var conf = new AmazonS3Config
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ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);
var getlLifecycleConfigurationRequest = new GetLifecycl

eConfigurationRequest()

{

BucketName = bucketName

}s

var result = await s3Client.GetLifecycleConfigurationA

sync(getLifecycleConfigurationRequest);

if (result.HttpStatusCode != System.Net.HttpStatusCode.

0K)

Console.WritelLine("fail to get lifecycle configura
tion of bucket {@©}, HttpStatusCode:{1}, ErrorCode:{2}.", bucketName,
(int) result.HttpStatusCode, result.HttpStatusCode);

return;

Console.WritelLine("the lifecycle configuration of buck

et {0} are:", bucketName);

foreach (var lifecycleRule in result.Configuration.Rul

es)

Console.WriteLine("Lifecycle rule id: {@}", lifecy

cleRule.Id);
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fecycleRule.Status);

Console.WriteLine("Lifecycle rule status: {0}", 1i

if (null != lifecycleRule.Expiration)
{
Console.WriteLine("expiration days: {0}", lifec

ycleRule.Expiration.Days);

}

if (null != lifecycleRule.NoncurrentVersionExpirat

ion)

Console.WriteLine("NoncurrentVersionExpiration
NoncurrentDays: {0}", lifecycleRule.NoncurrentVersionExpiration.Non

currentDays);

if (null != lifecycleRule.Transitions)
{
foreach (var transition in lifecycleRule.Transi

tions)

Console.WriteLine("Transition Days: {0}", t

ransition.Days.ToString());

}

if (null != lifecycleRule.NoncurrentVersionTransit

ions)
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foreach (var nontransition in lifecycleRule.Non
currentVersionTransitions)
{
Console.WriteLine("NoncurrentVersionTransit

ion NoncurrentDays: {0}", nontransition.NoncurrentDays.ToString());

}
}

}
}
catch (Exception e)
{

Console.WriteLine(e.Message);
}

411.3. EXREE

GetBucketLifecycleConfiguration T[1& &S50 T :

Pl

BucketName string R

4114. 1BREIER

GetBucketLifecycleConfiguration iR [E| fY45 RN

Rules List<LifecycleRule> — R E G EEEEN
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4.12. MRS fp EHARL B
4121. Ih&EVAA

DeleteLifecycleConfiguration % {£0] X MR 4 AR A9 & BB A& ar B ERFL I .

4122. REBRH

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.BucketOperation

{
public class DeleteBucketLifecycleConfigurationExample
{
public static async Task DeleteBucketLifeConfiguration()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
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try

var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);
var conf = new AmazonS3Config
{
ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);
var deletelifecycleConfigurationRequest = new Deleteli
fecycleConfigurationRequest()
{
BucketName = bucketName
}s
var result = await s3Client.DeletelLifecycleConfigurati
onAsync(deleteLifecycleConfigurationRequest);
if (result.HttpStatusCode != System.Net.HttpStatusCode.

NoContent)

Console.WriteLine("fail to delete lifecycle config
uration of bucket {0}, HttpStatusCode:{1}, ErrorCode:{2}.", bucketNam

e, (int) result.HttpStatusCode, result.HttpStatusCode);

}
}
catch (Exception e)
{
Console.WritelLine(e.Message);
}
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DeletelLifecycleConfiguration Ti& B IS T !

BucketName string BRI FR

Pl

413, WEWEEIH O E
4131. IheEixRA

BEAFEI{Z (CORS) EXTHE—MHFMENE ik Web NAEFSH—EH
MABRRZENTTR. FIA CORS X, BUMMEFENE w Web NAER, T
PUZE PP 20 5 VP ES IR B IR B IR

] )3T PutCORSConfiguration 3 0% B MBI O RE.

4132. RERH

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.BucketOperation

{

public class PutBucketCORSExample

{
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port

public static async Task PutCORSConfiguration()

{

ecretKey);

var
var
var
var

try

accessKey = "<your-access-key>";
secretKey = "<your-secret-access-key>";
endpoint = "<your-endpoint>";
bucketName = "<your-bucket-name>";

var credentials = new BasicAWSCredentials(accessKey,

var conf = new AmazonS3Config

{

ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);
var rule = new CORSRule();
rule.AllowedMethods.Add("PUT");
rule.AllowedMethods.Add("GET");
rule.AllowedMethods.Add("HEAD");
rule.AllowedMethods.Add("POST");
rule.AllowedMethods.Add("DELETE");

rule.AllowedHeaders.Add("*");

S

rule.AllowedOrigins.Add("*"); // TJU{EMH http://domain:

rule.ExposeHeaders.Add("ETag");

rule.MaxAgeSeconds = 3600;

var req = new PutCORSConfigurationRequest()
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BucketName = bucketName,
Configuration = new CORSConfiguration()
}s5

req.Configuration.Rules.Add(rule);

var result = await s3Client.PutCORSConfigurationAsync
(req);
if (result.HttpStatusCode != System.Net.HttpStatusCode.

oK)

Console.WriteLine("fail to put bucket cors {0}, Htt
pStatusCode: {1}, ErrorCode:{2}.", bucketName, (int) result.HttpStatus

Code, result.HttpStatusCode);

}
}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

413.3. ERESHE

BucketName string AR

Pl
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Configuration CORSConfiguration ES 1335 [a) AL ) P
% 7F CORSConfiguration —££1i3 B

e WiRA

AllowedMethods RVFRIER T A

AllowedOrigins AVFHIIERIE

AllowedHeaders VFRITER K

ExposedHeaders A IFIE[EIH) Response Header

MaxAgeSeconds BEIER S RAVEFR[E)

414, FREEEEG O E
414.1. TIheEixAA

BEAFEI{Z (CORS) EXTHE—NHFMENEAiw Web EAEFSH—EH
MABRRZENTTR. FIA CORS X, BUMMEFENE w Web NAERF, FRT
PUEFE M R VPRSI B R B9 B R

#0] 38T GetCORSConfiguration 1% 1% BRI B0 ELE .

4142. RIERH

using System;
using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

namespace DotNetSDK.BucketOperation

{
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public class GetBucketCORSExample
{
public static async Task GetCORSConfiguration()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);
var conf = new AmazonS3Config
{
ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);
var result = await s3Client.GetCORSConfigurationAsync
(bucketName);
if (result.HttpStatusCode != System.Net.HttpStatusCode.
0K)
{

Console.WritelLine("fail to get bucket cors {0}, Htt
pStatusCode:{1}, ErrorCode:{2}.", bucketName, (int) result.HttpStatus
Code, result.HttpStatusCode);

return;

}
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foreach (var corsRule in result.Configuration.Rules)

{

Console.WriteLine("cors rule's methods: {@}", stri
ng.Join(", ", corsRule.AllowedMethods));

Console.WriteLine("cors rule's headers: {0}", stri

ng.Join(", ", corsRule.AllowedHeaders));

Console.WriteLine("cors rule's origins: {@}", stri

ng.Join(", ", corsRule.AllowedOrigins));

Console.WriteLine("cors rule's expose headers: {0}

1] 1]

, string.Join(", ", corsRule.ExposeHeaders));

Console.WriteLine("cors rule's expired seconds: {0}

, corsRule.MaxAgeSeconds);

}
}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

4143. BHEREH

Pl

bucketName string 2R
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4144, 1BREIER

S AL, AL
Configuration CORSConfiguration id, WBXRAE, BERKESE
58

% 7F CORSConfiguration —££1i3 B

SH WiRA

AllowedMethods RVFRIER T A
AllowedOrigins AVTFHIERIE
AllowedHeaders AIFEIER K
ExposedHeaders AIFIREIF) Response Header
MaxAgeSeconds BEIERE RN EFHE

4.15. ERHEEEG i E
4151. Ih&EwAA

BEABE{ZF (CORS) EXTE—NMEFMEME G Web NARFS S —MEH
MEREZENTTRN. FA CORS X#F, HOUMMEFEMNEPim Web NAER, R
DU B3 R VF RS TR 8 R A RO

0] 3@t DeleteCORSConfiguration 1 O MRS 5 R B & .

4152. REBRH

using System;

using System.Threading.Tasks;

using Amazon.Runtime;

using Amazon.S3;
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namespace DotNetSDK.BucketOperation
{
public class DeleteBucketCORSExample
{
public static async Task DeleteCORSConfiguration()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey) ;
var conf = new AmazonS3Config
{
ServiceURL = endpoint
1
var s3Client = new AmazonS3Client(credentials, conf);
var result = await s3Client.DeleteCORSConfigurationAsy
nc(bucketName) ;
i1f (result.HttpStatusCode != System.Net.HttpStatusCode.
NoContent)
{
Console.WritelLine("fail to get bucket cors {0}, Htt
pStatusCode:{1}, ErrorCode:{2}.", bucketName,
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(int)result.HttpStatusCode, result.HttpStatusC
ode) ;
/
/
catch (Exception e)
{
Console.WritelLine(e.Message);
}
/
/
/

Pl

Bucket string R N

4.16. EEBMAFEFIRE

416.1. EREH
PutBucketVersioning #E o] MR B IR AT RS . @AVARAZE TR T UL E A I
THE:

o Enabled: MHEHFHNAAEXNRBARAES, ZFEENFMEBFANREBSERE

—/NME—RY version ids

e Suspended: XAMIVIRAER], ZFENRMEIFEHOIXNSRE version id SR E
2 null,

4162. HERH

using System;

using System.Threading.Tasks;
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using Amazon.Runtime;
using Amazon.S3;
using Amazon.S3.Model;
namespace DotNetSDK.BucketOperation
{
public class PutBucketVersioningExample
{
public static async Task PutBucketVersioning()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);
var conf = new AmazonS3Config
{
ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);
var putBucketVersioningRequest = new PutBucketVersioni
ngRequest()
{
BucketName = bucketName,
VersioningConfig = new S3BucketVersioningConfig()
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Status = VersionStatus.Enabled

}s

var result = await s3Client.PutBucketVersioningAsync(p
utBucketVersioningRequest);
if (result.HttpStatusCode != System.Net.HttpStatusCode.

oK)

Console.WritelLine("fail to put versioning config t
o bucket {0}, HttpStatusCode:{1}, ErrorCode:{2}.", bucketName, (int)

result.HttpStatusCode, result.HttpStatusCode);

}
}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

416.3. BHERESH

PutBucketVersioning TR BHSE O T:

BucketName string R RR

Pl
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VersioningConfig S3BucketVersioningConfig =

EHRSHSE

4.17. FREE R A FIRTS
417.1. Ih&EVAA

GetBucketVersioning R {E ] NSRBI AR A2 FIRSE R . WA BEIAHA RN
FR A AR AR IS B AIANBR

BIBRAEFAE =R RIFRE (Off). T2 (Enabled) FE{F (Suspended)
MRAEES, MRBMARZBERRBELRARGIRT, BAZBERINART BRAEFRES.

4172. REBRH

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.BucketOperation

{
public class GetBucketVersioningExample
{
public static async Task GetBucketVersioning()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
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var bucketName = "<your-bucket-name>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);
var conf = new AmazonS3Config
{
ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);
var getBucketVersioningRequest = new GetBucketVersioni
ngRequest()
{
BucketName = bucketName
}s

var result = await s3Client.GetBucketVersioningAsync(g
etBucketVersioningRequest);
if (result.HttpStatusCode != System.Net.HttpStatusCode.

oK)

Console.WritelLine("fail to get versioning config o
f bucket {0}, HttpStatusCode: {1}, ErrorCode:{2}.", bucketName, (int)
result.HttpStatusCode, result.HttpStatusCode);

return;

Console.WriteLine("the versioning config of bucket {0}
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is: {1}.", bucketName,

result.VersioningConfig.Status.Value);

}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

4173. EREH

GetBucketVersioning [ BHSEIIT

fi

BucketName string R FR

4174. 1BREIER

GetBucketVersioning IR B A4 RN T

Bt& it A

HEMPBRAR GRS

SRR, HAP R Status
B T AR AR
FEBERTS

VersioningConfig S3BucketVersioningConfig
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5. 97/ Ef&#EO
51. mEEO

SDK feft# RrmpaiEn, HERFPXID F EERIIEE.

51.1. #HOENX

public void Upload(string filePath, string bucketName, string key);

public void Upload(Stream stream, string bucketName, string key);

public void Upload(TransferUtilityUploadRequest request);

public Task UploadAsync(string filePath, string bucketName, string ke

y, CancellationToken cancellationToken = default);

public Task UploadAsync(Stream stream, string bucketName, string key,

CancellationToken cancellationToken = default);

public Task UploadAsync(TransferUtilityUploadRequest request, Cancell

ationToken cancellationToken = default);

5.1.2. KGR HI

class TransDemo
{
private readonly AmazonS3Client s3Client;
private readonly TransferUtility utility;

private string bucket = "<your-bucket-name>";
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{

{

{

public TransDemo()

var credentials = new BasicAWSCredentials("<your-access-key>",
"<your-secret-key>");

var conf = new AmazonS3Config

{

ServiceURL = "<your-endpoint>",

}s

this.s3Client = new AmazonS3Client(credentials, conf);

this.utility = new TransferUtility(this.s3Client);

public void UploadFile()

Console.Out.WriteLine("UploadFile");

var key = "<your-object-key>";

var filePath = "<file-path>";
this.utility.Upload(filePath, bucket, key);

Console.Out.WriteLine("UploadFile success");

public void UploadFileRequest()

Console.Out.WriteLine("UploadFileRequest");

var key = "<your-object-key>";

var filePath = "<file-path>";

TransferUtilityUploadRequest req = new TransferUtilityUploadR
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equest();

eAccess.Read);

req.BucketName
req.Key =
//req.FilePath

req.InputStream =

req.CannedACL =

key;

filePath;

this.utility.Upload(req);

this.bucket;

req.PartSize = 5 * 1024 * 1024;

S3CannedACL.PublicRead;

Console.Out.WriteLine("UploadFileRequest success");

new FileStream(filePath, FileMode.Open, Fil

5.1.3. i kE&H

SHH e i) AR =EVE

bucketName string & =

key string Z FERNTREIR =
TSR

filePath string B ARG (A 5
stream —i%—)
EEH KT¢ o (A0

stream Stream 5
filePath —

TransferUtilityUploadRequest = B 54

SHZ i) 1A EEVE

BucketName string & =

Key string Z FERNRZBIR =
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+ SR S n
FilePath string fe B9 X %\ 5 (% =
InputStream —3%—)
FRRRSCHR (1 FilePath
InputStream Stream R %
“k—)
PartSize long SRR/, BN 5MB &
ContentTvoe trin R SRR |
P J MIME 35 -
r E ACL fF B
CannedACL S3CannedACL #w E ACL =
(Private|PublicRead)

5.1.4. XF Content-Type HECE

Content-Type FTFHRIRXHAITRIRKE, tban image/png, image/jpg =E F KA,
video/mpeg, video/mp4 Z¥IHKRE text/plain, text/html BXAKE 3
fRET X ARERY Content-Type A RNEIRVIRIE, LLanE A KBV TTINTRYE, WSRKEL O] DUE,
XAKET Y EEFTHF. application/octet-stream XBISEHEIT A THED.

7 dotnet sdk H, MR AFEHIRE Content-Type, SR\ R key FRT EBR B

M4 B Content-Type.

52. 4R tEfR-E&ESR
5.2.1. ThAEIRER

DR EEBRETUSEBIE 5GB AN HNEIFLEE, —HBE=ATRE: B, ki
B F EZEREKE— upload id. RfE, BAXHGDEBSRELE BRTRE—9A,
TN A SR AN A BMB~5GB, 1M A EEHIEH&EM & upload id. &ja, KiXE—N

H upload id BJIEX, RS R LERIE,
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5.2.2. KEERHI

using System;

using System.Collections.Generic;
using System.IO;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.ObjectOperation

{
public class UploadPartExample
{
public static async Task UploadPart()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var bucketName = "<your-bucket-name>";
var key = "<your-object-key>";
var filePath = "<file-path>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);

var conf = new AmazonS3Config

{

ServiceURL = endpoint
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}s
var s3Client = new AmazonS3Client(credentials, conf);
/11, RiE—10 R EEREBK, kB upload id
var initiateMultipartUploadRequest = new InitiateMulti
partUploadRequest()
{
BucketName = bucketName,
Key = key
}s
var initiateMultipartUploadResponse = await s3Client.I
nitiateMultipartUploadAsync(initiateMultipartUploadRequest);

var uploadId = initiateMultipartUploadResponse.UploadI

Console.WriteLine("upload id: {0}", uploadId);
/] 2. RERXMARED A L&

var partSize = 1024 * 1024 * 16;

var fileInfo = new FileInfo(filePath);

var filelLen = fileInfo.Length;

var partNumber = filelen / partSize;

if (filelLen % partSize != 09)

{

partNumber++;

var etaglist = new List<PartETag>();

using (var fs = File.Open(filePath, FileMode.Open))

{

for (var i = @; i < partNumber; i++)
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var seekBytes = (long) partSize * i;

fs.Seek(seekBytes, 0);

var size = (partSize < filelLen - seekBytes) ? p
artSize : (fileLen - seekBytes);

var uploadPartRequest = new UploadPartRequest()

{
BucketName = bucketName,
Key = key,
UploadId = uploadId,
InputStream = fs,
PartSize = size,
PartNumber = i + 1

¥

/] 7Rkt

var uploadPartResponse = await s3Client.UploadP
artAsync(uploadPartRequest);

etaglist.Add(new PartETag(uploadPartResponse.P
artNumber, uploadPartResponse.ETag));

Console.WriteLine("finish upload part {0}/{1}",

etaglList.Count, partNumber);

}

/1 3. ERDR L
var completeMultipartUploadRequest = new CompleteMulti

partUploadRequest()

{
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e);

}

{

BucketName = bucketName,
Key = key,

UploadId = uploadId

}s
foreach (var etag in etaglList)
{
completeMultipartUploadRequest.PartETags.Add(etag);
}

var completeMultipartUploadResponse = await s3Client.C

ompleteMultipartUploadAsync(completeMultipartUploadRequest);

if (completeMultipartUploadResponse.HttpStatusCode !=

System.Net.HttpStatusCode.OK)

{

Console.WriteLine("fail to complete multipart uplo

ad, HttpStatusCode:{0}, ErrorCode:{1}.", (int) completeMultipartUploa

dResponse.HttpStatusCode,

completeMultipartUploadResponse.HttpStatusCod

}
else
{
Console.WritelLine("complete multipart upload.");
}

catch (Exception e)

Console.WritelLine(e.Message);
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5.23. B9 H L& ES

InitiateMultipartUpload AFeIED F E£EEE, RESHF EEESH D,
RENSHMNT:

CannedACL

S3CannedACL

RE L ERRE
it ok
ACLER

iy

BucketName

string

RS

fi

ContentType

string

iR LS
AR MIME

ety

i

Key

string

SRR
FRERSS IR X R
A key

Pl

Metadata

MetadataCollection

P INEENGEHEN
TEREER

iy

TagSet

List<Tag>

HRIIFER S

iy

WebsiteRedirectLocation

string

MREBHECE
TR M uE A&
SEIR 22T
XA F% &5
R EHEE (6
FMFAETHE
IS RS E IR
) URL

i
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BB ERNT:
SH ) B

BucketName string WATS B LB R B AR
Key string KRGy Fr LR AR
Uploadld string KR EE#RE I

524, EfE—1M9 R

UploadPart BT3B E] 4 5 1£% upload id =&, 1&®id upload id 3k &4 A #3EE45
ENDE FEEETNHTR.
BN T:

InputStream

Stream

R AR

Pl

BucketName

string

R FPR

Pl

PartSize

long

WHRTEK body FIKE (&
i %) . ZBHI
£ body IKE N EEH A 51IR
FIEER TRE

iy

MD5Digest

string

FENREIER base64 4
f3H9 128 17 MD5 &, 8
BIERLEBER

i

Key

string

RS BT AR S5
JEXSRZHY key

fi

PartNumber

int

WA SR EIR A SR AT
BRI R, KFET 1, /)
FZF 10000

Pl

Uploadld

string

InitiateMultipartUpload #
{EZKELHY Uploadld, 5—

Pl
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BREIMNERIT:
it AR
. AR L5 R IaX R
ETag string .
Entity Tag
oo Umber - 5 A L EBIRAE R AR
B9 R

5.2.5. e B E&1ES

SRAES RN EEZE, BASMED CompleteMultipartUpload, FREIHSIEFTH
SR EFBHRRE.

JRENSHMT:

BucketName string BTN F HERRHRER | 2
@ - EEERETRES |
’ ’ X RTH key =
B T8 e LENS A
PartETags List<PartETag> AU ETag A PartNUmber &5 | &
58
Unloadld ol CreateMultipartUpload # | _
oa strin
" ? {EZKELAY Uploadld, 5— =
MRS EEXNN
BREMERINT:

BucketName string AT B L ARSI
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. KR LRI N
ETag string Entity Tag

. R EIR R F RS S
Key string SR key
Location string FENREXN A URI
Versionld string FENREENAIRA

53. FIHE LERS R

5.3.1. TheEiiAA

ListParts BT I — 0 A L EREFEL L EREEREREHHNTARER.
FH ListParts £ 1EB IR it object key F1 upload id, IREIMNE R & L E 2 1000 ME FEHD
FEE, BRIAIRE 1000 4, T RUIBIT IR E MaxParts SEMEIEEREERFH K EBHE

B

o

5.3.2. XL R

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.ObjectOperation

{

public class ListPartsExample

{

public static async Task ListParts()
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tKey);

quest);

oK)

var
var
var
var
var
var

var

try

accessKey = "<your-access-key>";
secretKey = "<your-secret-access-key>";
endpoint = "<your-endpoint>";
bucketName = "<your-bucket-name>";

key = "<your-object-key>";
uploadId = "<your-upload-id>";

credentials = new BasicAWSCredentials(accessKey, secre

var conf = new AmazonS3Config

{

ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);

var listPartsRequest = new ListPartsRequest()

{

BucketName = bucketName,
Key = key,
UploadId = uploadld

}s

var result = await s3Client.ListPartsAsync(listPartsRe

if (result.HttpStatusCode != System.Net.HttpStatusCode.
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{0}, HttpStatusCode:{1}, ErrorCode:{2}.", uploadId, (int) result.Http

Console.WriteLine("fail to list part of uploadld

StatusCode, result.HttpStatusCode);

return;

Console.WriteLine("uploaded parts:");
foreach (var partDetail in result.Parts)
{
Console.WriteLine("Etag:{@}, PartNumber:{1}, Size:

{2}.", partDetail.ETag, partDetail.PartNumber, partDetail.Size);

}
}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

5.3.3. IEREH
ListParts o[ IR ERISEIN T :

S8 il 15 A eEvE
BucketName string HITRBIENFZTR =
Key string DARIENN R key | 2
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MaxParts int

EERESD HEEHVE
2, BAEMRXESA
1000

i

PartNumberMarker string

MBFEEIRE part
number X+
PartNumberMarker B3>
RFER

i

Uploadld string

EEIREZ d FATBHMSY
FERED R ER

Pl

5.3.4. IREIZR

ListParts IR[E] 925 RN T :

%]

A

BucketName

string

RATARIERABRIR

IsTruncated

bool

L4 false R NR B AR E
BT EHHFEARRIERE R
HHEESRER, SRR
[B] 7 #&5 MaxParts NI A
=S

Key

string

R EENRBR

MaxParts

int

RRBREERTFEEN LED
FEENEXRE

NextPartNumberMarker

int

24 IsTruncated 4 true B,
NextPartNumberMarker g U{E
HEEERE LEs F1EKAF
K PartNumberMarker f9{&

Owner

Owner

DHELENGHAEERES.
BETHRARBMIdEER
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22—
Q AR
0 il 1546
BETELEYEENE
Parts List<PartDetail> A, BETFRE R %
o> K B9 Entity tag. EEX
i8] PartNumber Fl A/ NEE 2
Uploadld string o R EEBREN I

54. FlHo kR EEES

54.
ListMultipartUploads ##fE o] X5 i — M@ EE#H TS A EZES, XENR EF

1. ThagixeA

ESHERELZLE, BREITHHIERPL.

5.4.

2. KKESRpAI

{

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;

namespace DotNetSDK.ObjectOperation

public class ListMultipartUploadsExample

{
public static async Task ListMultipartUploads()
{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
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var bucketName = "<your-bucket-name>";

var credentials = new BasicAWSCredentials(accessKey, secre

tKey);
try
{
var conf = new AmazonS3Config
{
ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);
var listMultipartUploadsRequest = new ListMultipartUpl
oadsRequest()
{
BucketName = bucketName
}s

var result = await s3Client.ListMultipartUploadsAsync
(listMultipartUploadsRequest);
if (result.HttpStatusCode != System.Net.HttpStatusCode.

oK)

Console.WritelLine("fail to list multipart uploads
in bucket {0}, HttpStatusCode:{1}, ErrorCode:{2}.", bucketName, (int)
result.HttpStatusCode, result.HttpStatusCode);

return;

foreach (var multipartUpload in result.MultipartUpload
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s)

catch (Exception e)

partUpload.Key, multipartUpload.UploadId);

Console.WriteLine(e.Message);

Console.WriteLine("key: {0}, uploadId: {1}", multi

543. i5REH

ListMultipartUploads TJi& BHISEZIA T :

BucketName

i)

string

7 EA

RATABRIERRRIR

Pl

Delimiter

string

5 Prefix BH—ERT
XX R key HITHEK
FF. BB key B21E
TR Prefix BEE—2H
I Delimiter 73 2 (8] 49
NWRIEA—H, MREE
BIEE Prefix 2%, 1%
Delimiter AT B TR
key 1T 8], Z1NR
DEIEMR key FFia
2% — Delimiter 2 [8]
BRI —A

i
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KeyMarker

i)

string

1A

#0 UploadidMarker &%
—iE A TR ER ERER
ok EERNER. A
REBRE
UploadidMarker 4%,
MR B SR key $2 58
FHR R R T
KeyMarker ¥R 752 /5
My AEE. MEREE
7 UploadldMarker &
#H, NE=REXR key
ZF KeyMarker B
Uploadld AT
UploadidMarker 899> /
==

iy

MaxUploads

int64

AT EARE R
IEFE# TN B L5 AE
EMBEAHNE, B/NME
H 1, BAMEHEAE
#k52 1000

iy

Prefix

string

5 Delimiter Z#—it A
TR key HFT04H
T, ATE key B
FEEN Prefix BE—X

H I Delimiter 5 2 [8]
N RIEA—A

iy

UploadidMarker

string

A KeyMarker Z#—iC
BT8R B B &R 43
FEERER, MK
BT KeyMarker %/
FRHEBAR. wE/FRE
YR key &+ KeyMarker
H Uploadld XF
UploadldMarker 94> &
B8

iy
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5.4.4. IREIER

ListMultipartUploads iR Bl A9 45 RN T :

BucketName

A

RAT AR RIR

CommonPrefixes

List<string>

LIEK AR E T Delimiter
A0 Prefix B4R, FTEEE
FEEHY Prefix HEE—R HI
Delimiter P RIS R key £
H—48

Delimiter

string

55K R EH Delimiter
—

IsTruncated

bool

24 false I FRNIREI45 R
REE T EETEARRIE
KE@E S A EEE
FEE, ANRRETHE
4 MaxUploads MIES1E
=)

70N

KeyMarker

string

RE F EEESTIRT
AU R key

MaxUploads

int

FAIOREER PR ZHI5
FEEESHENERE

NextKeyMarker

string

24 IsTruncated 4 true B,
NextKeyMarker o] IX1EH4 i
SEBWEVIRLS A L
EAESSTEK R B KeyMarker
&

NextUploadldMarker

string

24 IsTruncated 24 true B,
NextKeyMarker 8] IYER f&
SEBWEVIRLS A b
BEEIFERPH
UploadldMarker FI{&
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¥ e il AR
FREIR 173 Fr X R &R
Prefix string B0 key AU Prefix 464 3
%
IR @4 J: EEX |
UploadidMarker string BEIS F EEESIIERT

AIAC A Uploadld

BETENRZIENG
RS R EEESEED
R BEERME—ME S
MultipartUploads List<MultipartUpload> TR EREIERTE). 4
A EERBIELEE. YR
key. NRTEE. FiEE
FUF0 Uploadld 21z &

55. R E&-BUES R L&ES
5.5.1. ThAERER

AbortMultipartUpload #{ER T E—PD A EEES . S—10 R LEESHPLLE,
ABHEREBE 52N upload id £, RINEZHK LEHNDATEBA=ESHEE
M. 1T AbortMultipartUpload #1E/m, IEE EERD A TS LA ER P L,
PRI Z B IER TR ENTTE R AbortMultipartUpload #1E X B S B0 L2 Tha D A B
H A=) o] DUBIE AT ListParts BIERFINPIE R IL A EEREREE LED R EE
EE R

5.5.2. RIBRHG

using System;

using System.Threading.Tasks;
using Amazon.Runtime;

using Amazon.S3;

using Amazon.S3.Model;
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{
{

{

var
var
var
var
var
var

try

ecretKey);

loadRequest()

namespace DotNetSDK.ObjectOperation

public class AbortMultipartUploadExample

public static async Task AbortMultipartUpload()

accessKey = "<your-access-key>";
secretKey = "<your-secret-access-key>";
endpoint = "<your-endpoint>";
bucketName = "<your-bucket-name>";

key = "<your-object-key>";

uploadId = "<your-upload-id>";

var credentials = new BasicAWSCredentials(accessKey, s

var conf = new AmazonS3Config

{
ServiceURL = endpoint
}s
var s3Client = new AmazonS3Client(credentials, conf);

var abortMultipartUploadRequest = new AbortMultipartUp

BucketName = bucketName,
Key = key,
UploadId = uploadId
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}s

var result = await s3Client.AbortMultipartUploadAsync
(abortMultipartUploadRequest);
if (result.HttpStatusCode != System.Net.HttpStatusCode.

NoContent)

Console.WriteLine("fail to abort multipart upload,
uploadId:{0}, HttpStatusCode:{1}, ErrorCode:{2}.", uploadld, (int) r
esult.HttpStatusCode, result.HttpStatusCode);

return;

Console.WriteLine("aborted multipart upload, uploadId:

{0}.", uploadld);

}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

5.5.3. IEREH

AbortMultipartUpload TJi& B IS T

i)
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BucketName string T =

. SR RN |

Key string =
key

Uploadld strin EBEFEL LMY =

i ’ A58 id R

56. SR LE-EFSHR

5.6.1. TheEiAA

CopyPart BT UM —PNEGFERIXS L R NIEED F HOEIE, HENHXFR KB
it 5GB, A ZfE A UploadPartCopy HBIEEMMNRHNES]. BT RE—TDHE, S0#N

o R 8K /NSt B 2 [BMB,

CompleteMultipartUpload #{EAEEHE NN D A A— PR,

5.6.2. KEERHI

AN EENRNRZE,

CompleteMultiPartUpload # fE3k BX — ™ upload id, ZEEAHE NEEZT,

FEMEH
BEEA

using System;

using System.Collections.Generic;

using System.Threading.Tasks;

using Amazon
using Amazon

using Amazon

namespace DotNetSDK.ObjectOperation

{

public class CopyPartsExample

{

.Runtime;
.S3;

.S3.Model;
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public static async Task CopyParts()

{
var accessKey = "<your-access-key>";
var secretKey = "<your-secret-access-key>";
var endpoint = "<your-endpoint>";
var sourceBucket = "<source-bucket>";
var sourceKey = "<source-key>";
var destinationBucket = "<destination-bucket>";
var destinationKey = "<destination-key>";
try
{
var credentials = new BasicAWSCredentials(accessKey, s
ecretKey);

List<CopyPartResponse> copyResponses = new List<CopyPa
rtResponse>();
var conf = new AmazonS3Config
{
ServiceURL = endpoint
¥
var s3Client = new AmazonS3Client(credentials, conf);
/] KE—Np R EEREIER, KE upload id
Task<InitiateMultipartUploadResponse> taskInitiateMult
ipartUploadResp = s3Client.InitiateMultipartUploadAsync(new Initiate
MultipartUploadRequest()
{
BucketName = destinationBucket,

Key = destinationKey

1)
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UploadId;

var uploadId = taskInitiateMultipartUploadResp.Result.

Console.WriteLine("upload id: {@}", uploadId);
/] BRELAEFE DU REY R
GetObjectMetadataRequest getObjectMetadataRequest = ne
w GetObjectMetadataRequest
{
BucketName = sourceBucket,
Key = sourceKey
}s
var getObjectMetadataResponse = await s3Client.GetObje
ctMetadataAsync(getObjectMetadataRequest);

long objectSize = getObjectMetadataResponse.ContentlLen

gth;

/] ERD R

long partSize = 5 * (long) Math.Pow(2, 20); // 5 MB.

long bytePosition = 0;

for (int i = 1; bytePosition < objectSize; i++)

{

CopyPartRequest copyPartRequest = new CopyPartRequ

est

DestinationBucket = destinationBucket,
DestinationKey = destinationKey,
SourceBucket = sourceBucket,

SourceKey = sourceKey,

UploadId = uploadld,

FirstByte = bytePosition,
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tSize ? objectSize - 1 : bytePosition + partSize - 1,

LastByte = bytePosition + partSize - 1 >= objec

PartNumber = i
}s
var copyPartResponse = await s3Client.CopyPartAsyn
c(copyPartRequest);
copyResponses.Add(copyPartResponse);

bytePosition += partSize;

/] TERFEND R
CompleteMultipartUploadRequest completeRequest =

new CompleteMultipartUploadRequest

{
BucketName = destinationBucket,
Key = destinationKey,
UploadId = uploadId

}s5

completeRequest.AddPartETags (copyResponses);

CompleteMultipartUploadResponse completeUploadResponse
= await s3Client.CompleteMultipartUploadAsync(completeRequest);

if (completeUploadResponse.HttpStatusCode != System.Ne
t.HttpStatusCode.OK)

{

Console.WriteLine("fail to get copy parts, HttpSta

tusCode: {0}, ErrorCode:{1}.", (int) completeUploadResponse.HttpStatu
sCode, completeUploadResponse.HttpStatusCode);

return;
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Console.WriteLine("copy object from {0}/{1} to {2}/{3}.

, sourceBucket, sourceKey, destinationBucket, destinationKey);

}
catch (Exception e)
{
Console.WriteLine(e.Message);
}

5.6.3. IEREH

CopyPart T BEHSEIT:

DestinationBucket string MEZNERNR | o
AR AR =

DestinationKey string FEINERNNRE key | &

SourceBucket string MBI RA =
MR R

SourceKey string HEE DL R key =2

Uploadid string SRRBEIEER |
RS bed |
FEEHHE IR

SourceVersionld string RS BRI =
B, BOABE DI R A
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5.6.4. IREIER

CopyPart IREIF9ZE RN T

S i) 15t AA

ContentlLength long END FHKE

FTag string PEUL0 Y ETag
LastModified string U5 VR AT E 2UAT (8]
PartNumber int BN RHFS
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6. ZEKIEMRSE(STS)

STS BP Secure Token Service @—fZEEIERS, o ER STS KX TRl B A
8RB TR FEIRA NN REFETER, TTFER STS RS . IHMATESE
FIKS AK/SK, REEER—NMEH AN RIIATENRAFERIY, BEEKS AK/SK

METRAR SN

6.1. ¥ STS BRSS

"<your-access-key>";

private const string AK
private const string SK = "<your-secret-access-key>";

private const string ENDPOINT = "<your-endpoint>"; // e.g. http://end
point or https://endpoint

private readonly AmazonSecurityTokenServiceClient stsClient;

public S3ClientToCtyun()

{
var credentials = new BasicAWSCredentials(AK, SK);
var confSts = new AmazonSecurityTokenServiceConfig
{
ServiceURL = ENDPOINT
}s
this.stsClient = new AmazonSecurityTokenServiceClient(credentials,
confSts);
}

6.2. FRBEUISET token

public void AssumeRole()

{
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var bucket = "<your-bucket-name>";
var roleSessionName = "<your-session-name>";
var roleArn = "arn:aws:iam:::role/xxxxxx";

var policy = "{\"Version\":\"2012-10-17\"," + "\"Statement\":" +
"{\"Effect\":\"Allow\","

+ "\"Action\":[\"s3:*\"]," // RA¥#HT S3 MAERIE. WRNFELLE,
XET IR E A PutObject

+ "\"Resource\":[\"arn:aws:s3:::" + bucket + "\",\"arn:aws:s3:::"
+ bucket + "/*\"]"// ARVFRIERIABRAETE XM, I RUSSULLARSRARIER 1ERY
XA

L S

AssumeRoleRequest req = new AssumeRoleRequest();
req.Policy = policy;
req.RoleArn = roleArn;
req.RoleSessionName = roleSessionName;
var task = this.stsClient.AssumeRoleAsync(req);
try
{
var result = task.Result;
Console.Out.WriteLine("AssumeRole, ak={@}, sk={1}, token={2}",
result.Credentials.AccessKeyId,
result.Credentials.SecretAccessKey, result.Credentials.Se
ssionToken);

}

catch (Exception ex)

{

Console.Out.WritelLine("exception: {@}", ex.Message);
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}

S i) A EBWE
AEH ARN, 724

RoleArn String BUEARFEIUE | B
=
AEr policy, BE

Policy String & json B, BREC | 2
& 1~2048
ABSIAER, BT

RoleSessionName String BABFPBEEX, R| &2
I E 2~64

DurationSeconds Integer ARRCHRTE, B S

TA4 3600s

6.3. {EAIEKFT token

LI —A CredentialsProvider, X 3F%E #7 ak/sk #1 token,

{

{

creds =

public class MyCredProvider

: AWSCredentials

private readonly object syncRoot = new object();

private ImmutableCredentials creds;

new ImmutableCredentials(ak, sk, token);

public MyCredProvider(string ak, string sk, string token)

public override ImmutableCredentials GetCredentials()
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{
lock (syncRoot)
{
return creds.Copy();
}
}

// EFT token

public void UpdateCred(string ak, string sk, string token)

{

lock (syncRoot)

{

creds = new ImmutableCredentials(ak, sk, token);

£ IS token

var ak

"<temporary-access-key>";

var sk = "<temporary-secret-access-key>";

var endPoint = "<your-endpoint>"; // e.g. http://endpoint or https://
endpoint

var token = "<your-session-token>";

var credentials = new MyCredProvider(ak, sk, token);

var conf = new AmazonS3Config

{

ServiceURL = endPoint
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}s

AmazonS3Client s3 = new AmazonS3Client(credentials, conf);
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