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PRULRARSRAAT S o 2T SRS IR B — P N & O 30, RENE I A2 bl
SR PR B /IME I 2 A S ER . Blin: ES RS HE 5L e 1 ) TAM FH P AL BE X
R R B MR S5EITHEAT R E e PR A . 2 BRI R SRS LA AP 45 11 gk R
ATRLBRYRSY, ES IRSS SCREA) AP BRI 2 WA B S v FIBZ AL«

Wk 1-4 s, G367 ES MATE KGR

® X F Elasticsearch Administrator, T #k5 2 MIAFEN A HK R, ES A EMK
AR AR S5 1 A ST RE . RG2S F 327 BS A R, 75 R T4 1Y
flte, ES MIBBRA REAERL.
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PN
FE i
®  XJT ES FullAccess fil ES ReadOnlyAccess, HJ {5 FH i £ 56 W Sk 428 il X 2 AR 2% 55 I
BT RSE . i, R T RS RN R, A BB RN A
A ES I HBUR, HRAR BRI RN RIHA MR ES 555 A /FE AR, 8

LA LMER] TAM MR RN A1 TAM FI P, Sl 3 AR ES (EAS S v
B ES BIALIR, it BS BER 3 A -

#1-4 ES RGHUR
ARGt/ | £33 PR FEAR BN
TRHE 2R
Elasticsearch | R%iffi | ES R3S HIITHHATHUR - e Tenant Guest: 4/ %%
Administrato | ¢ AR, BECATH | A0 ERRIET
' b/ A Tenant Guest fl | e
Server Administrator f {2, e Server Administrator:
TiH %t ERTH
Hhn) ik
ES ROGUHR | BT IRMEERUN ES RSP | &
FullAccess M BHRUR, G ZABRE ]
PLSE 3 T SRS AL ES R
2 BT A HAT AR
ES RGHR | ES MEHIHEMIR, HZ | &
ReadOnlyAc | mg BRI P REE A ES MRS
cess Firde

W% 1-5 Fosdll 17 ES HHIERIES RGRIRIIIRBER R, BRI U S ZREFSIER

R .
15 BRI ESREGHIRMX R

21k ES FullAccess | ES Elasticsearch &3
ReadOnlyAcc | Administrator
ess

(EUREE S s v X J

AmHERS | Y J J

*

EUERFIE | v J J

1%

MR e HE v X J

AR J X J

AR v X v
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184 ES FullAccess | ES Elasticsearch Z3F
ReadOnlyAcc | Administrator
ess

PRI | X J

o A7

i R

AR ER | v v J

HEMIbR2E

BHAR | Y v J

%

mEEE S | v X v ##i OBS Al IAM

] R

BHEEXL | v J

W RS

MEREEX | v X J

]

HahcEE | v X v # 4 OBS Al IAM

TR R 22 LR

filitic &

B R | X J #ii OBS Al IAM

HE ) SR AT PR

&

wEHIM | Y X J

PR R SR

EIMERD | Y v J

EETIREIEEEVS

e

T | v X v

e

iR | v v J

*

(VRN J X J

UIESPNS N X J

fE R | X J

fie

B A v X J

AR J X J
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& 73z

1.10 2R 5 PRI

SERF AT PRI
TR T BRI CEREA AR

71-6 EEREFNTS BRI
SRS PR
FEMERERORT A WA | BRIME 32, Fe K SCHF 200 AN 5, 4 S 7 B e Bk
HE) M, BRI R
FAERBNT A (|1
e
pUb Rl

o Ui mERIRGSEHIEHG, B L AR b

- Google Chrome: 36.0 ¥ SR A
- Mozilla FireFox: 35.0 J ¥ @ hiiA
~  Internet Explorer: 9.0 A& 5 kA

24§ Internet Explorer 9.0 I A BEJCIE & 5k m 8 RIS B HIEH &, JHH 2
H-48 Windows R 45140 Win7 HEALAR, ERINAE 1L Administrator /7, Internet
Explorer 7£ 22251 H 2k 8 At H P i System F 7 %22%%, TS 2L Internet
Explorer TCiEFT &SR LI o 11 FHE 2 02 5 1y 51351 222 Internet Explorer 9.0
B mRRA CRRUD, Bisi & B 01 5 73217 Internet Explorer 9.0

o i RS H Kibana, EEUEH Q1T kAN Y A8

~  Google Chrome: 36.0 % 5 = iR As
- Mozilla FireFox: 35.0 J H R4
~  Internet Explorer: 11.0 5 @hiiAs, ASSZHF IE9
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2 Al

2.1 R FF 515 A Elasticsearch $# 25|28

KT HRRSHME. % TINS5, WS 11 AR lR RS

ATEHRAET MR, ST R . 0T LS SR ISR,
A 5403 S5 ) Elastiosearch 105 5 SR % MU, HEASRIETARNI PR

IR L QN e

U2 S AN

B3 R

Y4 MR

N

N

N

N

1= ik

S HE e B R SS .  HDART A A et e ok P R A RS I R T
Re, (HBEAE H P EEAN S 3K, 8 AL SR 0 B R I . R AR
PR e SOEEENS . HERRTEAR . DT oS P RIS AT R G B O 1% HE R IR S
414 H Elasticsearch 2 51 2k H P IRk A R IhRe, i 7 —BE)E, AMUAE
YT 2 AT A G B0 e = A 1n) B, T HL S TR P AR R .

ARFEATREA G U0 Elasticsearch 4822 518 )y I P 42 (1 2R T RE
TEBE 122 AL T I 3l 2 T i ) 0808 G T s«

{

"products": [
"productName" : "2017 KEHF L EH LI, "size : "L"
"productName" : "2017 MKEHF L EH A LI, "size™ : "M"
"productName" : "2017 AKEGHEK LS A2 L dEr, "sizem "
"productName":"2018 FRH AT g, "sizem "
"productName":"2018 FREH AT g, "sizem "
"productName" :"2017 FHHFIMRAPE LI, "sizem:
"productName" :"2017 HFHH MM YE L L, "sizem:"g"

- = 0

L P N
n 2 n 2
—— e e e
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[E2-1 B2 ERT

T BIEER

EFF MR R R 2 7, TR EAE— M ER, HIW R 5/Z0N Elasticsearch. #41, &n
LA — NN “Sample-ESCluster” [EERE. MARHE A T AT e S H, &#u0k
F“H5 A7 N “ess.spec-4u8g”, “TimAAME” N “E 107, “HEAMER S
“40GB”. HAEAE S BAES L 4.2 6% Elasticsearch SRR (JE22 &0,

EROE TR, EEMPIREE CORMER, ERERERN “TTH” RoRER A
M. il 2-1 s

S0 ¥ SRS #H=RE ¢ Lo feil==:n UIRE PRl - BIE

Sample-ESCluster p . L Kiban sieEm =S
S5ed5aca d036-4TE k] - 711 2021/02/19 14:38:02 default 9200 Kibana MIfER EHE v

FH2: FAHRE

S RME FRRIL = HIRIT (P CDM). R AR (HFR DIS).

Logstash. Kibana 5% API %4 5 \ 2 Elasticsearch, ' Kibana #& Elasticsearch 1]
TEACTHH, 8 T2 HEHE, Kk, X H L Kibana JH 4 444 5045 5 N\ F| Elasticsearch
R AR .

L AERMERRSH “SREH” U, digelE “8/E” 511 “Kibana” ViR %
E¥O

Sample-ESCluster

55e45aca-d036-478.

2. 1F Kibana [ =M SR LS “Dev Tools” , Hiidi “Gettowork” , i Console
L, B 2-2 Fias.

Console 7= MK 3 A AKE, A4 il i, P g o & 1k .

B - 71 2021/02/19 14:38:02 default 9200

[£]2-2 Console AE

K Dev Tools

History Settings Help

@ Console

I 1 El ~ 1]
=

A

&

3. £ Console 7, #ATUWI T a4 AIEZES] “my store” .
(7.x ZHIHRAD
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=D
PUT /my_store
{
"settings": {
"number of shards": 1
be
"mappings": {

"products": {

"properties": {
"productName": {
"type": "text",
"analyzer": "ik smart"
s
"size": {
"type": "keyword"

}
(7.x ZJaHA)

PUT /my_store
{
"settings": {
"number of shards": 1
b
"mappings": {
"properties": {
"productName": {
"type": "text",
"analyzer": "ik smart"
by
"size": {

"type": "keyword"

}
AR [E S5 RGN R o
{

"acknowledged" : true,
"shards_ acknowledged" : true,
"index" : "my_ store"

}
4. {F Console Ftifi, $ATWI Fan4, BEIEFAZE] “my_store” &5 H,
(7.x ZHIRAD

POST /my_store/products/_bulk

{"index":{}}

{"productName" : "2017 AKEHE LS LI, "size™ : "L"}
{"index":{}}

{"productName" : "2017 AKESHE LSS L2E, "size™ : "M"}
{"index":{}}

{"productName" : "2017 AKESHE LSS L dE, "sizem: "S"}

{"index":{}}
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Xaar

{"productName"
{"index":{}}
{"productName"
{"index":{}}
{"productName"

{"index":{}}

{"productName" :

:"2018 FEHA AL EE, "sizen
:"2018 FEHA AL EE, "sizen

112017 FREFHARNE LS, "size”

"2017 TR LG, "sizen

(7.x ZJaHA)

POST /my_store/ doc/_ bulk

{"index":{}}
{"productName"

{"index":{}}

{"productName" :

{"index":{}}
{"productName"
{"index":{}}

{"productName" :

{"index":{}}

{"productName" :

{"index":{}}

{"productName" :

{"index":{}}

{"productName" :

12017 BEFH LS LI, "size

"2017 KEH A LR LA, "sizem: "M")

"2018 FHPE AT LIS, "size:
12018 FHPA AT LIS, "size:
"2017 FERHAKRRYE LR, "sizen:

"2017 FHREHFRAYEL S, "sizen:
MR A S RAE B A “errors” FEMEN “false” B, FomFANEIERID .

F3: REYE

:"M"}
3 WEW
g WL, T

3 WEW

nonpmy

12017 MEBEFH L EAAS LI, "sizem S}

"M}

ST

WL, ™

ST

B HE N I, AR SRS BRI R SR,

DL R AATHE

R EIE5 R

PAT A2 W TR
(7.x ZHTRRAD

GET /my_store/products/_search

{

"query": {"match": {
"productName": "FHIHEI(1HE"

}}
}

(7.x ZJaHA)

GET /my store/ search

{

"query": {"match": {
"productName": "FHIHEI(1HE"

}}

ZERUWT PR o

"took" : 3,

"timed out" :

false,

X HAEH] Kibana 7 P 82 B0 725 & 3T a7 AN
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" shards" : {
"total" : 1,
"successful" : 1,

"skipped" : 0,
"failed" : O

b
"hits" : {
"total" : {
"value" : 4,
"relation" : "eqg"
by
"max score" : 1.7965372,
"hits" : [
{
" index" : "my store",
" type" : " doc",
" id" : "9xf6VHIBfClt6SDjw7H5",
" score" : 1.7965372,
" source" : {
"productName" : "2018 FRFAK AT,
"size" : "M"
}
b
{
" index" : "my store",
" type" : " doc",
" id" : "-Bf6VHIBfClt6SDjw7H5",
" score" : 1.7965372,
" source" : {
"productName" : "2018 FERFAKAATHE LB,
"size" : "S"
}
by
{
" index" : "my store",
" type" : " doc",
" id" : "-Rf6VHIBfClt6SDjw7H5",
" score" : 0.5945667,
" source" : {
"productName" : "2017 FEHAIRHGE LI,
"size" : "L"
}
by
{
"_index" : "my_store",
" type" : " doc",
" id" : "-hf6VHIBfClt6SDjw7H5",
" score" : 0.5945667,
" source" : {
"productName" : "2017 FEHAIRHYE LS,
"size" : "S"
}
}
1
}
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- Elasticsearch SCRFAM, LT Ar &40k “ M AFFHE Sy <47 A
AR

- Elasticsearch S(FF &R, LHPUTHLXAENAHMESTERUE “&F
e BCCAFHET BIR RS
- Elasticsearch 5&GEHE FEAF, EREMFIIEHFRSIEZM IR IR .

~  Elasticsearch SZFFUE/ 4, fE LR EIGE R, BI85 2 R H B
T OCFEET M AR, SRR RE R R T “FE7, BrLLaisi%
LG 2k Sk & ek LR BE B vy, 0B =, HEP S ESERT .

% L X T DR LR A g BN ThAE, filhn. X BT GE R A R
K, G AR RS EE . X B Kibana s 5445 B SR ThAEE G G
AT A FR A 45 5
PAT AR AR

(7.x ZHTHRAS)

GET /my_store/products/_search
{

"query": {

"match": { "productName": "FHIE" }
by

"size": O,

"aggs": {

"sizes": {

"terms": { "field": "size" }
}

}

}

(7.x ZJahRA)

GET /my store/ search

{

"query": {

"match": { "productName": U234 }
by

"size": O,

"aggs": {

"sizes": {

"terms": { "field": "size" }
}

}

}

R EEE R B
(7.x ZHTRRCAD

{
"took" : 31,
"timed out" : false,
" shards" : {
"total" : 1,

"successful" : 1,
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"failed" : O
by

"hits" : {
"total" : 4,
"max_score" : 0.0,
"hits" : [ ]
b
"aggregations" : {
"sizes" : {
"doc_count error upper bound" : 0,
"sum other doc_count" : 0,
"buckets" : [
{
"key" : "S",
"doc_count" : 2
o
{
"key" : "L",
"doc_count" : 1
o
{
"key" : "M",
"doc_count" : 1

(7.x ZJahA )

"took" : 3,

"timed out" : false,

" shards" : {
"total" : 1,
"successful" : 1,

"skipped" : 0,
"failed" : O
}I

"hits" : {
"total" : {
"value" : 4,
"relation" : "eq"
s
"max score" : null,
"hits" : [ ]
b
"aggregations" : {
"sizes" : {
"doc count error upper bound" : 0,
"sum other doc_ count" : 0,
"buckets" : [
{
"key" : "S",
"doc count" : 2
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"key" : "L",
"doc_count" : 1
by

{

"key" : "M",
"doc_count" : 1

]
}
}
}

T4 MIPRERE

M8 L5844 T fif Elasticsearch 2 51 3 AR k)G, AT ASHan D%,

BRI RE UL S on I s, I8 i i BT IR 2%

T EERMERE, BEERE, HEEEE,

. BREMRRSEHE G EAMSEREE “ERER

2. ENGEREEREDUH, ik “Sample-ESCluster” SEREATIEAT, {EFRAESIHE “H
%n > “ﬂﬂu&%” 3

3. FESRHMIEARHENES, R “HiE” SERERE.
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3
3.1 Bl PHIIZRMER ES

ARTEIINAOIE BES FH A H1E, & BES IRSSMSEISHR TH P4, HEH S mEH A
(AP P BEAAERPIARERD, MR A X S ES AR, #1E
MFEIE 3-1 Fios.

ES B FIFRTLH PR (ES 45 FR BRI BEARIR D, 76 B BRI (I 15 1 ) i
GLLESATEEDar
k=3

P EIRBLZ AT, W T AR AT LAESINR ES RGNS, TES I 1.9 BURE EAL
PR
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R

[E[3-1 45 F PR ES URREZ

Fa

B A R EHED

BIEMFPAMARAFE

ARERHEIETR

£t

1. 1AM H PR IR A P AL

7E IAM =l G R P A, R T ERRS R,
2. 1AM HIPHRE O I P

75 1AM $&H SR P, kA 1A 4L R b 4l
3. HPEFIFWUERLR

FOVEM P EREG G, BIFAE R RS R

3.2 ES BHE X & HE

IR ARGTE N ES BUR, A2 IBAEDR, ATCLBIEE € SRIE . H g RS
A ATRIREALI (Action) 11§27 A~ R RS APL 275 (KRR SRS AT AL T

H RS RE BT PR 7 CB i B R SR

o WHMILALEICIEE B RIS o/ T IERISEE, T SR R S RS B BRI
SRAFEEHIE N AR, W] B A ORI .

® JSON MUK QI A A A : A AFE IR MMM n , MRS BAA T SR A SR A 7 ] LB AR S
FRAE P 0S5 JSON 4% 2 SR P9 25 o

o HUKGQUEDTHES W: IAM R fa5 QI B & ORI . AEVENAH I ES A CRIEHE

.
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ES R4 RbgAE

A1 BB ES FullAccess #UFR,  BIZ5 - EC & ES MIFTABUR -

JF )2 ES FullAccess AR, TF=EAKHH OBS Al IAM R, % THC. ES FullAccess SN
IAM ReadOnlyAccess fil OBS FIFT AR . WRH P R EAFEEFLEGEL, WFHEEMK

#i CES I AR o an SR - 75 EATH 2 0m 15 k%5, B 7 & VPCEndpoint

Administrator t{fR, A ZEFE K EE VPC Administrator. Server Administrator LA} DNS

Administrator AR . W P B AR DRE, FENE TMS Administrator ALK

(RARTL):

WMREFK,, FEERTIRE GetBucketStoragePolicy, GetBucketLocation, ListBucket tfR, 7

BEEE OBS #.

1. FZRH ) ES FullAccess FLIR .

{

}

2. HBUHF IAM ReadOnlyAccess H & X T

{

"Version":

{

wil 1@,

"Statement": [

"Action": [

IIES:*:*H’

]l

"vpc:

"vpc:

securityGroups:get",

securityGroups:create",

:securityGroups:delete",
:securityGroupRules:get",
:securityGroupRules:create",
:securityGroupRules:delete",
:vpcs:1list",
:privatelIps:list",
cports:get",
:ports:create",
:ports:update",
:ports:delete",
:quotas:list",
:subnets:get",
:cloudServerFlavors:get",
:serverInterfaces:use",
:cloudServers:addNics",
:quotas:get",
ctypes:get",

:quotas:get"

"Effect": "Allow"

"Version":

{

"1‘1",

"Statement": [

"Action": [

"iam:*:get*",

2021-09-09
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]I
"Effect": "Allow"

"iam:*:1ist*",

"iam:*:check*"

}
3. XA OBS MIFTA LR
{

"Version": "1.1",
"Statement": [
{
"Action": [
TOBS : Xis ki

]I
"Effect": "Allow"

}
4. (Al AU EE RIS SAPR .

"Version": "1.1",
"Statement": [
{

"Action": [
"ces:*:get*",
"ces:*:list*"

1,

"Effect": "Allow"

}
5. (Alig) ZHUH P VPCEndpoint Administrator AR .

{

"Version": "1.0",
"Statement": [
{
"Action": [
"VPCEP:endpoint_services:*"

]l
"Effect": "Allow"

]I
"Depends": [
{

"catalog": "BASE",

"display name": "Server Administrator"
s
{

"catalog": "VPC",

"display name": "VPC Administrator"
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"catalog": "DNS",

"display name":

6.  (A[ik) FZAL VPC Administrator AR .

"Version":

L

"Statement": [

{

"
0",

"Action": [

vpc

vpc:

vpc

vpc:

vpc

vpc:
vpc:
vpc:
vpc:
vpc:
ecs:

ecs:

S PCSERE
routers:*",
:networks:*",
subnets:*",
seeEte g™V,
privateIps:*",
peerings:*",
routes:*",
lbaas:*",
vpns:*",
*:get",
wgllagiel,
:*:get”,

gwglldgi”

"Effect": "Allow"

7. (A[i%k) AL Server Administrator AR .

"Version":

L

"Statement": [

{

n
1 14

"Action": [

ecs

evs:

evs:

evs

evs

evs

evs

evs

evs

evs

evs

gwgwW

*:get",

“elligie”,
:volumes:create",
:volumes:delete",
:volumes:attach",
:volumes:detach",
:volumes:manage",

:volumes:update",

:volumes:uploadImage",

:snapshots:create",
:*:get”,

gwgligie”,
:networks:create",
:networks:update",
:subnets:update",
:subnets:create",
:routers:get",

"DNS Administrator"
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"vpc:routers:update",
"vpc:ports:*",
"vpc:privatelIps:*",
"vpc:securityGroups:*",
"vpc:securityGroupRules:*",
"vpc:floatingIps:*",
"vpc:publicIps:*",
"vpc:bandwidths:*",
"vpc:firewalls:*",
"ims:images:create",
"ims:images:delete",
"ims:images:get",
"ims:images:1list",
"ims:images:update",
"ims:images:upload"

1y

"Effect": "Allow"

]7
"Depends": [
{
"catalog": "BASE",

"display name": "Tenant Guest"

"catalog": "BASE",
"display name": "BSS Administrator"

"catalog": "BASE",
"display name": "VPC Administrator"

"catalog": "BASE",
"display name": "IMS Administrator"

8.  (W[ik) #Z4L DNS Administrator £} .

"Version": "1.0",
"Statement": [
{

"Action": [
"DNS:Zone:*",
"DNS:RecordSet:*",
"DNS:PTRRecord:*"

1,

"Effect": "Allow"

i
"Depends": [
{
"catalog": "BASE",
"display name": "Tenant Guest"
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"catalog": "VPC",
"display name": "VPC Administrator"

9.  (A[ik) FZHL TMS Administrator F R .

"Version": "1.0",
"Statement": [
{
"Action": [

"TMS:predefine tag:*",
"TMS:resource tag:*"

]’

"Effect": "Allow"
}
i
"Depends": [
{
"catalog": "BASE",
"display name": "Tenant Guest"
by
{
"catalog": "BASE",
"display name": "Server Administrator"
by
{
"catalog": "IMS",
"display name": "IMS Administrator"
by
{
"catalog": "Auto Scaling",
"display name": "AutoScaling Administrator"
by
{
"catalog": "VPC",
"display name": "VPC Administrator"
s
{
"catalog": "VBS",
"display name": "VBS Administrator"
s
{
"catalog": "OBS",
"display name": "Tenant Administrator"
s
{
"catalog": "OBS",
"display name": "Tenant Guest"
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(MARLL):

NRAFPKSHIE 7 EUInE:

o LZIKSEIE ES FullAccess tXPRAT, BIELSEREANEIWINE RE T ES ReadOnlyAccess IR,
{EFFE I I E £RAE ES FullAccess 1R

o WRLEEANPWIREFHET ES FullAccess IR, Wiz WIRE FOREFRFETLUREZ
PR, 40: AVIRE default BET ES FullAccess 1R, BBAFRFALUEZR] default AVIRE
THROSEE, B TESRIE.

A~ 2. $ZAUH P ES ReadOnlyAccess #UFR, BIZ5H PR E ES 0 R AR . @ H P~

FRAEEDISEE, 7 CES 1 R,

1. ##HUH " ES ReadOnlyAccess IR .

{

"Version": "1.1",
"Statement": [
{
"Action": [

"ES:*:get*",
REISERE-BIRS]=A

"vpc:
"vpc:
"vpc:

"vpc:

"vpc

"vpc:

"vpc:

"ecs
"ecs
"evs
"evs

]l

"Effect":

}

securityGroups:get",
securityGroupRules:get",
vpcs:1list",

privateIps:list",

cports:get",

quotas:1list",

subnets:get",

:cloudServerFlavors:get",
:quotas:get",
ctypes:get",

:quotas:get"

"Allow"

2. (AR RN A SRR B BUR

{

"Version": "1.1"

"Statement": [

{

"Action"
"ces:

"ces:

]I

"Effect"

}
(MARLL

’

|
*:get*",

g Lalgie=™

: "Allow"

MRAFKSTE T EWIE:
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o ERINERSHLEZUWSFHE T ES ReadOnlyAccess IR, BRLEFENMEWINEAE T ES
FullAccess 1R, BPAFRFEILAERIFTE RIS FHISEE, (BRRXIFHE ES FullAccess
RURTRISEEHITERIE, Hla0, (51 IRE default BEE T ES FullAccess IR, FBAFH
PRILLERIFrE B ThISEEE, (BRRXT default FHIEEHHTEIRE.

o HEFRINERSHLEZMKSTIET ES ReadOnlyAccess IR, EZIZBLERNEWIMBRE
R, WFWF RSB E TSR, e TSR, Fltn, ARUIRE default B2 T
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"Version": "1.1",
"Statement": [
{
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"Action": [

"ES:cluster:delete"
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"Effect": "Allow"
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otk FERECT s A7 R bk, REERE U L AN AL, BRAMUE IR 1AM
PN PR ) Bk A S, AR Z AT A, ﬁt&\wﬂﬁﬁﬁ A A R 1]
HuhkFs 05,
Blhn, EREHAE 2 AN, EFPIRERIEN “10.62.179.32:9200
10.62.179.33:92007, K7 2 N0 & 1N U7 ) kb 43 51008 “10.62.179.327 A
“10.62.179.33”, jj i) A F G N 92007,

3. EHFMERIRSS AR, BEEEL cURL $4T API BLE T R FER A API FE3ATRE
7B A {8 FHAERE . Elasticsearch #:/E #1422 1452 W, (Elasticsearch: FUZfEE)

filt, {HHH cURL BUTWI T4, BEEEMETHRIMEE, SHPE— AN
MR I Ul A “10.62.179.327, 3R “92007.
- WMEEANERAR AR, BTN
curl 'http://10.62.179.32:9200/ cat/indices'
- WRBAEH O E e, WFEZEMAH htps J720U5 iR, FHEFIH P40
B0, 1E curl 4 IS IN-u & T,
curl -u username:password -k 'https://10.62.179.32:9200/ cat/indices'
(] %88
LM ERERHE— N R REEEIFNE S, HiZzTREISIER, BEHESHITE
. MREBFEEZIMTR, TLUBETR W%ﬁllﬂiﬂmﬁu mASEIRAERFFB—T RIIARMIE
AUFIROS,; MREFREA—ITR, NEEKZTREEZEERTHS.

DA AR I E FJJDTZE’J%ﬁjJWJ, HARIT BN,

[E14-10 ITLER

FELERAEH Java APIEENEERE

ez e 6.5.4 K2 JGRAEREARITE 2 A ORE AR A I ERPIRES, A
NIEFRAEW R 7720 TransportClient 281 RestHighLevelClient 2827 % Py, JE HAE
6.2.3 fRASHT 5.5.1 A A 33 & 4d ] TransportClient, 6.5.4 2 Jg WA a3 i s A
RestHighLevelClient.

e  f§iHH TransportClient ZEER I\ J5 ¥ 5 375 F i «

Settings settings =
ImmutableSettings.settingsBuilder () .put ("client.transport.sniff",false) .build()

2021-09-09

51


https://www.elastic.co/guide/cn/elasticsearch/guide/current/index.html

& 73z

TransportClient client = new TransportClient (settings) .addTransportAddress (new
InetSocketTransportAddress ("hostl", 9300));

e f{#i[f] RestHighLevelClient Z8ERIA J5 2 37 2 F iy

RestHighLevelClient client = new RestHighLevelClient (
RestClient.builder (
new HttpHost ("localhost"™, 9200, "http"))):

Elasticsearch Z 121\, Java APl ENEEE

M 1&EAE Elasticsearch 6.5.4 & 2 Ja A I 5 e a5, 72 https 77 sUEHLE
B, (A TR R AL P A AV R AT S 4y Bk

XA Java APLIE# T, IHRRARSEMLT TransportClient A fE ST A ;44 F1#%
MERETE, DA EMEH 6.5.4 K2 AR ERIAHIE APT EATH I K .

X PR 4T 1% #%: TransportClient 281 RestHighLevelClient 28 3.2 ' ity
{E 2 ¥ FH RestHighLevelClient J5 5.

e f#H TransportClient 28837 % ¥

B, AT DL P BRAE 2 7 v A A 247 43 93l A % keystore A truststore SO, H:
R A 2 AR RS HE LT N #FIE TS (CloudSearchService.cer). UET F#A] &%
K 4-11 BEAT T

keytool -genkeypair -alias certificatekey -keyalg RSA -keystore transport-
keystore.jks

keytool -import -alias certificatekey -file CloudSearchService.cer -keystore

truststore.jks

SRJE, AT AR keystores truststore SCAF, TANERFERE, TH
PreBuiltTransportClient /572 % 37 TransportClient 25, FfI&EH 5 BN K 7 i 268
o,

[El4-11 REGEH

ZENEE IS OBEVEE  EHERE OFEE  S4EE  EHEE  SETSARS KbanaAiE

css-a902 & =R
dcc14830-b047-4¢17-8 -
793 2021/05/11 15:13:10 GMT+08:00

40 2

ess.spec-2ul6g | 2vCPUs | 16 GB 40GB ZEl/0

1

- EE= B

9200

RAARS LN FrR :
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String userPw = "username:password";
String path =
Paths.get (SecurityTransportClientDemo.class.getClassLoader () .getResource(".") .t

OURI()) .toString();

Settings settings = Settings.builder ()

.put ("opendistro security.ssl.transport.enforce hostname verifica
tion", false)

.put ("opendistro security.ssl.transport.keystore filepath", path
+ "/transport-keystore.jks")

.put ("opendistro security.ssl.transport.keystore password",
"tscpass")

.put ("opendistro security.ssl.transport.truststore filepath",
path + "/truststore.jks")

.put ("client.transport.ignore cluster name", "true")

.put ("client.transport.sniff", false) .build();

TransportClient client = (new PreBuiltTransportClient (settings, new
Class|[] {OpenDistroSecurityPlugin.class})) .addTransportAddress (new
TransportAddress (InetAddress.getByName (ip), 9300));

String base64UserPw = Base64.getEncoder () .encodeToString (userPw.getBytes ("utf-
8"));
client.threadPool () .getThreadContext () .putHeader ("Authorization",

"Basic " + base64UserPw) ;

e {§/H RestHighLevelClient E37.% /' ¥t

Hrrf B HttpHost 2841 57 http 153K, FF7E HttpHost 287406 CredentialsProvider I

SSLIOSessionStrategy fic B 2 B kE 24570 B € LY SecuredHttpClientConfigCallback
KL EERIEESH

SecuredHttpClientConfigCallback: F#E T H & XEESEL.

CredentialsProvider: Elasticsearch API, FZ# [ Elasticsearch &AL 1) /712535 F
VRE I

SSLIOSessionStrategy: FLE SSL AHC 4, f4E SSL A5k 7720, iE AL Ty
A&, EEA A SSLContext ZREHEM R BEE -

AR A BIKIEF 7 A AIE T
- BEEPTAUET, BRI AT

}Ji%& TrustManager, f# FERIA X509TrustManager, ANE ST /5%, ST
RS T AH SR

#Ji& SSLContext: {# 55— 2] TrustManager NS, BRIATT 1AM &
SSLContexto

static TrustManager[] trustAllCerts = new TrustManager[] { new
X509TrustManager () {

@Override

public void checkClientTrusted (X509Certificate[] chain, String
authType) throws CertificateException {

}

@Override

public void checkServerTrusted (X509Certificate[] chain, String
authType) throws CertificateException {
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}
@Override
public X509Certificate[] getAcceptedIssuers() {

return null;

Pyi
final CredentialsProvider credentialsProvider = new
BasicCredentialsProvider () ;
credentialsProvider.setCredentials (AuthScope.ANY,
new UsernamePasswordCredentials (userName, password));
SSLContext sc = null;
try{
sc = SSLContext.getInstance ("SSL") ;
sc.init (null, trustAllCerts, new SecureRandom());
}catch (KeyManagementException e) {
e.printStackTrace () ;
}catch (NoSuchAlgorithmException e) {
e.printStackTrace () ;
}
SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc,

new NullHostNameVerifier());

SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback (sessionStrategy,credentialsProvider) ;

RestClientBuilder builder = RestClient.builder (new
HttpHost (clusterAddress, 9200,

"https")) .setHttpClientConfigCallback (httpClientConfigCallback) ;

RestHighLevelClient client = new RestHighLevelClient (builder) ;

1FF FEAIIEF (CloudSearchService.cer), MNEUEFiHATER:.
ABUEF R P, AR A AT 8 keytool T HMIEFHFHLRYL Java AT LA
BUHEBA% R (keytool BRIAZEHS A changeit)

keytool -import -alias Hf% -keystore MitHEPBAEMEML LT ~file FAEEH
s

H & X TrustManager 28, Z##&T X509TrustManager, :H(_E— 5% H HIIE
B, BEMAGEIET R, S X509TrustManager 2 1 H =N 71k

¥Ji& SSLContext: 1 55— 2K TrustManager AZH, BRI\ J7 kit
SSLContext.

public static class MyX509TrustManager implements X509TrustManager {

X509TrustManager sunJSSEX509TrustManager;
MyX509TrustManager () throws Exception {

File file = new File("certification file path");

if (file.isFile() == false) {

throw new Exception ("Wrong Certification Path");

}

System.out.println ("Loading KeyStore " + file + "...");

InputStream in = new FileInputStream(file);

KeyStore ks = KeyStore.getInstance ("JKS") ;

ks.load (in, "changeit".toCharArray()):;
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TrustManagerFactory tmf =

TrustManagerFactory.getInstance ("SunX509", "SunJSSE") ;

tmf.init (ks);
TrustManager tms [] = tmf.getTrustManagers() ;
for (int i = 0; i < tms.length; i++) {
if (tms[i] instanceof X509TrustManager) {
sunJSSEX509TrustManager = (X509TrustManager) tms([i];

return;

}

throw new Exception ("Couldn't initialize");

final CredentialsProvider credentialsProvider = new
BasicCredentialsProvider () ;
credentialsProvider.setCredentials (AuthScope.ANY,

new UsernamePasswordCredentials (userName, password));

SSLContext sc = null;

try{
TrustManager[] tm = {new MyX509TrustManager() };
sc = SSLContext.getInstance ("SSL", "SunJSSE");
sc.init (null, tm, new SecureRandom()) ;

}catch (Exception e) {

e.printStackTrace () ;

SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc,

new NullHostNameVerifier()):;

SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback (sessionStrategy,credentialsProvider) ;
RestClientBuilder builder = RestClient.builder (new
HttpHost (clusterAddress, 9200, "https"))
.setHttpClientConfigCallback (httpClientConfigCallback) ;
RestHighLevelClient client = new RestHighLevelClient (builder) ;

(¥EEN]

RIZIZATHS, BN 3N, o h R, SRR 2 ANEL,
S H A5 K& GET /_search{"query": {"match_all": {}}}.

(MARE L

REERIIEEII—ARZLA https T3k,

ESSecuredClient 28 (ZBAEREHR)

package securitymode;

import org.apache.http.auth.AuthScope;

import org.apache.http.auth.UsernamePasswordCredentials;
import org.apache.http.client.CredentialsProvider;

import org.apache.http.impl.client.BasicCredentialsProvider;
import org.apache.http.HttpHost;

import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;
import org.elasticsearch.action.search.SearchRequest;

import org.elasticsearch.action.search.SearchResponse;

7N
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import org.elasticsearch.client.RequestOptions;
import org.elasticsearch.client.RestClient;
import org.elasticsearch.client.RestClientBuilder;
import org.elasticsearch.client.RestHighLevelClient;
import org.elasticsearch.index.query.QueryBuilders;
import org.elasticsearch.search.SearchHit;

import org.elasticsearch.search.SearchHits;

import org.elasticsearch.search.builder.SearchSourceBuilder;

import java.io.IOException;

import java.security.KeyManagementException;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;

import java.security.cert.CertificateException;

import java.security.cert.X509Certificate;

import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.SSLContext;
import javax.net.ssl.SSLSession;
import javax.net.ssl.TrustManager;

import javax.net.ssl.X509TrustManager;
public class ESSecuredClientIgnoreCerDemo {

public static void main(String[] args) {
String clusterAddress = args|[0];
String userName = args[l];
String password = args[2];
// B
RestHighLevelClient client = initESClient (clusterAddress, userName,
password) ;
try {
// il match all, METF {(\"query\": {\"match all\": {}}}
SearchRequest searchRequest = new SearchRequest () ;
SearchSourceBuilder searchSourceBuilder = new
SearchSourceBuilder () ;
searchSourceBuilder.query (QueryBuilders.matchAllQuery()) ;

searchRequest.source (searchSourceBuilder) ;

SearchResponse searchResponse = client.search (searchRequest,
RequestOptions.DEFAULT) ;
System.out.println("query result: " +
searchResponse.toString()) ;
SearchHits hits = searchResponse.getHits () ;
for (SearchHit hit : hits) {
System.out.println (hit.getSourceAsString());
}
System.out.println("query success");
Thread.sleep (2000L) ;
} catch (InterruptedException | IOException e) {
e.printStackTrace () ;
} finally {
try {
client.close();
System.out.println("close client");
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} catch (IOException e) {

e.printStackTrace () ;

private static RestHighLevelClient initESClient (String clusterAddress,
String userName, String password) {
final CredentialsProvider credentialsProvider = new
BasicCredentialsProvider () ;
credentialsProvider.setCredentials (AuthScope.ANY, new
UsernamePasswordCredentials (userName, password));
SSLContext sc = null;
try {
sc = SSLContext.getInstance ("SSL") ;
sc.init (null, trustAllCerts, new SecureRandom());
} catch (KeyManagementException | NoSuchAlgorithmException e) {
e.printStackTrace () ;
}
SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc,
new NullHostNameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback (sessionStrategy,
credentialsProvider) ;
RestClientBuilder builder = RestClient.builder (new
HttpHost (clusterAddress, 9200, "https"))
.setHttpClientConfigCallback (httpClientConfigCallback) ;
RestHighLevelClient client = new RestHighLevelClient (builder);

return client;

static TrustManager[] trustAllCerts = new TrustManager[] {
new X509TrustManager () {
@override
public void checkClientTrusted (X509Certificate[] chain, String
authType) throws CertificateException {
}

@Override

public void checkServerTrusted (X509Certificate[] chain, String
authType) throws CertificateException ({

}

@Override
public X509Certificate[] getAcceptedIssuers() {

return null;

bi

public static class NullHostNameVerifier implements HostnameVerifier {
@Override
public boolean verify(String arg0, SSLSession argl) {

return true;
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}

ESSecuredClient 28 ({EFIEH )

package securitymode;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

import
import
import
import
import
import
import

import

import
import
import
import
import

import

public

org.
org.
org.
org.
org.
org.
org.
org.
org.
org.
org.
org.
org.
org.
org.

org.

apache.
apache.
apache.
apache.
apache.

apache.

http.
http.
http.
http.
http.
http.

auth.AuthScope;
auth.UsernamePasswordCredentials;
client.CredentialsProvider;
impl.client.BasicCredentialsProvider;
HttpHost;

nio.conn.ssl.SSLIOSessionStrategy;

elasticsearch.action.search.SearchRequest;

elasticsearch.action.search.SearchResponse;

elasticsearch.client.RequestOptions;

elasticsearch.client.RestClient;

elasticsearch.client.RestClientBuilder;

elasticsearch.client.RestHighLevelClient;

elasticsearch.index.query.QueryBuilders;

elasticsearch.search.SearchHit;

elasticsearch.search.SearchHits;

elasticsearch.search.builder.SearchSourceBuilder;

java.io.File;

java.
java.
java.
java.
java.
java.

java.

java
java
java
java
java

Jjava

clas

secur
secur
secur

secur

x.net.
x.net.
x.net.
x.net.
x.net.

x.net.

io.FileInputStream;
io0.I0Exception;

io.InputStream;

ity.KeyStore;

ity.SecureRandom;

ity.cert.CertificateException;
ity.cert.X509Certificate;

ssl.HostnameVerifier;
ssl.SSLContext;

ssl.SSLSession;

ssl.TrustManager;

ssl.TrustManagerFactory;

ssl1.X509TrustManager;

s ESSecuredClientWithCerDemo {

public static void main(String[] args) {

password,

String clusterAddress = args([0];

String userName

= args[1l];

String password = args[2];

String cerFilePath = args[3];
String cerPassword = args[4

// BRI

RestHighLevelClient client = initESClient (clusterAddress,
cerFilePath,

try {

// BW match all, MX4TF {\"query\": {\"match all\": {}}}

1;

cerPassword) ;

SearchRequest searchRequest = new SearchRequest();

SearchSourceBuilder searchSourceBuilder = new

SearchSourceBuilder () ;

userName,
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searchSourceBuilder.query (QueryBuilders.matchAllQuery());

searchRequest.source (searchSourceBuilder) ;

// query
SearchResponse searchResponse = client.search (searchRequest,
RequestOptions.DEFAULT) ;
System.out.println ("query result: " +
searchResponse.toString());
SearchHits hits = searchResponse.getHits();
for (SearchHit hit : hits) {
System.out.println (hit.getSourceAsString());
}
System.out.println ("query success");
Thread.sleep (2000L) ;
} catch (InterruptedException | IOException e) {
e.printStackTrace () ;
} finally {
try {
client.close();
System.out.println("close client");
} catch (IOException e) {

e.printStackTrace() ;

private static RestHighLevelClient initESClient (String clusterAddress,

String userName, String password,
String cerFilePath, String cerPassword) {
final CredentialsProvider credentialsProvider = new
BasicCredentialsProvider () ;
credentialsProvider.setCredentials (AuthScope.ANY, new
UsernamePasswordCredentials (userName, password)) ;
SSLContext sc = null;
try {
TrustManager[] tm = {new MyX509TrustManager (cerFilePath,
cerPassword) };
sc = SSLContext.getInstance ("SSL", "SunJSSE");
sc.init (null, tm, new SecureRandom()) ;
} catch (Exception e) {
e.printStackTrace () ;

SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy (sc,

new NullHostNameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback (sessionStrategy,
credentialsProvider) ;
RestClientBuilder builder = RestClient.builder (new
HttpHost (clusterAddress, 9200, "https"))
.setHttpClientConfigCallback (httpClientConfigCallback) ;
RestHighLevelClient client = new RestHighLevelClient (builder) ;

return client;
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public static class MyX509TrustManager implements X509TrustManager {
X509TrustManager sundSSEX509TrustManager;

MyX509TrustManager (String cerFilePath, String cerPassword) throws
Exception {
File file = new File(cerFilePath);
if (!file.isFile()) {
throw new Exception ("Wrong Certification Path");
}
System.out.println("Loading KeyStore " + file + "...");
InputStream in = new FileInputStream(file);
KeyStore ks = KeyStore.getInstance ("JKS") ;
ks.load(in, cerPassword.toCharArray());
TrustManagerFactory tmf =
TrustManagerFactory.getInstance ("SunX509", "SunJSSE");
tmf.init (ks);
TrustManager[] tms = tmf.getTrustManagers () ;
for (TrustManager tm : tms) {
if (tm instanceof X509TrustManager) {
sunJdSSEX509TrustManager = (X509TrustManager) tm;

return;

}

throw new Exception ("Couldn't initialize");

@Override
public void checkClientTrusted (X509Certificate[] chain, String

authType) throws CertificateException {

@Override
public void checkServerTrusted (X509Certificate[] chain, String

authType) throws CertificateException {

@Override
public X509Certificate[] getAcceptedIssuers() {
return new X509Certificate[0];

public static class NullHostNameVerifier implements HostnameVerifier ({

@Override
public boolean verify(String arg0, SSLSession argl) {

return true;

}
SecuredHttpClientConfigCallback 2§

import org.apache.http.client.CredentialsProvider;
import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;
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import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;
import org.elasticsearch.client.RestClientBuilder;
import org.elasticsearch.common.Nullable;
import java.util.Objects;
class SecuredHttpClientConfigCallback implements
RestClientBuilder.HttpClientConfigCallback {
@Nullable
private final CredentialsProvider credentialsProvider;

/**

* The {@link SSLIOSessionStrategy} for all requests to enable SSL /
TLS encryption.

=/

private final SSLIOSessionStrategy sslStrategy;

/**

* Create a new {@link SecuredHttpClientConfigCallback}.

*

* @param credentialsProvider The credential provider, if a
username/password have been supplied

* @param sslStrategy The SSL strategy, if SSL / TLS have been
supplied

* @throws NullPointerException if {@code sslStrategy} is {@code null}

=/

SecuredHttpClientConfigCallback (final SSLIOSessionStrategy sslStrategy,

@Nullable final CredentialsProvider
credentialsProvider) ({
this.sslStrategy = Objects.requireNonNull (sslStrategy);
this.credentialsProvider = credentialsProvider;

}

/**

* Get the {@link CredentialsProvider} that will be added to the HTTP
client.

*

* @return Can be {@code null}.

*/

@ullable

CredentialsProvider getCredentialsProvider () {
return credentialsProvider;

}

/**

* Get the {@link SSLIOSessionStrategy} that will be added to the HTTP
client.

*

* @return Never {@code null}.

*/

SSLIOSessionStrategy getSSLStrategy () {
return sslStrategy;

}

/**

* Sets the {@linkplain
HttpAsyncClientBuilder#setDefaultCredentialsProvider (CredentialsProvider)
credential provider},

*

* @param httpClientBuilder The client to configure.

* @return Always {@code httpClientBuilder}.

=
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@Override
public HttpAsyncClientBuilder customizeHttpClient (final
HttpAsyncClientBuilder httpClientBuilder) {
// enable SSL / TLS
httpClientBuilder.setSSLStrategy(sslStrategy) ;
// enable user authentication

if (credentialsProvider != null) {

httpClientBuilder.setDefaultCredentialsProvider (credentialsProvider);

}
return httpClientBuilder;

}
pom.xml 3Cf4

<?xml version="1.0" encoding="UTF-8"72>
<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://maven.apache.org/POM/4.0.0
http://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>
<groupId>1</groupId>
<artifactId>ESClient</artifactId>
<version>1.0-SNAPSHOT</version>
<name>ESClient</name>
<!-- FIXME change it to the project's website -->
<url>http://www.example.com</url>
<properties>

<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>

<maven.compiler.source>1.7</maven.compiler.source>
<maven.compiler.target>1.7</maven.compiler.target>
</properties>
<dependencies>

<dependency>
<groupId>junit</groupld>
<artifactId>junit</artifactId>
<version>4.11</version>
<scope>test</scope>

</dependency>

<dependency>
<groupld>org.elasticsearch.client</groupId>
<artifactId>transport</artifactId>
<version>6.5.4</version>

</dependency>

<dependency>
<groupld>org.elasticsearch</groupId>
<artifactId>elasticsearch</artifactId>
<version>6.5.4</version>

</dependency>

<dependency>
<groupld>org.elasticsearch.client</groupId>

<artifactId>elasticsearch-rest-high-level-client</artifactId>

<version>6.5.4</version>

</dependency>

<dependency>
<groupld>org.apache.logging.log4j</groupId>
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<artifactId>logd4j-api</artifactId>
<version>2.7</version>
</dependency>
<dependency>
<groupld>org.apache.logging.log4j</groupId>

<artifactId>logd4j-core</artifactId>

<version>2.7</version>

</dependency>
</dependencies>
<pbuild>
<pluginManagement><!-- lock down plugins versions to avoid using
Maven defaults (may be moved to parent pom) -->
<plugins>
<!-- clean lifecycle, see

https://maven.apache.org/ref/current/maven-
core/lifecycles.html#clean Lifecycle -->
<plugin>
<artifactId>maven-clean-plugin</artifactId>
<version>3.1.0</version>
</plugin>
<!-- default lifecycle, jar packaging: see
https://maven.apache.org/ref/current/maven-core/default-
bindings.html#Plugin bindings for jar packaging -->
<plugin>
<artifactId>maven-resources-plugin</artifactId>
<version>3.0.2</version>
</plugin>
<plugin>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.8.0</version>
</plugin>
<plugin>
<artifactId>maven-surefire-plugin</artifactId>
<version>2.22.1</version>
</plugin>
<plugin>
<artifactId>maven-jar-plugin</artifactId>
<version>3.0.2</version>
</plugin>
<plugin>
<artifactId>maven-install-plugin</artifactId>
<version>2.5.2</version>
</plugin>
<plugin>
<artifactId>maven-deploy-plugin</artifactId>
<version>2.8.2</version>
</plugin>
<!-- site lifecycle, see
https://maven.apache.org/ref/current/maven-
core/lifecycles.html#site Lifecycle -->
<plugin>
<artifactId>maven-site-plugin</artifactId>
<version>3.7.1</version>
</plugin>
<plugin>
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<artifactId>maven-project-info-reports-plugin</artifactId>
<version>3.0.0</version>
</plugin>
</plugins>
</pluginManagement>
</build>
</project>
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5 SAHIES Elasticsearch

5.1 £ Logstash S A ##E%I Elasticsearch

A RIS ST Logstash K H IR AL 1514 2| Elasticsearch H, 58 H /@it
Elasticsearch 8 2 5| 2 = 2408 BEAN IR BB « £0ds S0 3CFF JSONL CSV S5,

Logstash /& 7P IR 55 @i B AL BB 18, BEME RIS N2 ANSKRIBER B M . e
P&, SRJEHEHE K i%F) Elasticsearch H1. Logstash HE /7 XA41E S IL:
https://www.elastic.co/guide/en/logstash/current/getting-started-with-logstash.html.

AR I NI 2 Rt

®  Logstash #i & EAMX I 7 AR
®  Logstash i B LM 2 iR 54 B3 A

AR5
o N EHEEE, HUCKH Linux #4E KA IV A% Logstash.
®  Logstash ) F# 42 N: https://www.elastic.co/cn/downloads/logstash-oss
(AR
Logstash ZE3R{#F OSS higAs, 1#764EH0 ES —EURAS.

o  ZH5E Logstash Ji, FRIEUI T BEREANLIE . 23 Logstash HEAEE T, HS N
https://www.elastic.co/guide/en/logstash/current/installing-logstash.html

o ¥ Togstash Z |, TESe2%E IDK. 7F Linux #/E &4+, &0 LIHAT yum -y install java-1.8.0 iy
AL B %% 1.8.0 iUA IDK. 7£ Windows #:/E R4 H, LAV IDK BN, FEAFGERIERGHRATR
JDK, JFRHETR T %%

® 7E “Logstash fE LM = RSS2 L S NEGR” s, BRI ErE = RS 4 SN
Elasticsearch £ BELE[F]—4> VPC .

Logstash ERE 7EINWAT S N\ E 12
1 Logstash FZEAMAES, SAEEFAAE U W&l 5-1 Fios.
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O XB:

[E5-1 Logstash FREEINHBT SN LR R EE

5 VPC
s
s ~ .
, SAHEE iﬁiﬂmﬁ .
- e
P THREIP
Logstash L ==
__________________________ [+ U

QU DB TN, JFHZ U EORE T E
- BME NN 6 Linux 81 RGMHE SRS 4, HOgheEsrE P,
- B NS BS EHER UM A Z T .

- OISO ML A O, BT SSH Bk, Reus WA Hhim 1185 Kk & ES
FER—19 55010 9200 it H o

— RT B ENLR A M DR R BCE, 1S 0L SSH B 7 3R .

{FH PUTTY, @ikaid 1P &3 O Bk EHL.

PAT a0 a2 34T VL, R A A R EE SE UG AN S SR R B S

B R

ssh -g -L <BFEZHLHIARITG T : TR T AT 15> -N —f root@<BkFFHLHIH# M TP
>

(MARE L

o <BHEFEHIAIRIHLT>: ST | PRYRO.
o < TRBIAIMBIEAFTGLS> . NERFHRE T RRIRRIE Rt IROS, HiZhRH

IERS, BSEESRSIITERN. MREFHLES IR, LG < TrpIRmimaatw
WHOS>-BIAERTB— T ARG IR OS, MREHREE— TR, UE
ERZ N RIEEZ ERRI TS TR BT,

o <BREZEFHIFIHMIP fihf>: IR RIRSEEEEEHIE, M "IP " ZIhikEGRE
"FARK" XSRIAY 1P 3BAE,

Bltn. kL AU AN T BT 5 504 9200, 7 5 P U 1) ik A SR
192.168.0.81:9200, Bk¥E EHLIFLM TP Hihk Ay 192.168.0.227, FEPATUI R s
HEAT 5 T LGS

ssh -g -L 9200:192.168.0.81:9200 -N -f root@192.168.0.227

HREE T Logstash MRS %, B 75 BT ERAE B UG B IR S 2 .
B, F5EENEAE SO “access 20181029 log”, CAFAFAEESIEN
“/tmp/access_log/”, AR SO A AE FIEARE W T B

| All | Heap used for segments | 18.6403 |
MB |

| All | Heap used for doc values | 0.119289
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| MB |

| All | Heap used for terms | | 17.4095 |
MB |

| All | Heap used for norms | | 0.0767822 |
MB |

| All | Heap used for points | | 0.225246 |
MB |

| All | Heap used for stored fields | | 0.809448
| MB |

| All | Segment count | | 101 |

|

| All | Min Throughput | index-append | 66232.6
| docs/s |

| All | Median Throughput | index-append | 66735.3
| docs/s |

| All | Max Throughput | index-append | 67745.6
| docs/s |

| All | 50th percentile latency | index-append |

510.261 | ms |

FEHRE Logstash AR5 28H, $UAT U0 R v S 1E Logstash 192235 H 3¢ N 2 lic B¢
4 logstash-simple.conf.

cd /<Logstash HI&%EHR>/

vi logstash-simple.conf

78 1C B S logstash-simple.conf Hrég A4 T P 45
input {

IR E

}

filter {

HAHI A

}

output {

elasticsearch {
hosts => "<BEFEZHIHGL T TP Hitil> - <BEFEHIN P F A5 15>
}

- input: FEH T HAEARIE. SERRERYE B BARTE BURIE . input Z2HK)
TRARMRREAEE T/ i 2 I
https://www.elastic.co/guide/en/logstash/current/input-plugins.html.

- filter: FEE BT AL T B, X HEBAT THRECAEEE, f AR
LERAE BN ERIAE R . filter ZHUWTRABARRE A FH /4815 2 W

https://www.elastic.co/guide/en/logstash/current/filter-plugins.html.

—  output: FHH TEIER HFHbE. output R VEANAERE AN A GE S I
https://www.elastic.co/guide/en/logstash/current/output-plugins.html. <Zk# # 4]
2P TP 1> DB 2 R 4% s i B ] 6 10 “TP k™ # sk
CORPE NN KL TP HhE . <BEEZ ISR 5> R R BR 1 A
I 1, Bilan: 9200

LA R 4 “ftmp/access_log/” HIEHE ST B, S ANEAE S NE AT A,
PEARMRFEA S, BT A b B A . B HLAI A W TP Al vaj
“192.168.0.227:9200”. FAFHREHIR 5| A FN “myindex”. BB SR EI0R
FioR, BoE SO s B B s sGe &G, N “wq” fRA7.
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O x5
D
input {
file{
path => "/tmp/access log/*"
start position => "beginning"
}
}
filter {
}
output {
elasticsearch {
hosts => "192.168.0.227:9200"
index => "myindex"
document type => "mytype"
}
}

(MERLY::
WNRE(FERPHI license HHXAIREE, FTLAZRIKIZE ilm_enabled => false,
WERERIE T2, W2 NEEE.

a. (EEERFEEAME BT N BAE

&]5-2 EIEP

EAMER E BEVEE SHUE BTEE  2HEE BEUEE SETSERS  KbanalRimE

css-a902 & Bl
dec14830-b047-4c17-€ -
7493 2021/05/11 15:13:10 GMT+08:00

40 2

ess.spec-2ul6g | 2vCPUs | 16 GB 40 GB Ei&l/0

_ ow= =7

#9200

b. K NEMUET AR EE# logstash kg5 a5t
c. 1Bkfic B U logstash-simple.conf.

PIAPIE 4 1 “/tmp/access_log/” HIEAE ST B, S NEHE SCH N E AT T 46,
B AR AT, RIS AT A B R A . R WL A WY TP Al 1
54 “192.168.0.227:92007, FABIEM R I LHFN “myindex”, UETAEBEE
128 “/Nogstash/logstash6.8/config/CloudSearchService.cer”. B & CAF K7~
TNETR, BCE SRS BR AR IS B SRS, I “wq” TRAF

input{

file {
path => "/tmp/access_log/*"
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start position => "beginning"
}
}
filter {
}
output{
elasticsearch{
hosts => ["https://192.168.0.227:9200"]
index => "myindex"
user => "admin"
password => "kExxkAn

cacert => "/logstash/logstash6.8/config/CloudSearchService.cer"

}

(RARTL):

10.
11.

12.

password: ERLEERFIIVEE,

PAT U 4% Logstash & 15 5 N B R

./bin/logstash -f logstash-simple.conf

FR RS EHER G

FEAEMI A, e “HRBFE R, BEANLRIIR .
FEARRES IR T, b S ABIR R “BRAE” 2 “Kibana” .

7F Kibana #2217 ik “Dev Tools” , B “Gettowork” , i A Console
FLH .

1E 24T JF) Kibana ] Console Ft1fi, @id# Z 3R C S AN IEHE .

f£ Kibana i &5, AW Tar<, MRS EHEARER, RIS SAK
a2 FoREdE SRR S AR

GET myindex/ search

Logstash #P&E 73814 = ARS8 LAT S NEUHE
2 Logstash #Z& fE[F]— VPC KL R RSTIS, S BRI UKl 5-3 fros.
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[&5-3 Logstash FREE# M ZPRE R LT SABEREE

1. WfRCOEE Logstash IFNEZ RS54 517 S AL R R — BURA =T,
T % A4 9200 i I ARG AR, EL3RAE 22 Ak 5548 AR E 3% 1P,

(MERIL)
o MRRE— VPC REZ GRS, REHP—EHETEMY 1P, EtNIRSSETUAEE
SRRESERME 1P, IBIILPEEME 1P AUTS RBKEERIERE Logstash AYTIBP T,
o MRBELHE VPN, BATEEPESME 1P,
2. fHF PUTTY B3t = Rss4s

BN AR 55 2% TR A4 T TR B S NEE SCIF “access 20181029 log”, SCAFA7 Mk
&N “/tmplaccess_log/”, WA SO A S BRI T AR :

| All | Heap used for segments | | 18.6403 |
MB |

| All | Heap used for doc values | | 0.119289

| MB |

| All | Heap used for terms | | 17.4095 |
MB |

| All | Heap used for norms | | 0.0767822 |
MB |

| All | Heap used for points | | 0.225246 |
MB |

| All | Heap used for stored fields | | 0.809448
| MB |

| All | Segment count | | 101 |

|

| All | Min Throughput | index-append | 66232.6

| docs/s |

| All | Median Throughput | index-append | 66735.3
| docs/s |

| All | Max Throughput | index-append | 67745.6

| docs/s |

| All | 50th percentile latency | index-append |

510.261 | ms |
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PATUIT w2 AE Logstash )22 H 5k T ¥t ic B S F logstash-simple.conf.

cd /<Logstash HI%% HR>/

vi logstash-simple.conf

TERC B S logstash-simple.conf FE AT N %5 o
input {

}

filter {

}

output {

elasticsearch{
hosts => "< AT I ML FG 5> )

- input: JRHT T EHERRIE. SERREARYE A B RS OURIE . input ZH
VR A 2 2 I
https://www.elastic.co/guide/en/logstash/current/input-plugins.html.

- filter: X H BT 7IRECIALEE, R ARSE S B BN B . filter
SRR AE N RS W
https://www.elastic.co/guide/en/logstash/current/filter-plugins.html.

- output: &I THIEN H L. output ZEIVEAIARREAVE A H1E S I
https://www.elastic.co/guide/en/logstash/current/output-plugins.html. < 777 /7/4
Py TET I AT 37 15> D B PP R A R TR St b A 115
BT AT T, O TR R, B Bk dr & i< Ty A M
L ] 48 A A 175> B 3 2 AR R T 22 R A R T [ sk A S, 2
T A P X ) AR A S 15 22 TR S SOE S T, ISR IE S A TR
15” o
hosts => ["192.168.0.81:9200","192.168.0.24:9200"]

MERRAE AN AN, HERAES LW N R,
hosts => "192.168.0.81:9200"

PLABIR 2 f “/tmp/access log/” FIZELHE SCAF B, SANEE SO N E AT HRGG, Hid
TEFM RN, BIAUE TSR A B3R . R S AR EERE, HAT AT
I kA 5 “192.168.0.81:92007. S AEHRI R 5 L FEA “myindex”. L
BRI B, Bl E SRS R R S LB R UE s N “owq” IR
1Fo

input {
file{
path => "/tmp/access log/*"
start position => "beginning"
}
}
filter {
}
output {
elasticsearch {
hosts => "192.168.0.81:9200"
index => "myindex"

document type => "mytype"
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O XB:

}

WRAERET A T e s, W E FEEETS.
a.  (ESEMFREAME B T EOES

[El5-4 TEGES

BRER

BEEVEE SERE OTEE 2 SHEE REEE  SREDAEERS
css-ad02 &

dcc14830-b047-4¢17-¢

793

40

ess.spec-2u16g |2 vCPUs | 16 GB

KibanaZmdifsie]

Al

2021/05/11 15:13:10 GMT+08:00

2

40GB =&l/0

1

(L]
v

- #= FHE|

:9200

b. B FEMUEBAR R E logstash k&4 -
c. BB E S logstash-simple.conf.
PIBIE 2 f “/tmp/access_log/” HIEHE SCAEAB, S NBHE SCH I E 17746,
B REEN T, BUASE T S A PR ER A . BA% ENLHI AR 1P Al
5N “192.168.0.227:92007. FAHIEHI R S LHRA “myindex”, TIEAEHU
12N “/logstash/logstash6.8/config/CloudSearchService.cer”. it B SCA4- -1 4
THR, BEXXAHZ LRSS E S, WA wq” RAF.

input{

file {

}
}

path => "/tmp/access_log/*"
start position => "beginning"

filter {

}

output{

elasticsearch{

)
(MARTL):

hosts => ["https://192.168.0.227:9200"]
index => "myindex"
user => "admin"

password => "Xxkkkxn

cacert => "/logstash/logstash6.8/config/CloudSearchService.cer"

password: ERLTEERHIVE.
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4.

© N o o

PAT U T i 2K Logstash WCHR RIS 25 IR 55 & (1 2t & A\ IR R
./bin/logstash -f logstash-simple.conf

R ARG B S

FEAEMI AR P, e “RBFEEY , BEANSERESIR I,
FESEREFIRTUE T, it S ABIERIERE “BRIE” F1H “Kibana” .

1F Kibana 22 M SR ik$ “Dev Tools” , i “Gettowork” , i A\ Console
FLH .

£ 2T IF Kibana f#) Console Ftif, 82 3R O A AR

f£ Kibana il &5, MIAW T4, MRS EELRER, WRAIRS BAL
a2 FoREAR SR EEE AR

GET myindex/ search

5.2 ¥ A Kibana 3¢ API S A\ ##EZl Elasticsearch

RS SR Kibana 803 APLE 5 5 A\ 2 Elasticsearch H1, 4 SCF 3 #F
JSON. CSV &K,

¥ A Kibana S N\#3E
EFAE Y 2 w1, AT AE A Kibana 2 NSERE. W N ERAED B4R anfrfH POST i

LS NEHE .
1. &% Kibana Console T, VE4N#ER/EIE S WS By H| G Kibana 2 NERE.

HIRG N, TFTFEAE Kibana BN SHTHEE “Dev Tools”, i “Getto
work”, #EA Console #f. FEEIRE AT “Dev Tools” HEEHEA Kibana
Console T »

(A[iE) f£ Console 1, AT ar&BIEAFAAERIEIIRSG], JHRE B2 W
KA AR

R A P AR IS O R RG], WA ZRE ARG AR AR
EIERAFAETT MRS, NFEESHWToRPIEERS

#il4n: 7E Console FL1H, HATWI N4, QIEZRG] “my store”, FHFEE HwE LML
SRR E SCEAR R
7.x ZHITRA

PUT /my_ store
{
"settings": {
"number of shards": 1
s
"mappings": {
"products": {
"properties": {
"productName": {
"type": "text"
}y

"size": {
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"type": "keyword"

}
7.x ZJEhA

PUT /my_store
{
"settings": {
"number of shards": 1
o

"mappings": {

"properties": {
"productName": {
"type": "text"
by
"size": {
"type": "keyword"

}

£ Console St B4 U STAHE g N 223 N5 () POST i %, LAkl 1
B, PATUW TS

7.x ZHIRRA

POST /my_store/products/_bulk
{"index":{}}

{"productName":"Latest art shirts for women in 2017 autumn","size":"L"}

7.x ZJE A

POST /my_store/ bulk

{"index":{}}

{"productName":"Latest art shirts for women in 2017 autumn","size":"L"}

IR 28 R 5-5 fs, iR EgERAF RS “errors” FEIMEA “false” I, &
NP NEAR S .
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[E5-5 IREHR
- |
"took": 42,
"errors”: false,
- Titems™: [
T 1
- "index": {
" index™: "my_store”,
_type": "products”,
" id": "AWTGbHt7BwpM-hb3LKau",
" wversion": 1,
"result”: "created",
- " shards": {
"total": 2,
"successful™: 2,
"failed": B
- }_1
"created”: trues,
"status™: 281
- I3
- h
<]
-
£ APl S A\HIE
8 bulk API i cURL fr 4 S ANEHE LA, 4 F#ELL ISON #udfs S 9l .
(AR

553 API S NEHESUARS, BINSNRIEHES A/ N EEEE S0MB,

R BN 5 2 IR 5545 -

BNER N TEMIRELR RIS WAER — VPC WIRFRIE = k554, B
Elasticsearch API.

PATUI N a4, A\ JSON iz

Hrp, {Private network address and port number of the node} 75 & ¥ NEERE 1 S
P ) R R 145, 24900 s IR, K R B S PAT R W R AR
WEZ N A, 7] LUK {Private network address and port number of the node} & 154
EEHEH 5y — T SR P X7 ) H b A 5 AN SRAERE RS — AN, FR N
Z R E G IRPAT T S AEGE . test.json YR AEIE json SAF

curl -X PUT "http://{Private network address and port number of the node}
/_bulk" -H 'Content-Type: application/json' --data-binary @test.json

(MR

Hep, XSHSHENGS, W "X PUT", -H SHHISHENERL, 40 "-H Content-
Type: application/json' --data-binary @test.json”, ZINAY-k 28403, 1BDE-k SEHEESHES
Hiazia,
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~l: ¥ “testdatajson” EHE SCAF N HEHE F N Elasticsearch 24, WA A
IPEAEINE, Hd— AN A MG R Y €192.168.0.907, i 152A “92007,
HH testdata.json SCAFH AR W R Brs

{"index": {" index":"my store"," type":"products"}}
{"productName": "2019 KEFA L EATHE LI, "size: "M"}
{"index": {" index":"my store"," type":"products"}}

{"productName": "2019 KEHH L EMHELH", "size": "L"}
SNEE R R R PR
a.  AHATLA R4, AIE my_store &5l

7.x ZHIIA

curl -X PUT http://192.168.0.90:9200/my store -H 'Content-Type:
application/json' -d '
{
"settings": {
"number of shards": 1
I
"mappings": {
"products": {
"properties": {
"productName": {
"type": "text"
I
"size": {

"type": "keyword"

7.x ZJEhRA

curl -X PUT http://192.168.0.90:9200/my store -H 'Content-Type:
application/json' -d '
{
"settings": {
"number of shards": 1
}y

"mappings": {

"properties": {
"productName": {
"type": "text"
b
"size": {
"type": "keyword"

J O

b. #HATLLTF @4, S testdatajson SCIEH IR .

curl -X PUT "http://192.168.0.90:9200/ bulk" -H 'Content-Type:
application/json' --data-binary @testdata.json
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Elasticsearch {8 F E1)

Elasticsearch & 8 & 514, FEREN{#H Elasticsearch &R 5| ¥l firp, IR T —1t
SUGAFE TG, WP S RZRSE, (EvS%,

B =25

¥ F 2 FE R 22 L6 72 KX H 2 Elasticsearch

—NRZRRE AL bulk WERANREME AHE —NMEREI RSB/ 7 AU FH AR R
PIBTUR, Nzl 2 AR 2 R R AR HdE , 1R THEUE A AR
X HREIR/NE bulk 55K, 38T S Bl L ie B . mT LA
FEEE E 2 PR INLES Load B CPU Mufl. IEH “nodes stats” & H
1A cpu Al load HRF, &P LLEE “os.cpu.percent”,
“os.cpu.load average.lm”. “os.cpu.load average.5m” #l
“os.cpu.load_average.15m” Z¥U{E B 7 ETELE(E .. “nodes stats” 4 L 1) f 45
FHSEIRREES W,
https://www.elastic.co/guide/en/elasticsearch/reference/6.2/cluster-nodes-stats.html#os-
stats

Blan, FEPAT bulk R, (EFFIZAEEE D 2 4, W% Load F1 CPU HITE L,
ARV, TSN R . MR RE N E N N, B Load A1 CPU
CEA, R N AR AT bulk RIE SR 5180 . @ MR & i
IR VES e

AN refresh_interval FIET ) ] BB [E]

BRNAEOLS, B R B ERIET— K. EIFANE PR b 5 A0 AP IR o
FEAH Elasticsearch 5| K& H E M, ARMARGEEZ A LT SEN 2R, 7]
POEWCE, B2 S R
PUT /my logs
{

"settings": {

"refresh interval": "30s"

}

}

NI R TIBS, FTLAZEA refresh Al replicas (&

WER T — IR NBCREE E N8R index BN, FTLASEEEH refresh, 2
“refresh_interval” W B A “-17, & “number of replicas” BB “07. 2%
SNTERJG, 5 refresh_interval A1 number of replicas ¥ B [A] J5 R HI1E
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O XB:

EFEA B HRFAE A

TEAVER R SRS, B U A1 B BRI AR S, 75 243 AR 45 2% A I BROARD
BHZH “shards=5, replicas=1", Bl FHN 5, BIAEN 1.

R, SRREEARE MRS, Ry s el 2 H 2 S BUe R AL
1. ool 2 2 FBUSRIHTIF LR Z 3, Ha 382 GRS a 2 aEineE .
M 8od b SFBERA D AR IR, FrieRiE L.

MRIEHLA R B REIRNERE D AL VR i A E5EI 30GB. B A
ERRCLY L WA B ER N
PUT /my index
{
"settings": {
"number of shards": 1,
"number of replicas": 0
}
}

FHEERESFRNZRSI

Elasticsearch &2& T Lucene #1725l MIfAEEAE 1, 20 TR X2 LML,
RIBT A ) document #1648 [7] A 7 B o
B G TE R BRI B A [ — 4 index

AN TE A A EE 454 document JEE [ —> index HLo W LA B AIHE — L85
/I index, D shard A7 -

BHAF type JFEE— index
2 type JAE A index FH il RKANF 5, {H/2 Elasticsearch A2 5T
type RAEE K], AFEIF type FEHA index XM . W type VAT JE AHALMK
mapping, FEVURE]—/NFHH T index.

El— index EHEAF type Z [ FZBAGEMR

WRAMWNAFEN type, T type #A AL MF-B, (HELURAFE, XAE
Elasticsearch #& A~ 7Y

REEESEE RS

1E Elasticsearch FH TA7fig BRI [RIAH SO BB e, dnH E%dE, B UUL IR RIVERIS 3 R
g1, A RIERTA H s &R R — AN MR & 5] B .

TR ENVERI RS ARG T — MEERRS] (logs 2014) 8% H 2 5]
(logs 2014-10). %=1 4EH B R RIBHED) #2) — M2 K2 5] (logs 2014-10-
24),

2R [) ¥ B B R 5L A R %

A RIBHMERYE 4 BT HE B 1% FEG1E 1) shard A Replica
B XoF B TR 5 Bl 61l ) 4> 2R 51 AT AR TS 1 Shard %A1 Replica £, ATIAT LA
WS AE— TR BCE — MR KK shard K25 &S HHIEDL. MY A 5T A7
S PR 30 LI 1) ] ) 1o A A A
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o MERIAZHE R FEMERIFRKRS
DELETE /logs 2014-09
o FM alias HlL#| 7T AFER 5] 8] RiEVI#
0, F% logs_current [ alias HLi#i| 111 logs 2014-09 2 5| MIBR, FELELL alias AL
HHHTHY logs 2014-10 &5l
POST / aliases
{
"actions": [
{ "add": { "alias": "logs current", "index": "logs 2014-10" }},
{ "remove": { "alias": "logs current", "index": "logs 2014-09" }}
]
}
o HMAHEEFNERG, WmEARE AR, #TRIMUURRERRER
# logs 2014-09-30 & 5| F 24/ segment 5 FH R —A K F, DR EE WAL
%O
7.x R RRA
PUT /logs 2014-09-30/ settings
{ "number of replicas": 0 }
POST /logs_2014-09-30/_forcemerge?max num_segments=1
PUT /logs_2014-09-30/_settings
{ "number of replicas": 1 }
7.x Z G A
PUT /logs_2014-09-30/_settings
{ "number of replicas": 0 }
POST /logs 2014-09-30/ forcemerge
{
"max num segments":1
}
PUT /logs_2014-09-30/_settings
{ "number of replicas": 1 }
RUERSIECE
o X4 text fl keyword
{t Elasticsearch 1 string 7 Bt 7 70 BB FOBT BB HESR 2 : text F T2 30 R 1Y,
T keyword F T8R4 % .
XT AT LSRR PR R R E T B bRt BIACE Y keyword 2K
3_1:_1{ o
7.x ZHI A
PUT my_ indexl
{
"mappings": {
"my_ type": {
"properties": {
"tags": {
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"type": "keyword"
by

"full name": {

"type": "text"

7.x Z Ja A

PUT my indexl
{

"mappings": {

"properties": {
lltagsu: {
"type": "keyword"

}’
"full name": {

"type": "text"
}

}

EHT text FERHNBE ST
AT BRIRE GG AR M WK . 7E Elasticsearch X 1731 B IR & 4t
T ZHIE fielddata, BRIMRZERIN, JFJH fielddata 21 KB H AF FEH
SR BE AR 73 1) A5 AT 2 7 B, RS O — A text BN T30,
F—4 keyword 7 BT TR & 41T
7.x ZHi WA
PUT my_index2
{

"mappings": {
"my type": {
"properties": {
"full name": {
"type": "text",
"fields": {
"raw": {
"type": "keyword"
}
}
}
}
}
}
}
7.x ZJE A
PUT my_ index2
{
"mappings": {
"properties": {
80
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"full name": {
lltypell: lltextll’
"fields": {
"raw": {
"type": "keyword"

ERZESI1RR

Elasticsearch SZRFil I 2R 51 MR ] — Le B R ol i B (settings) AL,
(mappings), WIFRHI>FECN 1, FHEEA all 3. R IIBNAT DU T HlaFh ik &
(settings) 4987 M H T8 8 ER 5] :

o BT LLUAIL template B TR B B AL o
o  EAEGIBMR AT LLUEIT order TR E mE T . FUEBRK, LI .

W R RBIKIR, logstash-*ULHCHY R 51K H my logs #tk, H my logs B IS 2K %L
BHH 1,

7.x Z B IA

PUT / template/my logs
{
"template": "logstash-*",
"order": i1,
"settings": {
"number of shards": 1
s
"mappings": {
" default ": {
" all": {
"enabled": false
}
}
s
"aliases": {
"last 3 months": {}
}
}

7.x ZJEhRA

PUT / template/my logsa
{
"index patterns": ["logstasaah-*"],
"order": 1,
"settings": {
"number of shards": 1
by
"mappings": {

"properties": {
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" all": {
"enabled": false
}
}
by
"aliases": {
"last 3 months": {}
}
}

BIEZNIRE

Elasticsearch Fl| AHE M 7 &l 50, iR DR B FE M S E R mA S BRS
B, BIARFFAPRAES R MEERE R . SR G, BB TR
Py, AEHEEL R TEAR ST H ) B iR — N SE R R L.

A EERE, AT DUE A A R Thae, R I BAR IR A7 2] OBS M. H&midiE
FRRREN . 5 — MR BUREE 1 5 5 DL, 5 SRR PR I &R B 2 AR DR IR B
B2 M ZE 5. BEE AR P SR T, &0 el & s AER . X &
MR JE SR A TR, RO EAT R AR RIR M &

AR E N

TIEARPATIEEIEF R, ASTHEACE (EESkd 7T EANESIBD, MHRE S
WA

HHE YRR E R RAE, BRAOIAE BN E AT VP A . H A X SO AT
AFEEHERR TR, FrPAFRATT &4 H constant_score 21 ] PAAEPE A HORAT term &)
FEUL—1E NG — V).

GET /my store/products/ search
{

"query" : {
"constant score" : {
"filter" : {
"term" : {

"city" : "London"

}

}

S scroll API iR Bl AXE#IE

Lk B EHAEN, e R IR AR SR from F size 28000 T0, AT IR, 45 %
FEIR B2 iU 5 ZAE R i et T sby, R aIF e Bt . A 2K
from {e, HEFPERER e RRARF IR, MHAKER CPU. WA SE. ik, 2
S AN ELAS R 5y T

N T REGIR LRI, HEFER A scroll # 1R A K E A .
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scroll 1A ] LLFH >k X} Elasticsearch A 2t $AT KA E I SCRY EH), 1 XA VR B
53 TUHFIARAS o scroll 2] RFIRATT G MIwWIaG1, S8 )5 Rt E R USSR .

&if] (query) S5idiE (filter) RIXHI

MRRZER: —BUEHT, —Rd s Ut vk E LR, JFHRIER
5E o

YIRS U, AR E N AV B R Ay BPIXAN A
FHIWERILADL, 25542 yes B no.

flhn, LR EOL2 S e -

created Y [A/& 5 7E 2013 15 2014 XA X ] 2

status 7B A2 755 published X/ #LiA] ?

lat_lon BRI B AR T 7EFE € s 1 10km a4 2
LA HEWG O, ERSBHR—A 07 K&, AT AR, ﬁlg?}
FIWrIX A SR 2 TS ULHED,  [F]INE 75 2 Wi A SCRTUHC (A2 B an o] o b A v g S Y
R T ER LR C:

T full text search 1X 1] i VLEC 1) SCAY o

ALE run XM, HEEVLED runs. running. jog B3 sprint.

& quick. brown Al fox X JUANA], 18] 2 (A1 B RRRIT,  SCRYAH
¥R lucene. search BY java #3%, FRAHZE, FHCMEBE.

RIESMRTEA

BWLENAF ) 70 88 5 A R ) BOS HREE S I, S EUBOEREE, FTLLH] validate-
query API RIGIEE ) 2 75 &Y

7~f: 7 Kibana ] Console FLHIA, #ATWI Fr4 . validate 1 R & 5 IR IEX A H A
Eiko

7.x Z B IA

GET /gb/tweet/ validate/query

{

"query": {

"tweet" : {
"match" : "really powerful"
}

}

}

7.x ZJEhRA

GET /gb/tweet/ validate/query
{

"query": {
"productName" : {
"match" : "really powerful"

}
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}
}

N7 HRHEWMASIEREE, 7T LT explain ZH0N 2 & #7455 1,
7.x ZHTHRA

GET /gb/tweet/ validate/query?explain
{

"query": {
"tweet" : {
"match" : "really powerful"
}
}
}
7.x ZJERA

GET /gb/tweet/ validate/query?explain
{

"query": {
"productName" : {
"match" : "really powerful"

}

= oo

o

==

"valid": false,

PATMIR

.
%

H

o,

A

"error": "org.elasticsearch.common.ParsingException: no [query] registered for

[tweet]"
}

o

BRGNS Fras, AT LLAGIR (A1 25 R A ISR (match) 5 FBA4FR (tweet) ik
P

PRIk, - FEEEl, (M explain Z2H0R IR ] AT 32 R HIE,  TO0 THERA BEAR 2 1 2R 55

R ERT query 2 ARH A F IO
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7

FED

7 snyms

7.1 {ERARA

313 LB
1E Elasticsearch % 2% 5| b {8 43118 2R, A PR V2

® ik max word: =RESCAMEBANRIE IRy, LU “HERCPE AT TMAE " 377008 “WERCI X IE
A, V4 R T M, AT, TR, T 0,3 TR, TR IR, 55 R R RERI 4L A
o ik smart: XUEMRERIRT, ISR “WERCPE KRS TR ” 509 “IEBEE KT 4K

wflfe=

%, HA¥ “FEeeFH” wENTE, “&7 wENER. 285, 1fiH Elasticsearch
IR “HBETHLRIBIH” SCRNFHAT /317

1.

B RRSEHEE G, SREFEMHMER, Al ERLRRIENER LA
fE R T,

WA A PE SO A2 3] ) 2R SO A R SARDA] R SR, ARl E ST A “BIRET
L7 ialiE, {SiEsctbb g <O s, 8 SaE PR e — A A S |
CTRT M CEN” . ARJEN UTF-8 I BOM % 24 i (1 S0 774 2 %) 5 OBS %
£, U “obs-b8ed” -

(1 %8

HFRFEHANTENEREAEST "&". "N SEBAE, WS BaLAR HEREIFrER

1,

SHERCE H o SO PED IR, BTN OBS #8448, FREFEXT MR 316 FE S
7 L AR EE SO R R SCGENAE SR o s “ORAET, Sy ERLE
15 BARL

FRR BRSSO “IRIN” J5, SENERFE UM, EX N LR, R <
fE” FIE) “Kibana” #: NEEEE.

7t Dev Tools [ Console #, ¥ AWl ML, Jpd ™ &7, BTELNEE

SR
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- ik smart A1, A RREFALRAUER " SR A REAT A

ZNZIAVEE
POST /_ analyze
{

"analyzer":"ik smart",

"text": "HEETFHLERFH"
BATE R G, BT ER:

"tokens": [
{
"token": "FEEFHL",
"start offset": O,
"end offset": 4,
"type": "CN_WORD",

"position": 0

"token": "{R#EFH",
"start offset": 5,
"end offset": 8,

"type": "CN_WORD",

"position": 1

}
~  f#H ik max word F 1A%, X
AR

POST /_analyze
{

"analyzer":"ik max word",

"text": "HREFHURIRLGH "
BATER G, BESACR:

"tokens" : [
{
"token" : "HEEEFAHL",
"start offset" : 0,
"end offset" : 4,
"type" : "CN_WORD",

"position" : O

"token" : "FRE",
"start offset" : 0,
"end offset" : 2,
"type" : "CN_WORD",

"position" : 1

"token" : nééllul

[{

¢ &0
B

RETHLRIRE 7 SOR N A 3EAT 7338
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"start offset" : 0,
"end offset" : 1,
"type" : "CN_WORD",

"position" : 2

"token" : "BEF",
"start offset" : 1,
"end offset" : 3,
"type" : "CN_WORD",

"position" : 3

"token" : "FHL",
"start offset" : 2,
"end offset" : 4,
"type" : "CN_WORD",

"position" : 4

"token" II*J-L",
"start offset" : 3,
"end offset" : 4,
"type" : "CN_WORD",

"position" : 5

"token" : "{RLFH",
"start offset" : 5,
"end offset" : 8,

"type" : "CN_WORD",

"position" : 6

"token" : "{RIf",
"start offset" : 5,
"end offset" : 7,
"type" : "CN_WORD",
"position" : 7

"token" : "WFH",
"start offset" : 6,
"end offset" : 8,
"type" : "CN_WORD",
"position" : 8

"token" : "Hi",
"start offset" : 7,
"end_offset" : 8,
"type" : "CN_WORD",
"position" : 9
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6. ZHUWTRE, SIERS . AR, AR T RMAEREERER,
a.  BIEZEI “book” . WIFHR, wBIH “analyzer” A “search_analyzer” i

# “ik_max_word” , WA PLEEE “ik_smart” 5325 .
(7.x ZHTHRA)

PUT /book
{

"settings": {
"number of shards": 2,
"number of replicas": 1

be

"mappings": {
"typel": {
"properties": {
"content": {
"type": "text",
"analyzer": "ik max word",
"search analyzer": "ik max word"
}
}
}
}
}
(7.x KZJGRRAD
PUT /book

{
"settings": {

"number of shards": 2,

"number of replicas": 1
be
"mappings": {
"properties": {
"content": {

"type": "text",
"analyzer": "ik max word",

"search analyzer": "ik max word"

}
b. SAFHE. BXAEEZFZAZE “book” ET|H,
(7.x ZBIRRA)

PUT /book/typel/1

{
"content" : " BETFHLRIRLFH "

}
(7.x X Z JahRAD

PUT /book/ doc/1
{
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"content" : "HAEFHLRIRLGH "
}

c. fEAISRHEET “HRETHL” AT,

(7.x ZHRRAD

GET /book/typel/ search
{
"query": {
"match": {
"content": "HREFHL"

}
(7.x S Z Ja A

GET /book/ doc/_search
{
"query": {
"match": {
"content": "FREFHL"

}

HREER:
(7.x ZHTHRAD)
{
"took" : 12,
"timed out" : false,
" shards" : {
"total" : 2,
"successful" : 2,

"skipped" : 0,
"failed" : 0
)l

HERLRAGR.

"hits" : {
"total" : 1,
"max score" : 1.7260926,
"hits" : [
{
" index" : "book",
" type" : "typel",
T del® g WiW,
" score" : 1.7260926,
" source" : {
"content” : "FEETFHLERGH"
}
}
]
}
}
(7.x KZJGRRAD
{
"took" : 1o,
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"timed out" : false,

" shards" : {
"total" : 2,
"successful" : 2,

"skipped" : 0,
"failed" : O
}I

"hits" : {
"total" : {
"value" : 1,
"relation" : "eqg"
bo
"max score" : 1.7260926,
"hits" : [
{
" index" : "book",
" type" : " doc",
" oid" . "1v,
" score" : 1.7260926,
" source" : {
"content" : "FEETHLRIRILFAH"

}

7. ZEWNRML BIERG SAME. MR SCA AT R AR R

a.  BIEEI.
(7.x ZHTRAG T Frs)

PUT myindex
{

"settings": {

"analysis": {
"filter": ({
"my synonym": {
"type": "dynamic_ synonym"

}
bo
"analyzer": {
"ik synonym": {
"filtexr": [
"my synonym"
1,
"type": "custom",

"tokenizer": "ik smart"

}
}l
"mappings": {

"mytype" :{
"properties": {
"desc": {
"type": "text",
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"analyzer": "ik synonym"

(7.x R ZJa AN Brzs)

PUT myindex
{

"settings": {

"analysis": {
"filter": {
"my synonym": {
"type": "dynamic_ synonym"
}
b
"analyzer": {
"ik synonym": {
"filter": [

"my synonym"
] 4
"type": "custom",

"tokenizer": "ik smart"

s
"mappings": {
"properties": {
"desc": {
"type": "text",

"analyzer": "ik synonym"

)
b. SAEHE. BXAGFEEIZAZE “myindex” R,

(7.x ZHTRAD

PUT /myindex/mytype/1
{

"desc": "IARIKE T RIFLm
}

(7.x RZJGhA)

PUT /myindex/ doc/1
{

"desc": "ARIRKK T AT L
}

c. FERFEDSGHE “mE” HATHR, FEEHRER
PATU T a2 HLR “m7

GET /myindex/ search
{
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"query": {
"match": {

"desc": ll_\'%_%ll

}
R
(7.x ZBIRRA)

"took": 12,
"timed out": false,
" shards": {
"total": 5,
"successful": 5,
"failed": O
by
"hits": {
"total": 1,
"max_ score": 0.41048482,
"hits": [
{
" _index": "myindex",
"_type": "mytype",
" oid": "1iv,
" score": 0.41048482,
_source": {

"descr: "RARHIL T REIF L

}
(7.x S Z Ja A

"took" : 1,
"timed out" : false,
" shards" : {
"total" : 1,
"successful" : 1,
"skipped" : 0,
"failed" : O
s
"hits" : {
"total" : {
"value" : 1,
"relation" : "eqg"
b
"max score" : 0.1519955,
"hits" : [
{
" _index" : "myindex",
" _type" : " _doc",
"_did" . "1,
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" score"

" source" :

"desc" :

: 0.1519955,

{
"SR T BARTF Lo
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QX%

FED

8 8] A Fe Rt

FRINTE LN =LA SS 288 1 T S gl v, P B ™ BAT 8. e S e Huddi i
K AT DU P SO AT R SO TR A O o I A PR i e e, PRI LA
P PR SCEE A S R 2R AL SR R R SRR R 51 Bl thom] DU i SC iR o

FE LS N P SCEE AR 2R 5 M

TA] SR L P4 518 5 7] L2445 analyzer. tokenizer. token-filter BY, char-filter >Kf5% F

] SRR A (R P A S R AL 5 0 T A

o 2t KRR T U AR
o 2s: R ICEAREAH Iy TR
AN E RS
1. BExcHlRIRGEHEES G
2. FEREMISHUAES, G CERERET , HENERYIR .
3. TEEEREAIERT, Bl AR N “H#RE” SR “Kibana” .
WRIFE T2, FEmM NIRRT R E R P 2.
4. 1£ Kibana fMFfiHikE “Dev Tools” , Hiii “Gettowork” , A Console
FHH
5. {E Console i, #ATWI T4, BIEZEG] “stconvert” , JFH48E H & B R &
P& E/ TSI
7.x ZHITRA
PUT /stconvert
{
"settings": {
"number of shards": 1,
"number of replicas": 0,
"analysis": {
"analyzer": {
"ts ik": {
"tokenizer": "ik smart",
"char filter": [
"tsconvert",
"stconvert"
]
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}I
"char filter": {

"tsconvert": {
"type": "stconvert",
"convert type": "t2s"
by
"stconvert": {
"type": "stconvert",
"convert type": "s2t"

}7
"mappings": {

"type": {
"properties": {
"desc": {
"type": "text",
"analyzer": "ts ik"

}

7.x ZJE AR

PUT /stconvert
{

"settings": {
"number of shards": 1,
"number of replicas": O,
"analysis": {

"analyzer": {
"ts ik": {
"tokenizer": "ik smart",
"char filter": [
"tsconvert",

"stconvert"

bo
"char filter": {
"tsconvert": {
"type": "stconvert",
"convert type": "t2s"
bo
"stconvert": {
"type": "stconvert",

"convert type": "s2t"

}I
"mappings": {
"properties": {
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"desc": {
lltypell: lltextll’

"analyzer": "ts ik"

ﬁ\—v—'

SR PR

"acknowledged" : true,
"shards_acknowledged" : true,
"index" : "stconvert"

}
6. {E Console Ftif, #ATWI N4, SALIET] “stconvert” ZE5[H,

7.x ZATHUA

POST /stconvert/type/1l
{

ndesc": "EEEEE
}

7.x ZJahRA

POST /stconvert/ doc/1
{

"desc": "BFEEMHE"
}

IR ARG R “failed” FEMESN “0” I, FoREHE AN,
7. f£ Console i, PATWITar<, MRKHT “HEr” , HFEEHRER.

GET /stconvert/ search
{
"query": {
"match": {

"desc": "EHS/]T\‘"

}
HWRAERW TR,

{

"took" : 15,

"timed out" : false,

" shards" : {
"total" : 1,
"successful" : 1,
"skipped" : 0,
"failed" : O

b

"hits" : {
"total" : 1,
"max score" : 0.5753642,
"hits" : [
{
"_index" : "stconvert",
" type" : "type",
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" id" 3 lllll,
" score" : 0.5753642,
" source" : {

"desc" : vv %?ﬁ?ﬁ%u
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S1IBEBRENINE
FH PSR 5 8, AFsrar,  — SRR KR E AE 20 3R] B It R s iR )
Bilhn, REARHE AT ZFCRE W, BUE AR N RN R AW, W =R

;i%”o

Bt B, SR DI = 8RR S5 0 B e SR E DD RESE o il . HLSCHF AR
IR VEE ST IDIE Ve

(MARUL):

BENRENRE L&ZRT (BI2018 553 B 10 HZAl) CIEMERE, TiEERBEXIREIRE.

B AR
o M TR A AR, RSO R R B, L
eSS PRI RS54 . 17 P SRS A UTF-8 76 BOM K AT SCHE, FLICHH g7
Sy Ay LRSI 100M.
o IR PRSP T AARE IR, W R AT, AT %, R
R A . BB PSR UTE-8 J BOM HS AR SCAT A, LSChE i —f7 4
S P SRR 20M.
o AR AR SURIRL AL, TR R R ) S A A A
£ FURTAPESCPE AL UTF-8 T BOM HeTA SCASCHF, ELSCPRag— 47— LR U,
2 SO S BRI (7] Sl P SO AR SR 20MB.

RIS
AL RS B A IS B TAM A BRI L MR R
5 SR T

o LRSS B XRAMARS” TH K “OBS Administrator” FUFR .
o  UFiATE XK “Elasticsearch Administrator” X[ .

B E B ENIAE
1. fEnMBEWRSEHESG G, RhEAMFER “EREE”
2. 1 “AEREEE” VUM, MAOEREME A SOAEMERAR, EANEREER
[i8
EERHME R, W “He SUAE” 1%,
16 “HESGRFE” TUH, &0 LLRTIFRIT B B H € SCHRE T RE
—  OBS ff: FialFE . {51l 1a] 22 A1) SO ia) B SO A7 i OBS A7 B . sk 241
BA T H OBS A, &l LUt “BIdAl” HATEIE, FEHERESRIES L
CF GBS FH 36 ). BIEER) OBS AL AANEEREFTAE “ X387 AHIA] .

- EWEEXNGR FREERSCE, AET R SR8 UTF-8 JC BOM K (A 1
SR o I ASATSCAAFAE BN L OBS B2
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— SR EXT B SRR PR SR, 24T R SCRF UTF-8 J BOM A% 2 4mht i 5L
Ao IRSAE SR A7t BN OBS #%12 T o

- [FSGERAEER AR R SCRA S, 2R A SR UTE-8 I BOM #% 3\ i
MISCARSCAE o ASEAE ST A7 i BRI OBS B2 T .

5. el “URAET L AE BRIV XEMESY, Sl R . ARG EAET R, Ut
A EEIRA Y T o LS 1A, IR B SER AR
ATy “Resly” o M, TR A R S ELE IR R A AL

ik B E XA

RS T EAE S O E R SGRERI S8, AT LMB A E SR E . IREAEIER
A AL X N OBS A .

16 HE AP GUH, FOEAEH “OBS 7, “ PR, “IHrifEx R &
“FSCGRTFAER R 250, Wi “URAE7. BRI RNE D et “ e ™. AP
SERUR PR AR T

PR B 1 SRR

BRGS0 i O T AL, ST LA B3] PR

FE H R SCA BRI, B A, AT PR HE R B “HRE e R RS B ER
Jai s E SCIR P ST AR o

278 FElasticsearch B EEH

9.1 $g$’{klu\ﬂ:nﬁﬁ%?§$’{k:b\wﬁﬁﬂ

FE R RS E B G b, BRI 2 RIS AR UL

AR -
9-1 SRS IR
RS AR
s SRR ERIEAT R, A PR ORS .
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S TR RIS T
WIRLILRBRAE T “RATFI” ARAS, SCHFRI AR
EE ORI IR YIRS S SR IERE . TRV 20
B Vil Kibana, OAHOIRSHS YT S SRR O
RUCREIST GNBR RIE, BRBIRER. G
e ol o SRR, (ARSI 5 3 T
(PO, AT IR, R A R

gt TFSERERAERR . 58D, &5 PR .

ok TR A A QIR R

®O-2 RRGFHRENRTS

b7 N7 il

gl TR A W R A B RN T 50%.

B TR E W R AR RAT T 50%, T
80%-.

yenis TR PE W R AR RN TET 80%., U
INSERERI Al A, DS RENS 1 W 1 TSR AT Hm R el
e

FH TORARAELMBEBEN ARG E. B, LRHSITH
b, RSN “RET N, ERNAEERRSN R
T%L’ ”»

9.2 EEFIRE N

EREINR B R RS AT R4, SRR, AERA#IUE R, ST A
EAEMRE T AR

B BB T HE S, I B S 1 . ZESRE I %k,
G RT LU S BB + 3HIL, PR B . SRR S B 9.3 .
GBI L ff, T S SR AR 1D, ARk O A, AT
s b O L mEEE.
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7<9-3 EEEHFIFIRAA

S ETp%

L FIND FORERRI AR 1D, P EREAR A IENER “FEAR(E
B i, RILTERNEAGE. £ ID 2RGHIE
BT, SRR S M hRR

ERERE JEoREERE AR IPRES . ERERES UGS I 9.1 RS
A RS VL

{55 IRFS JEoRE R ERE. TORERE. SR, IKE RS S IR
.

A LR IHAERET Elasticsearch [IRA S .

B g ) ] FREREI BN ]

PN R i btk SERER P X7 e ki AN 15, S RT DUl 2 B NS
B SR 2N AN, AL BIR AN R A T T g
M5,

HeE JERERTTHATIIEREAN D, 5 Kibana. WEER. i
A, FEJE. MR, B GAE. &h5E. E£EES.
Cerebro. A —HAETIEHATH, BIn WK EEEE:.

9.3 &P S EZRST

IR AR E R, T DOR R IR S Bt AT &y, S8 R A R EE AR el R
— I [a) BOECE I, AT OB KR R I R DU R e A . 5| & il g gk
FEDRSCIL. 28— i, UK ITA R 91 BT &0 .

(MARL L
B SWRERSITIRE LA (RN 2018 853 A 10 HZAD) SIEEAIERE, TTACERR,
o EHAZNGIERE. HINEIERIBIRIZIRBCE RN, FRAESRER 8 33 R, &R LUOT A
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2. fE “HEMREEY JUN, P REACE N SEMRERAI, EANEREAFR
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clustername_index_search_slow | 182 3| #5if) H &.

log.log

clustername.log Elasticsearch iz47 H &
clustername_access.log BAHE.
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analysis-dynamic-synonym 55.1, 6.2.3. 654, 7.1.1, 7.6.2. 793
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repository-obs 55.1. 6.23. 654, 7.1.1. 76.2. 79.3
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RIRBIRY %

R EART RS, AEERET ARSI E cold” AR%E, RIRERRA T . RN, B
TR LT L 2BET E “hot” Fr8%. M AT LUEE BRI E RG], iUk
I3 HE B AT A

T E template, 1 DUBEE BN AR B index A7t 26 2 A1 o

Wr, RN Kibana Console T, ALE myindex HkMIZR G|, fEFAEAT AL
o IXAEAT DU AR E G I 4 myindex FECHR A7 7574 508 15 i b i .

PUT template/test
{
"order": 1,
"template": "myindex*",

"settings": {

"index": {
"refresh interval": "30s",
"number of shards": "3",
"number of replicas": "1",
"routing.allocation.require.box type": "cold"

)
(7 it AT DA RO L B A IR 2R 51 BEAT 1A

PUT myindex/ settings
{

"index.routing.allocation.require.box type": "cold"

}
WA L LA REHRICE, A2 REHR R

PUT myindex/ settings
{

"index.routing.allocation.require.box type": null

914 B E

IB R MRS SO Pl SR L DT T AE 2 elasticsearch.ym] SCAFHELLEC &, & 2 d
B 55 T B A A A R A X LT AR A

S HEE
1 BREHRRSEEEGE.
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thread_pool.force_me | Fii=kft forcemerge HIBAFI K /N o By N IS HAE
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&, FHESERIAMERET A 1P R,
o XARRTRIRSIIRERE, FrBRIMFIS RGBT A MIEEISRILLERT.
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2. fERMERRSSAET, EESE cURL $UAT AP B H K27 A AP FFHUTIE P
Rl 528, Elasticsearch #:/EfI42 11152 W, (Elasticsearch: BUZ5F) -

M 7 AR 2% A 75 B R A R R

— S RS54 TG A 8 ) A A T

— MR RS AR VPC FESERAER — VPC 1, il 2wy sURSS
J&, ATLASEILES VPC 1ii] o

— USRS RS A I e A L TR BRI A A F
WRAE, TEBESTE = IR SS 4s 27 4 4 BT B M 2 R 55 o8 22 e AL N
M FCVFHEERERT B L 2RV . BEERIEES L CEMAA = H 85D .

— RN ES ££HE, H MR 7 WA TS A FE o VF TCP #9200 i
M, B S vFom YGRS 9200 G .

B, {EH cURL $ AT Fan4, EEEFFHMRGUEE, SRR M7 A H

A “vpeep-7439£716-2¢66-47d4-b5£3-790db4204b8d.region01.xxxx.com”, ¥ [1°A

“92007,

- WEREBAERR ML, AT

curl 'http://vpcep-7439f7f6-2c66-47d4-b5£3-
790db4204b8d.region0l.xxxx.com: 9200/ cat/indices'
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FED
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W, E curl fr 4w

curl -u username:password -k 'https://vpcep-7439f7£6-2c66-47d4-b5£3~
790db4204b8d.region0l.xxxx.com: 9200/ cat/indices'
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IR BRSSP AR T A W1 0 = b Kibana k5. &FX 22 e A EER,
I ZE RS SCRFIC B Kibana FF 5 ARG A, %3¢ Kibana ARG R4 %6, Ao & 5¢)5E
of B AR 223145 — ) Kibana 2 W V5 [ Hdik, 38X ANk A] DUEE A RN E T U o) SRR
#) Kibana.

Wb T2 A R, SCRFE G ik i B Kibana 210, [F] I 57 R 22 44
AERG I E 2 5, HJH Kibana 2 M5 7]
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g AR
17 98 BB A W7 A R 5

BUEEH: 1-100.
HiAr: Mbit/s.

UIEEGHHIBISS WS T s T, W ARV AEA 1Pl A IP 1 [ 4E R
Kibana. I B ViR, R A4 ByR P 1P
AR IP 15 i £4£8 Kibanas

42 84 Y AR G IP HHEERINEL, o RS S
BT E 4 .
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XOARCE T Kibana A MG A HIERE, =18 RIS SCRHME U T AU a3 H Th e
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Ry iR SHAMN “BE, fE BT Kibana 2~ MIT5 A 9E 7 TTIIMECH
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Kibana 23 W5 A C & 56 G, B35 — ) kibana 2 M7 i) ki, F P ar L@k 1P
Ui M BEFER) Kibanao

1. BRHEZERESEEES S

2. (EEERFEHEUUME, T EACE Kibana A MG EREARR, HENEREAGE
DI

. e “Kibana AR Y5E] 7 TT%E, SR kibana 2[5 ] ik .
4. Bzl SUATRAE AR BT R S AE R RS R T Kibana.
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10.1 g E R ETEZE S|

SRS 7.6.2 A AR SCRFR SPIRESE B, RIPIESEH ASM) & MlifF,
WLz, AT DRI R S IR, R 91 /NSRS B ) A2 A fid A X 28 5 S 1
BERAE, MMAEENI Az, A ISM PRy, fEnr DURYE 7 208 LH SN B R 511K
Zfy MR 14 SRS o

B2 ZE 5| KA
1. &% Kibana, fEAMER IM, HEANRGIEHEIIHE .

E Management

¥ Kibana
ndex Patterns
Saved Objects

Iﬁ Advanced Settings

2. ik Create policy, BJEE 5] 50K .
3. £ Policy ID 205 N550% 1D, Define policy #5573 N 15 1 S50 o
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Create policy

Name policy

;

o~ |
4. i Create,
BRI R, N PR IRIE I — A ARG . BIL T LUK policy id 7R
SIEAR RS, BRI E 5 R TIBREITEC R T8, 2R B IA K
5

QIR IR 25 2 5

PUT template/<template name>
{

"index patterns": [

"index name-*"
1y
"settings": {
"opendistro.index state management.policy id": "policy id"
}
}

- <template_name>: T EEH NI MR TR .
- policy_id: FHEEHNA 3 B Policy ID.

RS MM Z 5|
1. %%+ Indices.
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Index Management | Indices

M

Index Management

Index Policies

®

Managed Indices

Indices

E

B

e
I

& =2

. 1E Indices ¥1|3R "Ik LIS ZI ks 1) — ek 2 AR5 .
3. iy B Apply policy, WsNREFH SRR .

B oon

Index Management

Indices

4. M Policy ID S5, ARG 1) 05 .

Apply policy

Choose the policy you want to use for the selected indices. A copy of the
policy will be created and applied to the indices.

Policy ID

| ~

new01
5. i Apply.

RSk BN 515, ISM 2 BRANBIESRE 5 20 BlsAT —IRIEL,  PASRAT SR 5
T8, REFRIFIFR RS IR FRIRE

EEERS

1. %% Managed Indices.

2. SR EETE KNS, T LLIEFE Change policy, TEI5i1ES %A E K.
3. WM, THIEFRIEHAES, SR)51%+E Remove policy.

4. WUREREE AN, THIEEESEN, SR)51%$E Retry policy.
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£ Kibana "5 SUE BR8P BRUTT

1. {£ Managed indices T, /4% 75 % 5 HUB SIS I 5] .

2. Hilif A Change policy, X\ Choose managed indices U1 Tfi, 4% 5 g o
MEHIFHCER .

#*10-1 EMASIRMESHIER

B PR

Managed indices LR HRE TR MR AR, SRR EZ R .
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AMEL .

New policy TR R
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2021-09-09 134


https://opendistro.github.io/for-elasticsearch-docs/docs/im/ism/

O XB:

AN ¥

11.1 XY IEITIEFR

TheeiiAA

AHE LT mARIRSS Bz W iR 55 M fa b i) i 44 22

WA 5 B £

iy 4 (8]
SYS.ES

F=11-1 Mefiekrii AR

X[,

MRS BIRANYE S
S o FHPAT LU 75 M 1% R 55 B (A B2 1) 65 B APT 2 PRI R w8 R AR5 ™ AL 1

#6845 ID FEFRBFR

aX

EESEE

= 3F
R&UE

S B A
(Yt
)

SRR

status

R T 5
o R
RHTHR.

0,1,2,3
0: R
100%w] F F
1. Hdig e
1y, o RIA
k. mrH
PEER AR
55k, f71E
R, i A
KIEERE
o

2: FdEEk,
TS I
SR

ES £E7E

1%

2021-09-09

135




O XB:

$6#% ID BB | BX BUESEE MEXT | I EHA
R&UE | (JRiatE
FR)
3: WA IREE
disk_util WA | Z$8bsH T4 | 0-100% ES ££HE | 1 7%
2 THI &6 4
MEBLAT 2R
Bfr: HAork
max_jvm_he | £k JVM | ES 814 | 0-100% ES fEHE | 1 4h
ap_usage Wi A | R
IVM HEAE
LR VP
tt.
max_jvm_y | K JIJVM | ESERTA | = 0ms ES &R | 104
oung_gc_ti | Young GC | sk
me FEmT JVM Young
GC #EHT .
Hf7: ms
max_jvm_y | K JIJVM | ESERTA | =0 ES &R | 1 %
oung_gc_co | Young GC | Hi K
unt €A JVM Young
GC L.
max_jvm_ol | fx Kk JVM | ES &S | = 0Oms ES /| 1 0%
d_gc_time | OldGC#E | ki)
if) JVM Old GC
FEIT .
ﬁ{j ms
max_jvm_ol | i KIVM | ES&EHYiA | = 0 ES &R | 104
d_gc_count | Old GC & | ki)
¥ JVM Old GC
total_fs_size | WHF RS | ESERAIL | = 0bytes ES £EHE | 1 7%h
ISWNAN HERG SR
/N,
HAZ: byte
free_fs_size | R4 | ES&ERHIC | = 0bytes ES &R | 1 0%
AR/ | HERGETHER
/N,
AT byte
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$5#5 ID EiREiR | &X EESERE MEXT | T EH
R&HEE | (JRIAE
¥R)

max_cpu_us | fx Kk CPU | ES #E#ET7 4 | 0-100% ES &R | 1 0%
age FIFH = PN

CPU H|H

Bz HArE
max_cpu_ti | K JIVM | ESERTA | = 0ms ES &R | 104
me_of_jvm_ | BEREMEH] | ok
process ff) CPU K} | JVM HEFE(E

1 FH¥] CPU B

8] o

${E ms
max_virtual | f K JIVM | ES 84S | = 0 bytes ES £EH#E | 1 %d
_memory_si | MR | FECKH
ze_Of_VM_ | finlpy | IVM iliff
Process e FH B REAL N A7

AR

HA7: byte
max_current | f KX4H7 | ESEMTA [ =0 ES &R | 104
_opened_htt | $T7F 1 PN}
p_count Http %8 | TP/ Http
max_total_o | i K4¥ | ESHEHTIA | =0 ES £EHE | 1 %h
pened_http_ | 7711 B K1) 40
count Http %8 | FT7FAY Http

# TR

indices_cou | R5|¥&E |ESEMMNZE |[=0 ES &R | 1 %h
nt g%,
total_shards | 7» i ¥ | ES &R | = 0 ES &R | 1 0%
_count P,
primary_sha | 4 %0 | ESEHME | = 0 ES &R | 104
rds_count g2 R,
docs_count | SCAY%E | ESHEMMC | = 0 ES £EH#E | 1 5

[R5
docs_deleted | #iftlFRft | ES ERERIBE | = 0 ES 4R | 1 0%
_count SCREHCE | BRSO R

g
nodes_count | i mifE | ESEEHEMTT | = 0 ES &/ | 1 0%
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f5#5 1D BB | BX BUESEE MEXT | I EHA
R&UE | (JRiatE
FR)
R
data_nodes_ | ##li i Al | ESEEBIE | = 0 ES f# | 1 4%
count e PR E.
coordinating | BT | ESEEEEMIBY | = 0 ES &M | 1 %
_hodes_cou | #¥& P EEE,
nt
master_node | Master %% | ES £EEEH) =0 ES &R | 104
s_count SR Master ¥ &5
%&% o
ingest_nodes | Client ¥ | ES R/ =0 ES S/ | 1 %k
_count rfE Client 75 524
o
W
F11-2 VAR
Key Value
cluster_id ES £t
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o CAIEEEMN.

BRIELER

1. BxEMESHE

2. k¥ “”*EE'?*‘B% > mERE .
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1 2 #¥1f] Elasticsearch SQL

1E 6.5.4 N2 Ja A A B AT TH A1 Open Distro for Elasticsearch SQL #dif4 o ¥ &% F SQL
M A2 Elasticsearch T4 €155 (DSL) 4’52 i,

RS O 23K SQL H HAVAE 23] DSL i), A MIhRE R — MBIk FE .

EARRIE

BERZIIRE, 72 R KL F]_opendistro/_sqIURI. & A] LU FHIE SR Z8alig K 1k
3 (HERD.

GET https://<host>:<port>/ opendistro/ sgl?sgl=select * from my-index limit 50
POST https://<host>:<port>/ opendistro/ sql
{

"query": "SELECT * FROM my-index LIMIT 50"

}
Tk mT DL curl 4y

curl -XPOST https://localhost:9200/ opendistro/ sql -u username:password -k -d
'{"query": "SELECT * FROM kibana_ sample data flights LIMIT 10"}' -H 'Content-Type:

application/json'

BRAINEOL R, &R [ JSON, (HEW A LLk$: CSV A% 3UR [FI4HE, 7 2%t format
BTk &

POST opendistro/ sgl?format=csv

{
"query": "SELECT * FROM my-index LIMIT 50"

)
CSV # R [FIEAEIS, FRATX R AN SR, REFIR B — 5B

SCFHRE

PATSHF) SQL #EFEH . 251k A KA. Include 1 Exclude. A% &
2 join Al /R EHRAE .

75 B statements
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Z12-1 F5BA statements

241+ Conditions

Stateme | Example

nt

Select SELECT * FROM my-index

Delete DELETE FROM my-index WHERE _id=1

Where SELECT * FROM my-index WHERE ['field']="value'

Order by | SELECT * FROM my-index ORDER BY _id asc

Group SELECT * FROM my-index GROUP BY range(age, 20,30,39)

by

Limit SELECT * FROM my-index LIMIT 50 (default is 200)

Union SELECT * FROM my-index1 UNION SELECT * FROM my-index2

Minus SELECT * FROM my-index1 MINUS SELECT * FROM my-index2
(MR

S(Iaezaia—rE, A8 UNION F1 MINUS B4 a gt Erram Sik EEaEE.

#12-2 %1 Conditions
Conditi | Example
on
Like SELECT * FROM my-index WHERE name LIKE 'j%'
And SELECT * FROM my-index WHERE name LIKE 'j%' AND age > 21
Or SELECT * FROM my-index WHERE name LIKE 'j%' OR age > 21
Count SELECT count(distinct age) FROM my-index
distinct
In SELECT * FROM my-index WHERE name IN (‘alejandro’, 'carolina’)
Not SELECT * FROM my-index WHERE name NOT IN (‘jane")
Between | SELECT * FROM my-index WHERE age BETWEEN 20 AND 30
Aliases | SELECT avg(age) AS Average_Age FROM my-index
Date SELECT * FROM my-index WHERE birthday="1990-11-15'
Null SELECT * FROM my-index WHERE name IS NULL
FE %L Aggregation
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#F12-3 BE KL Aggregation

Aggreg | Example

ation

avg() SELECT avg(age) FROM my-index

count() | SELECT count(age) FROM my-index

max() SELECT max(age) AS Highest Age FROM my-index
min() SELECT min(age) AS Lowest_Age FROM my-index
sum() SELECT sum(age) AS Age_Sum FROM my-index

Include 1 Exclude 7Bk

2% %1 Functions

Z12-4 Include 0 Exclude

Pattern

Example

include(

)

SELECT include('a*"), exclude('age’) FROM my-index

exclude

0

SELECT exclude(*name’) FROM my-index

F12-5 E{# Functions

Functi | Example

on

floor SELECT floor(number) AS Rounded_Down FROM my-index
trim SELECT trim(name) FROM my-index

log SELECT log(number) FROM my-index

log10 SELECT log10(number) FROM my-index

substrin | SELECT substring(name, 2,5) FROM my-index

g

round SELECT round(number) FROM my-index

sgrt SELECT sgrt(humber) FROM my-index

concat_ | SELECT concat_ws(' ', age, height) AS combined FROM my-index
ws

/ SELECT number / 100 FROM my-index

%

SELECT number % 100 FROM my-index
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Functi | Example
on
date_fo | SELECT date_format(date, "Y') FROM my-index
rmat
(MR
WS AEBRET /S A fielddata A BEERSEFAABRREUERTIE,
EEFERAE Joins
7<12-6 EFEIELE Joins
Join Example
Inner SELECT p.firstname, p.lasthame, p.gender, dogs.name FROM people p JOIN
join dogs d ON d.holdersName = p.firsthame WHERE p.age > 12 AND d.age > 1
Left SELECT p.firstname, p.lastname, p.gender, dogs.name FROM people p LEFT
outer JOIN dogs d ON d.holdersName = p.firsthame
join
Cross SELECT p.firstname, p.lastname, p.gender, dogs.name FROM people p CROSS
join JOIN dogs d
HRLIRMIR ], 275 “IERARAE Joins”.
J&7~ Show
J&7r show #E 5 ZR I ULAC R SIS f8m] DU R * 2% Al H@E BLFF
%%12-7 B 7R show
Show Example
Show SHOW TABLES LIKE logs-*
tables
like
EEFEHRE Joins
Open Distro for Elasticsearch SQL 3 #F inner joins, left outer joins,fl cross joins. Join #{E
CNEZAPE

£ ON 1A,

RIS
IR GUER % (B4 people p).

A ] AND 4
f£ WHERE i8], AERUGZARIIMMWASE . B, DUNERAR:
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WHERE (a.typel > 3 OR a.typel < 0) AND (b.type2 > 4 OR b.type2 < -1)
VNP WIS
WHERE (a.typel > 3 OR b.type2 < 0) AND (a.typel > 4 OR b.type2 < -1)
A e H GROUP BY 5 ORDER BY K3R1H45 R .
LIMIT A1 OFFSET ASCHF—i&@ A (%1 LIMIT 25 OFFSET 25).

JDBC IRz

Java B E i H: (JDBC) IRENFEFT SU V0K Open Distro for Elasticsearch 57 )75k
ae (BD NMHMREFRERK.

AR T ML JAR XAHE R, 1§21 GitHub (.

2021-09-09 147


https://github.com/opendistro-for-elasticsearch/sql-jdbc

O XB:

13 ssnses

13.1 XF=HITRI R EIRIE

NV ERM T ZHIPIRS . B HE RS, G Z @ RIRSH KK

PEFF, T HER&ER. FiHE.

Al a1
P38 25 R 55

SRR BRI

R13-1 IFFEITHIKIBIRIES IR

BAERR FiRIE EHBR
jollfes it cluster createCluster
i<y cluster deleteCluster
CiREAYitd cluster growCluster
5 R cluster rebootCluster
Pe B & S cluster loadLexicon
W B € XA cluster deleteLexicon

PE R SEREECE | cluster

updateSnapshotPolicy

W E sh g e g cluster

updateAutoSnapshotPolicy

Foh| g snapshot createSnapshot
P SRR snapshot restoreSnapshot
TP snapshot deleteSnapshot
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132 BFHITHE

IR T mH iR R, REX LR ERIRG KRG, Hizh & /7R
RIBARIL . AN RUTE Z § RSB B 6 2R Rl 7 RN IEIL .

BRIELSE
1. BFERoHIMIRSEHES S

2. (EEHENG L AR @ KbR, X
FEREMSHE S, Bl “FAEFIER” , N “FHPR” .
FAFFVR SCRFE I TR B X SR E S AT F AR IR SR YA ERE (2
HHEW, HHAGEEWT:
- PRI, RSB IEIRT,
FE N HE ke e A W
EEP’“%J‘%*ZEM%%#F%%ET I I BAR I AR
FEBE ID I, AT AR BRI B 1D,
WFETIRAA PRI, B EFE T E R A BRI SR A4 TR

- BRAERDT: AR T RHER R EER — BRI, SR R R R 2
T AEAL 2 o

- HMYON: AEICH BT S, “normal”. “waring”. “incident”,
WA — i
IFIAJSE Bl s A3k 3 25 v e dlr G oK A ) ) B R R A
5. EHREAEGERIFEMLM, i~ RIFZEMIEIE R .
P TREBRNEL “BIE7 20 “BEEFEM” , ATMERE P EE ZIREF
SR VELIME B
BERTmH MRS FMEMER, BESW (SHITIRGH P18 ).
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el

141 AR ERSE

=i %R (Cloud Search Service, K ES), NI ALFEE 1970 M R 51 R %,
SCHF Elasticsearch R 5158, SCRpE5HML . FRESMMCARZ XM R . it k.

SRR S EhEE, R Elasticsearch £E8F. fizdk, WEMRIAILE, #
SEEMRIEARR, RUE—RVIRG. LRSI, L ELE
ERIZ S D SR

14.2 f+ 24X A A A X

froagXiEg, aTHKX?

FRATTFH DXt ] ) X Rtk it b AL B, R] DLAERR & B X8, ] F IX 6 7%

o [XI§ (Region): MHWFELT B FIMYLEHT AELEEE KI5, [Rl—A> Region WAL ZBPETHE . A7, X 57
fitt. VPC W%, gEAR IP. Bif3 A LIRSS . Region 43 Ml il Region 1% J& Region, i#JH Region 1
T 1A A SE AL SR 68 ] 2 IR 25 1 Region; &)@ Region 45 W A 3k [F] — Mk 55 8 T A0 1 AL $4HY 45

% 11% H Region.

e KX (AZ, Availability Zone): —~ AZ j2—PEZ MIEEIE O IES, ISR RKOKE,
AZ WZH ERITHE . % RS RIRRI R AR — A Region TIZAY AZ [B@ I S G 4F 41
H, DU P AZ Mg RS R K.

14-1 [#) B 1 IXCISONTR] X 2 AT SR 2R
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E]14-1 XigFATAX
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RT3 Al X2 RT3 A[AK2

AR R X 4 ?

VORI IE SR I R S B s P (I3 SRE AT DA PRI SE, - 52 e U ) i
.

anfaEE AT X ?
R IRCE (R —FT PRI Py, 2 B e -l 25 9 R 4 A (R

Un SR A 1R L 75 B R IR A U RE T, S WUIEORE BT 2 A R — DXk AN R el XA
AR SR NP SR S5 2 8] R X 2% S BRI, U Ao SRR B AR R — T IX A

4 24 g 5

b4

X33 AN 2% i

I AP VU, 6 U R B B B A 1 il KT K A
LU A

14.3 = ZERFZEA L=

ZHRRGSEN T HELZM . NERR. HPRRARE. Bl RE 5.

14.4 ZEZERFZWNAIRIEBEEMI FEITEE

YRGS T EIELT JUA T3 T P B Al 553847 % 4

BRI 2 AT, BV AN BT A R P BERS B K TT
AT, PRIELS . EHEE M2 et.
- kST EESEERNMATE, ORI IR0 S IEE, X AMEHEL
P . &Gl HEREE
EEOPE. REREHEN G, HTEESERRS.

SRR RS IR T 2 A i
- #EId VPC AR VPC N ENLHI 24,
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— JEEMZ TR ERIS1R (ACL), W] LSS B 4t N AR H %A1 X 2%
- AR CREEMZET KB, NIRRT R wT AR
IPsec VPN #E#:3t NBGR H VPC AT E M4 it & -
o MR
HERMRIRS T, B ZEIA. BB az 5. R HIESE =77 (OBS) &H1)
REPRAIEF P 8 22 4

145 A PP EEXE TR AR SHIML EmiTiEtR

ﬂﬂF T BT I M PR R WAL A P A AR BOIR S . TP T DA S B 2 A%
o ARIESEPRN 7 RO E S B n, HIRIEE, nRDUH R A R . R
Eﬂﬁﬁ& WS (RIS 65D AR R

vy R

o HURAEFEBUN A (I Smin), MAAATHRMBIZ R (5 KO METHREME (I 85%) HIfE L,
VA A 7 2

o URAEFEBUN A (U1 Smind, EFHEFORSHIZ R (5 O KT 0 BT, WA AR .
KNS -

o WEISHLAL M HIFA KK EEN, W DL AR A AR, A S AT RAERRET b I R 5l
TR A B R G LR RS 8], B 3 R

o B SEREFOREE M LR, AT ERERMN S A AR IER L Shard & O EK, 1E
Cerebro M B IHFFERG KAEH)T

14.6 = R IR FZ B PFLE F(FIEIN

SRR KM EVS RAM LA P IR 5] . RS RE T, A AldRE
EVS [RA LS (IR,

o THFEVS KAEEIE /O, = /0. & 10,
o AU ECS, HXFN EVS 25 K /N R AR 4 G 2 A2 BEde B (775 i MUA 1T 5

147 ZRERSZEHSEN LIREZ D

BIEBERFEF, HOEIE 1 AT A, &EZa 6 200 M55, HApegAT A o
N—/~ ECS) "J#:#— 2 E N EVS. nIZHEA[F ECS H:# EVS & KNIAE, 1
B SR IRS A RIS KN, EVS 35K/ INE 4O G 45 3 1R 0075 A 0% 1T 5 &
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14.8 HIiFERERF T S = 8] = B WL FF4H

o FHERE Y R A 2 18] ) 8 B SR G R s :

e H&EfF: Elasticsearch Hi&

e YR Cff: Elasticsearch ‘& 5| X4

o At STt RN E M

o HIERSG: BUARHE 5%

149 ML T A UERA = RIRS

EI R RS, s RGN APL 24t T F =F5 . nTRUEET O
I B3 SRV TR K

e curl
curl & — AT TH, FRPIATSM URL #EAE B4 . curl 782412
HTTP %7 3, 7T LAKIE HTTP 365K 48 Bk 553, RO R B . curl IEHI 0
Wike %T curl H4H{5 B2 W https://curl.haxx.se/.

o Yl

W gD, HARIEREE, HRIELEIERE L.
® REST & /'
Mozilla Firefox. Google Chrome #{iy REST 24t T BIEAL NI W 28 4difF,  Rikab
PRI R
- EI%} Firefox, 152 I Firefox REST Client.
- %1%} Chrome, 52 W, Postmans.

14.10 = Z R FZ X FMI1™ Elasticsearch hg 7K

=T Z R4S b Elasticsearch 423 5] %% H 5y 3 £ Elasticsearch 5.5.1. 6.2.3. 6.5.4. 7.1.1.
7.6.2 F17.9.3 A, Kibana HAEIXFF 5.5.1. 6.2.3. 6.5.4. 7.1.1. 7.6.2 f17.9.3 x4

14.11 = RERFZ ML TR AR
I BERSS SC R LA I U 7

®  Restful API
®  Transport Client
® Rest Client

fifFHl Transport Client 5 il 2= i 551, 75 22 R iS5 R 55 S O R AR — 20, 75 I AT g
B TE 27 ] I 1L o

Transport Client ANEFE{EH, F{#H High Level Rest Client.
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D X8\
14.12 =HERRFZH R E X5 HR Elasticsearch Y

API s IhEE

SCHEI) Elasticsearch fRA Y 5.5.1. 623, 6.54. 7.1.1. 7.62 #17.93, HIERHX N
Elasticsearch Cloud #. 7 FF Kibana T.H 5 Elasticsearch FIZZ H., IhEt-5 15
Elasticsearch 5.5.1. 6.2.3. 6.54. 7.1.1. 7.6.2 1 7.9.3 fH[A].

14.13 TR FRIRF B E X # Logstash Xf#

X FF Logstash %42, Logstash fRAZWAEH 5.5.1. 6.2.3. 6.54. 7.1.1. 7.6.2 f17.9.3,
HH P FERIE— G ECS k%% Logstash i THLE -

14.14 ECS T hiEizT &8t

ERZ R, IR R R R

1.

4.

Jetfiih ECS SEBFI SR & B LER—A> VPC.

- WIRAE, PUTHIE 2.

- WIRATE, WEEBAE ECS S, 2 MEERLER—A VPC T

BE SR 02 A 7 M AT A2 7 E A 9200 %1 (TCP #0380 , 5 Rt

YR C Va2 9200 3 (TCP #30) »

- W, PITHIR 3.

- WERAE, EAIE VPC B, WE el T AT A 2R 9200
it 1 B S0V i 1Y A8 9200 it H o

B FE ECS Sl B inz a4 .

- WA, REZEARNREMRNZ S LZR, IES N “EREET bR
FREMT el iR, RIEPITIE 4

~ WA, M ECS FSZEEEOUE, HEN VPC T, & Cwad”,
Erae ot

7E ECS 25 |, il 2 75 v DA IE 3 &4 2 2 BE
ssh < T7ETHT 7 P 277 ] 2 2 il 2y 175>

(MARE L

LEREAZITIRE, FER M PTRUAESTUESEERZERFTIE TR,
- WERATDUGEAR, SRS IR
- ISR ANE, TR R SRR R
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14.15 =R RRFZ I IFMLIE ke

MRS SR RN 2R, Soaion, PSR, TSR
51, ZhAEE, FERICR (W1 Word. PDF 5620 AbFEAIMFR(E AR5,

Elasticsearch #2353 FF 48 R TN HE1H 2 W (Elasticsearch: BURIERT) SCAHT “IRN
R =

14.16 At A EEBERY

SRR RIMIRE R A IR 3 e

o  BHRIHUNE, TiAGIRER. BUCRIE LN BRI AT
o IBMEMACEMG S, “CRAE” M Ui LVER/ICMP KB ANEE €92007 i, SEUEREAIE K
We. 15 sre e lE B uis R 2.

o 7.62LJ7.62 2 EHINCA, HREAIEENRH 9300 BRAJFIAER P VPC BT BT . BRI
BRI 22 A R A SOE T A ¥ 9300 dlAS N H, A1 SRAIOE, 1B 4SSk A T H %2

.

14.17 I EZ R ZE S|

29 I G R IR S . B BTCIR A R 5 A, TE R IR A E
PHFE AR k.

HIE SRR R BR8]
L BREHERSEERGIG.
2. TEAEMISAUAL, i CHEREERY
3. fE “HEREEE” TUM LAERETIR DI QIR B, AE DRI ERT
B i
- WARGIERRT R T 2018 453 H 10 H, TGIRRZSERER & 0 SRR T Thhe
Mok R, HRTEEA R R
- ARG R T 2018 4E 3 10 H, U7 EHA 4 40 B BT 0K S )
TAM A PR A5 A & RS BRI i 2 AR 5 BUR

HIER G AR
L BRG - SMERS SR G,
2. BEARTE R HIK SEIAM L BTR H P 4L
PRBRIEEZ L (Gi— S AERRSS FL P 67 ity “ i A slAs el 13

g » Sz
Y

o

3. BEEHPARNPIRHZEES: “ERRE7 b “XWRAMRS” TUHRK “OBS
Administrator” $R . 47T AT)E XK “Elasticsearch Administrator” AR .
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& 73z

HARBIEES W (G — B IMNERSS 7 16D P “ i &E s g 4
BT,

- WERA P HRBIR A PR RUR, TERAT IR 4

- R P AR BR AR DL E PR, 15 IR SR SRR B B AR R

NHFPEBM:  “ARRST T XN ZEAAERS” TUH ) “OBS Administrator”
PR 4T 8 X I “Elasticsearch Administrator” R .

AMEEEES I (G — S ERSH P far) i “ i &5 sl -4
B

14.18 4n1a]{sE A Elasticsearch B E N iFE49 &)

il Elasticsearch RJ PAXTVLHEC I SCRYBEAT VR4 AT/ 43 anfarfd A Elasticsearch H i X

o Ei.

BRIESE

1. BRaMRRSEHREREG.

2. (EAMISHUAET, S5 EREET, ENERYIRI.

3. (ESEHEFIRIUM T, AR “ERME” 718 “Kibana”

4. fE Kibana B M S hik# “Dev Tools” , Hidi “Gettowork” , #EA Kibana i)
Console Ffi

5. fF Kibana [1J Console T, AT EIERT], 48 E H & W Ke L

KA
Bln. BAEH “tvjson” Bl AT, TR,

{

"tv": [

{ "name": "tvl", "description": "USB, DisplayPort", "vote": 0.98 }

{ "name": "tv2", "description": "USB, HDMI", "vote": 0.99 }

{ "name": "tv3", "description": "USB", "vote": 0.5 }

{ "name": "tv4", "description": "USB, HDMI, DisplayPort", "vote": 0.7 }
]

}

A PABATIN N a4, BIERG] “mall”, R H E SR E SRS
PUT /mall?pretty
{
"mappings": {
"tv": |
"properties": {
"description": {
"type": "text",
"fields": {
"keyword": {
"type": "keyword"
}
}
b

"name": {
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"type": "text",
"fields": {
"keyword": {

"type": "keyword"

}
by
"vote": {
"type": "float"

6. HATW a4, # “tv.json” CHFEHEFAF “mall” &5 H.

POST /mall/tv/ bulk?pretty

{ "index": {" id": "1"}}

{ "name": "tvl", "description": "USB, DisplayPort", "vote": 0.98 }
{ "index": {" id": "2"}}

{ "name": "tv2", "description": "USB, HDMI", "vote": 0.99 }

{ "index": {" id": "3"}}

{ "name": "tv3", "description": "USB", "vote": 0.5 }

{ "index": {" id": "4"}}

{ "name": "tv4", "description": "USB, HDMI, DisplayPort", "vote":

7. HEOF o EWHEE.
- R PERE LR, HIR R i BB HE 2R 4

0

o7

}

R PR E AT )45 USB %D HDMI ;%D DisplayPort %DE@EEWJL %
CEEL, WEE 1 40, AHBL, WS 0 43, FERTHE S5 B DAL I F R
RSy ATUMATIN R 4 a‘"*ﬁiiéﬁﬂmiﬂfﬁ&ﬁ@llﬁ?ﬁkﬁd%ﬁi%‘i%%

GET /mall/tv/_ search?pretty
{

"query":{
"function_ score": {
"query":{
"bool": {
"should": [

{"constant score":{
"query":{"match":{"description":"USB"}}

I3

{"constant score":{
"query":{"match":{"description":"HDMI"}}

I3

{"constant score":{
"query":{"match":{"description":"DisplayPort"}}

H}

}

by

"field value factor":({
"field":"vote",
"factor":1

by

"boost mode":"multiply",
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"max boost":10

}
LroRB R T E A new score = query score * (factor * vote)
IR A G5 A0 R

{
"took": 13,
"timed out": false,
" shards": {
"total": 5,
"successful": 5,
"failed": O
by
"hits": {
"total": 4,
"max_score": 2.1,
"hits": [
{
" _index": "mall",
" _type": "tv",
"_id": "4n,
" _score": 2.1,

" _source": {
"name": "tv4",
"description": "USB, HDMI, DisplayPort",
"vote": 0.7
}
by
{
" _index": "mall",
" _type": "tv",
" oid": "2v,
" score": 1.98,
" _source": {
"name": "tv2",
"description": "USB, HDMI",
"vote": 0.99
}
by
{
" _index": "mall",
" _type": "tv",
" id": "1i",
" score": 1.96,
" _source": {
"name": "tvl1",
"description": "USB, DisplayPort",
"vote": 0.98
}
by
{

_index": "mall",

" type": "tv",
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FED

"oign. u3u,
" score": 0.5,
" source": {
"name": "tv3 u’
"description": "USB",

"vote": 0.5

M ETHR A1 45 50T DA Y Elasticsearch 1822 5 8545 B 456 1T 28 11 55 AL
[Py, R AL B 23 e s B 7 HE S s o
FAABRHGF PR T B 58, 32 BB 25 s BRI HE B4 R 45
& P AR B &4 USB #2101, HDMI 4% 1. DisplayPort 2 1A FLARHL, 4%
COHBL, WHE 1 4%, AHBL, WHE 0 4, fERTIHE 75 L3 DX iF P&
RIS e N T BERAIE R I PER T B A R s, AR IR E RN
AR, R ERMTTRMERN 0.8, ETIIRMAN, iR 15, K
TS TR, FRI% 0.5 T W LAFAT W1~ iy 214 18 840 B i 2
(L HE 748 2 45

GET /mall/tv/_ search?pretty
{
"query": {
"function score":({
"query": {
"bool": {
"should": [
{"constant score":{
"query":{"match":{"description":"USB"}}
Yy
{"constant score":{
"query":{"match":{"description" :"HDMI"}}
Yy
{"constant score":{
"query":{"match":{"description":"DisplayPort"}}
H}
]
}
s
"script score":{
"script":{
"params": {"threshold":0.8},
"inline":"if (doc[\"vote\"].value > params.threshold) {return 1;}
return 0.5;"
}
s
"boost mode":"multiply",
"max boost":10
}
}
}
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LTRSS A new_score = query_score * vote (24 vote > 0.8 i,

HUE N 1; Hvote < 0.8, HUE N 0.5.)
R B R Frs o

"took": 634,
"timed out": false,
" shards": {
"total": 5,
"successful": 5,
"failed": 0O
by
"hits": {
"total": 4,
"max_score": 2,
"hits": [
{
" _index": "mall",
" _type": "tv",
"oid": "2v,

" _score": 2,

" _source": {
"name": "tv2",
"description": "USB, HDMI",
"vote": 0.99
}
}y
{
" _index": "mall",
" _type": "tv",
"o id": "1iv,
" score": 2,
" _source": {
"name": "tvl",
"description": "USB, DisplayPort",
"vote": 0.98
}
s
{
" _index": "mall",
" _type": "tv",
"_id": "4",
" score": 1.5,
" _source": {
"name": "tv4",
"description": "USB, HDMI, DisplayPort",
"vote": 0.7
}
s
{
" index": "mall",

" type": "tv",

ll_idll . ll3ll,
" score": 0.5,
" _source": {
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"name": "tv3",
"description": "USB",
"vote": 0.5
}
}
]
}
}

M TR A1 45 50T DA Y Elasticsearch 8 2% 51 545 B AR 002 11 55 EHAAL
M5, B AL IR 4 R BME B HES 1) B

14.19 9200 U 1/ 8] 5 Y

BRI &R

I VPN R 280 VPC (X SEER T 0] ES AN ST, M curl A7 ES £
i, ok EZR .

BN, JATW N ar RN SERE, EIR A4,

curl -s 'http://<TEAMViRHEES 9200

[RE 53 #f

7E “ffiF VPN L2kifjin) ES 1L 8 “iEit VPC X EEER VT IH ES 1”7 5t F,
TR Pt 5 ES ANFER— VPC T [k, R ES E# T M 5H VPC A A
I 14D PP B

4N, H— ES ##E, K VPC N vpe-8e28, HIMLZHELE N 192.168.0.0/16. &M T
It VPC T 7M™ subnet-4a81, subnet-4a81 T MM E 5 vpc-8e28 —EL, N
192.168.0.0/16. LEEF, nSFEH VPN L2k ES S uli@ i VPC B & ER Vi I
ES %8, SS3UL TIPS NG Z VPC STRIRISE, MmN ES AR 4512k
NS R B, A& 2L 9200 i 17 7] I

ATEDIR

2B 9200 i 15 [0 R M RIS, H ES £EERIRES AT APIRS . $#UTS BN T ATR:

1. HENES IR EHEN G, EERSIRT, REERLRIENERESIH, &5
BEEEREAS Y VPC FI-7 M,

2. HEAVPC RSEHEHG, ERUMAA =PIEF, ¥ ES E£REMHM VPC 4
FR, #EN VPC VB T . A VPC AT B S .
W 14-2 fios, VPC FIMEHME R, STMEIMESSE—. £ H VPN L&)
w8 i VPC X35 EFe V5 i, 2 F309200 i F in) 2806,
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E14-2 EEMERER

hsunal & =

192.168.0.0/16 &

05903adb-c7d5-4e32-h079-c72cfBbbaead
14

default
FR HEE EHE RS

WEFR = I Q | mEEE v

EFR HE AR e e

= ATAX3 192.168.0.0/24 19216801

DNSERSSEEIbAL DHCP BREEACL =

100.125.1.250,100.125 21 1= - S B

3. WURHMIL AR, WEFQIERER, il MMEBS VPC AFKITRM, A
FAEXFERI T M, TE/E VPC A HZH] & A e — 7M.

QIR ES FEita, K IHER I ERIES Ehrttt, )5 i
I 8% F VPC X &4y [ H

(17 588
YNERFE VPN BLIAESER VPC XIFEZIE ES SAFT, 1BSWMRIE, FelEaIES &£
&, HVrPC 5FW, BEEFRNMNRER.

i VPN £4:15

14.20 Elasticsearch §t % filebeat Fic & VA4

o) @I R

filebeat &1 REARH AR U RE T B, 4R ZHML S HERT URE S IE 1 B A
EEZ elasticsearch PN, {EZ2 N H EE KIS HETCE LA, %85 77 1IB0A
BLE I 1 #% CPU LY filebeat B, 5 ES MHEARALT 1M/S, X BLA] DL X
filebeat.yml it & X RAL, 55N ES FItERE

[RE 53 #h

filebeat.yml FIERINAC B LLALOR Sy, £ HEEIKANL S5, FEIB filebeat.yml 2
HOEAT I

AR IR

1. X filebeat.yml FCE U S ERAL, VA% input dmC & -
#AR A S FRIF LA K harvester buffer size 240 (1ZS4U2 551> harvester 1153
PriF, A buffer KN,
harvester buffer size:40960000
HARHE S PR AB LK filebeat.spool_size Z4 (%224 spooler K/, —ik
Publish, FA&Z/DATI
filebeat.spool size:250000

HIRYESZBRT LA filebeat.idle timeout B3 (ZZHEH spooler [KIHERT I 7],
WUR BT AT, AR S RE AR BE, spooler 2IE T RIEHE).

filebeat.idle timeout:1s
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E1XF filebeat.yml e & A S Hthitk, 7% output.elasticsearch i it & -

#IRPESE BRI UK worker SR NER BS NM—5 (ZSHUE XM ES 14
#, BN D.

worker: 1

#RPESZ BRI K bulk_max_size 480 (1ZSHUETE H. elasticsearch #iL & API &
FIERM R FHAE, BRI 500,

bulk max_size:15000

#RPESL BRI L flush_interval 80 (ZSEUEEHT H4MLE APL R 51HEK
A TR AP, R bulk max_size fEIZ{EZ BIEIE, BIMAHLE R 5IER
ERO.

flush_interval:1s

14.21 SEE{F &S

BEENED
Es-event SEFfHLHEA kibana J5, SHBl—EHRAEMBITHE A, AHEIEAN kibana % i

PAN
= o

[RE 2
WEAREFFE, HHET.

IR

BR oM ERS G .

TERMISHARL, B “EREER” .

TEAEREXS R “#E” %1, By “Kibana” , $TJF Kibana #[ .
7E kibana TLTHI#% F12.

B “Network” , #H “datazimage” , Ak “clear browser cache” , 3
XPUESRAE, R E, M Kibana S .

6. (ELEREMNN “HRAE” B, Hd “Kibana” BIWJ D7

o~ w0 D oE

14.22 anfaJfE R NAT ML =3 R ARSFZ A M
o]

FF8 A W5 1] 251 2 e 55 B E AL I :

1SRN = ERESE R

2. B NAT 5%

3B ST ZR MRS A HFN
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43BN A = R RS

A\ EE
INRAFR STV ERHE LIRS, NS BEHEIRERRETIAN, BEEALIHEE.

RRZRRBEER
BB AR RIS W 7

BRI RS K Console ##| &, FEERECIERIN)G, WIEAEREE P SR EUEEREDT
] )P R e bk

SWID EBRE S HBHRSE & xS BlEEHE S PRSI ¢ BIE

TE - 654 2019/07/27 17:18:19 GMT. 9200

Es-412
a%31cc2-08e4-49ed-aa41-4fdaa

HB2 FRAVPC FIFMME R
PR “AARID”, HENSEHE “HAREE” U, IR VPC MTMIEE .

ENMEE BAEMARF SERE

Es-41f2 aIF

a%31cc2-08e4-49ed-aa41-4fdaad160ec2

654 2019/07/27 17:18:19 GMT+08:00
40 2
1
ess spec-2u16g | 2 vCPUs | 16 GB 40 GB =EI0
-
| 6
esrally BRI | THIES
R
T AY
fCE NAT %

S AE NAT K%,

1. %k Console il &5, 18 “HRFTFIR” > “KIZE” > “NAT WK, BEARIZEE
fifll & UL

2. HT C“UESE NAT M2E” , BLE NAT MO E R . 45 S% (NAT W6
H P ferE) X NAT PR,

(MR
"RMFAEZR" 1 "N BEEALE 2 SRAER.
3. BLEHUS, B “SrRIEE” .
B2 U DNAT A
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N

Ni

B

B

B

g1 =~ W

$1
® [P:port: FPEAR P 5, BIEIE DNAT FUN W B H 50 2 B TP T2 WX g 11 o
o INREEMIE T REMEA, 1HHIA https:/IP:port, F£ H AN 2281 H P 4 0,
o REMAIHREMN, M hitps:/IP:port.

1. NAT MRMESERIN G, 78 NAT &8l 6, s SER Il NAT B¢ “4857 , it
AN NAT W& P17 T

2. &R “DNAT U7 7125, Hadi “W0 DNAT #U” o FE4iES% (NAT K
FAHEES) %M DNAT #l.

(MERLL
o BRI IP: AJLURIEE CALSTEREAR 1P TUEEE,
o AMIEA: AUBEEN.
o FAKIP: =ERIRSHIAMIGE 1P, BIEE | FREE "RIRGiAHEIEIE"
o FARIIRO: 9200
o WMRECEEAIERESSD "MMipELL, WFEERIMNES DNAT N,
3. WhnzEpda, i “WhE” .

— 4R

R ERRERSZREHRN

R m RS Console Fii £, GEFEXTNIFGSEME, HdisERE “HAMND” , HEASE
HECHEAMERE” .
£ “EAER” T, iy el .
BENM=E  BEMEFE St
Es-41f2 B
a%e31cc2-08e4-49ed-aad1-4fdaad160ec?
6.54 2019/07/27 17:18:19 GMT+08:00
40 2

1

ess.spec-2ul16g |2 vCPUs | 16 GB 40 GB ZEIO

| o]

E “Z4dl” TUmE, @ AR .
s CUSIIEN” ¥ in 9200 i N TS TR EE
BLEsel)n, Ry “Hie” .

BE ARG = ZER S
TEDYEZ8 4N https://IP:port B¢ http://IP:port, i Al = &S -
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A BiTie®

FTA-1EITIER
%% BHA BITIER
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